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Abstract 
In present generations, smart phones are said to be ruling the world. There are many smart phone OS platforms running in 

market currently. The number of Android OS users are more than any other mobile OS platform. As the number of users for a 

particular OS increase, the amount of threats and vulnerabilities to that particular OS will also increase. Android OS because of 

its popularity among the users also has an equal number of threats and other vulnerabilities that the OS is prone to. 

 

We shall discuss and study various security issues that the Android OS is prone to, some of the methods to analyze the issues and 

some of the methods to tackle and overcome the issues. Also we shall discuss the issues that are addressed in the latest version of 

Android OS and the issues that still needs to be addressed. 
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1. INTRODUCTION 

Android, which is one of the leading Operating Systems for 

mobile platform was designed by Google Inc [1]. It is based 

on Linux kernel and is mainly designed to work on touch 

screen phones most commonly smart phones and tablets. 

Android is not only designed to work on touchscreen 

devices, but Google has gone a step further and has 

developed Android TV to run on Televisions, Android Auto 

which runs in Cars and Android Wear designed to be used in 

wrist Watches. All these products have a unique interface. 

Android OS was initially developed by Android Inc. 

founded by Andy Rubin, Rich Miner, Nick Sears, and Chris 

White. In July 2005, Google Inc. acquired Android Inc. [2] 

 

1.1 Android Version History with Important 

Changes 

There were two initial releases of Android which was not 

released. They were Android ALPHA and Android BETA. 

Each Android version is decided to be named after the 

name of a dessert or a sugary treat INALPHABETICAL 

ORDER.  

 

2. ANDROID APPLICATION- AN OVERVIEW 

Android applications are mainly built by using JAVA as the 

programming language. But nowadays applications are 

being built on other languages too. [4] 

 

Eclipse IDE was the Application Software that was used to 

build android applications until Android Studio became the 

officially supported software application by Google Inc. to 

develop android applications. However there are many other 

online and offline tools to develop android application. 

 

 

2.1 More Detailed Look 

An android application mainly consists of three components. 

They are resource (which consists of the layouts, drawables, 

which are the images and other png files used and strings), 

the java codes, and AndroidManifest.xml [6]. 

 

But these can be viewed and will be visible only during the 

time of building of the application. Once the application is 

built into a compressed format called APK (Application 

Package Kit), then, all java codes are merged into a single 

file known as classes.dex, all resources are merged into a 

single file known as resource.arsc. 

 

In order to view them, either one must get access to the 

whole project or the project should be reverse engineered 

Fig 2.1 shows the layout of an Android application that is 

being developed with the help of Android Studio. It also 

shows the structure of application. 

 

Fig 2.1 Working path in Android Studio 
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2.2 Downloading and Installing an Application 

The official place where Android apps are available are 

Google Play Store and Amazon Store [5]. However there are 

many other sources for an Android application. The general 

procedure for downloading and installing an application 

from Play Store are as follows: 

 Access Google Play Store, Search for the required 

application 

 Click on install and Grant Permission. Fig 2.2a shows 

screen of granting permissions. 

 Application will be installed. 

 

 
Fig. 2.2a Permission access in Google Play Store 

 

However Android allows installation of applications from 

Unknown sources. The general procedure is as follows: 

 Grant permission to install 3rd party applications from 

Security Settings 

 Click on the APK file of the application. 

 Accept all the permissions. Fig 2.2b shows screen of 

acceptation of permission and installation. 

 Click on install to install the application. 

 
Fig 2.2b Installation of an Application 

 

Observing the requested permission requires more attention. 

The reason being that there might be a lot of unwanted 

permissions that an application wants access. If such 

permissions are found then such applications are not safe to 

be installed. 

 

2.3 Reverse Engineering 

This is a process intended ONLY for educational purpose 

where the APK file is broken down to extract the contents of 

the file in order to access them. 

 

By reverse engineering an APK file the codes will be 

available in an assembly language format called ”smali” 

along with all the resources. 

 

Fig 2.3 shows the layout when an APK file is reverse 

engineered to extract the contents of the file. 

 

 
Fig. 2.3 Files after reversing an APK 

 

This method gives access to AndroidManifest.xml file as 

shown in Fig. 2.3. 
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2.4 Android Manifest and its Role in an Application 

During the time of developing an application, 

AndroidManifest, which is a XML file plays an important 

role. 

 

Each application that is build will contain this file. It can be 

said that AndroidManifest is the heart of any application. 

This file tells the android system all the information required 

to successfully run the application. 

 

Few important functions of manifest are as listed below: 

 It names the java package of application. It acts as 

unique identifier for application. 

 It describes the essential components present inside the 

application. 

 It defines the minimum and maximum API level 

requirements which tells the minimum android version 

required to run the application. 

 It declares the permissions that are required by the 

application. 

 

3. MANIFEST- A DETAILED LOOK 

The main elements in Manifest [6] are as follows: 

 Action- Used to perform a specific action 

 Activity- Used to invoke a new activity 

 Permission- Used to grant permissions to the 

application. 

 Uses-sdk- Used to allocate specific SDK’s API level. 

 

The components Activity, Services and Permissions play a 

very vital role in AndroidManifest.xml. 

 

3.1 Permissions-A Detailed View 

Permissions [7] play a very important role in Manifest file. 

It declares a security permission that can be used to limit 

access to specific components or features of an application. 

The attributes inside permissions are as follows: 

 Android: description- Provides a user readable 

description of the permission. 

 Android: icon- provides reference to a drawable that 

can be used as a default icon for the application. 

 Android: label- Provides the name for the permission 

that is defined. Normally the name is referenced from a 

string source. 

 Android: protection level- Most important component 

of permission. There are four main levels-normal 

(default value. Involves lower risk), Dangerous (higher 

risk involving permission access to private user data), 

signature (level where access is granted if the 

application is signed with the same signature with that 

of requesting permission), signature or system (used for 

certain special situations where multiple vendors have 

access to same system image). 

 

Fig 3.1 shows the permissions used by one of the most 

commonly used Android application. This application has 

four permissions whose protection levels are signature. 

 

 
Fig 3.1 Permissions in Manifest 

 

Since this application has feature to make voice calls, the 

permission: VOIP_CALL is used. Similarly to access 

Google Maps to receive Location content, the permission: 

MAPS_RECEIVE is used. 

 

3.2 Services-A Detailed View 

Services [7] declares a service as one of the application’s 

components. They are used to implement long running 

background operations or a rich communication API. It must 

be a class that is present inside the application. 

 

Attributes inside services are as follows: 

 Android: description- string that describes the service to 

users. 

 Android: enabled- a Boolean value that determines if 

the service is enabled or not. 

 Android: label- A name for the service that can be 

displayed to users. Normally the name is referenced 

from a string  

 Android: permission- Provides details about permission 

that an entity must have in order to launch the service or 

bind to it. 

 

Fig 3.2 shows some of the services used by one of the most 

commonly used Android application. 
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Fig 3.2 Services in Manifest 

 

Since this application has feature to transfer media files, 

access voice service, access Google drive service, the 

services Media Transcode Service, Voice Service, and 

Google Drive Service are used. 

 

4. DETECTION OF SECURITY THREATS 

There are many ways of Threat detection that can be 

implemented. But AndroidManifest is the best way to detect 

security issues that are existing in an android application. 

Security issues are mainly related to unnecessary and 

unwanted permissions and services that are declared by the 

developers while developing the application. [3][8] 

 

4.1 Manifest’s Role in Security Detection 

There are a lot of critical permissions and services that can 

causes security issues while using an application. Hence it is 

very much essential to consider these critical issues. Since 

manifest plays an important role in successful run of an 

application it is very much necessary to be very careful 

while handling manifest. 

 

4.2 Method of Detection 

The most important procedure while detecting suspicious 

permissions and services is to analyze the manifest file. The 

components inside a manifest file will be different for each 

application depending on the nature and type of the 

application. 

 

It is very important to take necessary care while attempting 

to safely remove unwanted and unnecessary components 

present in the manifest. 

 

It is not easy to access AndroidManifest.xml file. Reason 

being the developers will not easily share their project to get 

access to the file. This is where concept of reverse 

engineering helps to get access to the file. 

 

Permissions that are totally not related to the application can 

be safely removed. For example, an application which does 

not require an internet connection may contain permissions 

requesting access to internet. These kinds of permissions are 

not related to the application. Removing such permissions 

and services will in no way affect the stability or 

performance of the application. 

 

The brief procedure to be followed once access to 

AndroidManifest.xml is obtained can be discussed as 

follows: 

 Carefully observe all the permission requests, services, 

activities, and other components that are used by the 

application. 

 If a particular activity, service, or a permission is found 

to be irrelevant to the nature of application, then it can 

be safely removed. 

 Care must be taken such that the complete component 

should be removed in order to avoid errors while 

compiling back to the APK package.[10] 

 Once the task is completed, it must be tested so that the 

application functions in the same way as how it was 

functioning before editing. 

 

Considering Fig 3.1, if permission VOIP_CALL has to be 

removed then, the line “<permission android: 

name=”com.whatsapp.permission.VOIP_CALL” android: 

protectionLevel=”signature” />” has to be removed 

completely. 

 

4.3 Android’s Initiative to Improve Security with 

respect to Permission Management 

There was a major improvement to Android’s security with 

the release of Android’s Lollipop version which was further 

improved with the release of Marshmallow and Nougat 

version. [9] 

 

Some of the critical permissions like accessing messages, 

making phone call and similar permissions were given a 

two-step verification. The user’s permission is again asked 

while the application requires use of critical permissions. 

 

Fig 4.3a shows a screen where a particular application is 

asking for permission to access GALLERY and MEDIA. 
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Fig 4.3a Media Access 

 

Fig 4.3b shows a screen where a particular application is 

asking for permission to access CONTACTS. 

 

 
Fig 4.3b Contact access 

5. FUTURE DEVELOPMENTS 

The proposed future work is: 

 It might be tedious to reverse engineer every 

application. A simpler method is to make use of a 

separate application designed exclusively to view, 

analyze, and remove the components. 

 There are certain applications available to perform this 

task.[11][12] 

 But, currently available applications provide facility 

only to remove components for an application. There 

are no applications available to rebuild and reinstall the 

newly modified application. 

 

6. CONCLUSION 

Android is the most widely used mobile operating system in 

today’s works. The amount of threats and vulnerabilities that 

it is prone to is also high. Hence it is very much necessary to 

give emphasis on the security issues. Applications that are 

not safe to be used should be avoided. 

 

Care must be taken to eliminate the use of applications 

involving critical permission request which are not used by 

the application and are not required. 
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