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Abstract
Advancement in technology enables us to access videos at all times and even modify them with available media editing tools. This
leads to fraudulency of the video and even the author copyrights are intruded. Hence, there is a need to identify the forgery of the
video and exploitation of author copyrights. Many techniques have been described in the literature to overcome these problems;
they are Cryptographic hashing, Watermarking and Perceptual hashing. Our main concern here is towards perceptual video
hashing. Perceptual video hashing captures the perceptual gist of the video into a concise string called the perceptual hash. To
counteract malicious modification and exploitation of copyrights of the video, obtained perceptual hash is employed. The hash is
also used for video indexing and retrieval applications. The proposed method uses Walsh Hadamard Transform for the
engendering of perceptual hash. Hash generated is used for authentication and video retrieval and indexing method. The

algorithms performance is weighted on the basis of ROC curves and recall versus precision curves.
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1. INTRODUCTION

In recent times technology has improved to such an extent
that videos can be accessed even in remote places and at odd
times .This has increased the probability of the videos being
modified. Content preserving modifications and content
changing modifications (tablel) are one of the prominent
ones which pose a threat to copyrights of the videos and the
originality of the videos. To overcome fraudulency of the
video and to protect its copyrights, conventional
cryptographic technique [1], or watermarking techniques
can be used. Nevertheless these techniques also possess
disadvantages. Cryptographic technique is susceptible to
trivial changes in input and the encryption of large volume
of database is prolonged whereas in watermarking technique
the embedded watermark causes distortion in the video.
When a video is transmitted, it undergoes changes like
compression, addition of noise and other content preserving
changes, this does not change the perceptual gist of the
video therefore the video can yet be identified. In case of
cryptographic hashing a minimal change in the input leads
to the complete change of the hash value even though the
perceptual content of the video remains same. Considering
these issues, cryptographic hash functions are not used.
Hence it is necessary to obtain hash functions that sustain
any insignificant modifications and interpret content
changing manipulations. This gives us way towards a
technique called perceptual video hashing, where the hash
generated is based on the perceptual content of the video.
Unlike watermarking [2], [3] perceptual video hashing does

not distort the original video or is not sensitive to single bit
change like conventional cryptographic techniques.
Accordingly, perceptual video hashing can be used for
authentication [4], video indexing [5], confidentiality [6],
video Integrity and near-identical detection of the video [7].
The perceptual video hashing extracts the perceptually
invariant features from the input video data and generates a
fixed compact hash wvector. Similar hash values are
generated for perceptually near identical videos and
different hash values for perceptually different videos. The
generated hash function must be robust for content
preserving attacks and sensitive for content changing
attacks.

Let hrepresent the perceptual hash of a video with length |,
_Let H denotes the hashing function which maps the video
V to a short string based on its perception along with a
secret key K . Let d,, (,-) be the Hamming distance (HD)

between the hashes, used to measure the perceptual
similarity between the videos. The perceptual hash is

denoted as h= H(V, K). The perceptual hash function
must satisfy the following properties.

1. Non-invertibility: The video must not be recovered
from the hash vector. Mathematically,

Vi H(V,K) @
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2. Conciseness: The size of the hash is always less than
the size of the video. Mathematically,

Size(H (V,K))0 Size(V) )

3. Visual robustness: With very high probability, the
normalized hamming distance (NHD) measured
between the hashes of the perceptually near-identical
videos with same secret key should be close to zero.
Mathematically,

P (dy (H(V,K)H (V. K))=0)~1 (3

r

4. Diffusion: With very high probability, the NHD
measured between the hashes of perceptually different
videos with same secret key should be close to length of
the hash. Mathematically,

Pr(dH(H(V’K)’H(Vdiﬁ’K))zlh)zl 4)

5. Confusion: With very high probability, the NHD
measured between the hashes of perceptually near-
identical videos with different secret keys should be
close to length of the hash. Mathematically,

r

P (dy (H(V,K)H(V,K,)) =l )=1 ()

Table -1: List of content-preserving attacks and content-
changing attacks

Conten'g NoN- | content changing attacks
preserving attacks

Transmission Detach frame objects,
errors emplacement change of frame

elements, Appending new objects,
Modifying frame symptomatic
such as colour, texture; Variation
in environment such as day, time;
Changes of light conditions for a
frame and adding it to the video.
Noise Frame rate change

Compression and | Frame deletion

Quantization
Scaling Adding logo
Rotation Adding subtitles
Cropping
Resolution
changes

Colour Inversions
Contrast
modification
Brightness
changes

A number of techniques exist to obtain the perceptual hash
of a video, among them we shall discuss about Tucker
decomposition based perceptual video hashing algorithm

proposed by Sandeep R et al [14] and Low rank tensor
approximation (LRTA) based perceptual video hashing
algorithm proposed by Li M, Mong V [13].

The authors Li and Monga developed perceptual hashing
algorithm by modeling video as third order tensors [12, 13].
A tensor depicts the inherent mathematical composition of
the video and facilitates better utilization of the intrinsic
spatio-temporal redundancy. After modeling video as tensor,
specific number of overlapping sub cubes was selected such
that they cover the entire video. Later each sub cube was
subjected to rank-r parallel factor analysis (PARAFAC) [9]
which vyields three vectors and these three vectors are
arithmetically averaged to obtain the hash. The obtained
hash exhibits robustness against compression, contrast
enhancement, blurring, AWGN, frame rotation, frame
cropping, frame rate change and random frame deletion but
shows poor performance towards content changing attacks.

Sandeep R et al [14] developed Tucker decomposition [16,
17] based perceptual video hashing algorithm. Here video is
modeled as a third order tensor and discrete numbers of 3D
sub blocks are selected such that they cover the entire video
by employing a secret key. Each block is subjected to tucker
decomposition where PARAFAC model is a special case.
The model provides flexibility to select different number of
factors along each mode during decomposition of the multi-
way data array, by providing better analysis. The algorithm
exhibits robustness against rotation attack, frame dropping
attack, compression, blurring attack, noise addition,
brightness modification, contrast modification, cropping,
frame rate change and changing the spatial resolution but
shows poor performance towards malicious attacks.

Though the described algorithms provide efficient results
towards content preserving changes and content changing
attacks, Walsh Hadamard Transform [8] is employed here
due to its mathematical simplicity. Walsh Hadamard
Transform is used to decorrelate the image data and it has
good energy compaction where the energy of an image is
stored in few coefficients. The transforms computation
speed is also very high.

2. PROPOSED ALGORITHM

The proposed algorithm aims at generating robust hash
based on perceptual content of the video for authentication
and; video indexing and retrieval applications. The block
diagram of Walsh Hadamard Transform based video
hashing algorithm is shown below

Input “onv ~ %
=
Vi — Convert to Gray —_—

Frames Spatial Resizing

PEEEN  Walsh Had d Correlation
Peli;:}:lt:nl als adamari DI hased temporal - |

Transform

sampling

Fig -1: Block diagram of Walsh Hadamard Transform based
video hashing algorithm
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2.1 Convert to Gray Frames

The colour image is converted to grayscale image which
consists of shades of gray. The conversion from colour to
grayscale makes the algorithm robust against colour
variations and it also reduces the storage space required. The
colour to gray conversion of an image is the conversion
from RGB to Y1Q space [8] which is given by

Y] [0299 0587 0.114 |[R
| |=| 0596 -0.274 -0322G (6)
Q| |0212 -0523 0311 (B

Where Y is the luminance channel representing light
intensity and contains 93 percent of the grayscale
information, 1 is the in-phase and Q is the quadrature are the
chrominance channels representing colour details and
contains 7 percent of colour information. In the proposed
algorithm the input colour video is converted into sequence
of gray frames as shown in figure below,

| {9 ’4
Input colour video

Fig -2: Colour to gray conversion

Sequence of Gray Frames

2.2 Spatial Resizing

Spatial Resizing enables the algorithm to be robust against
changes such as frame resizing. Spatial resizing helps in
generation of standard hash. In the proposed algorithm the
frames of the gray converted video is resized to width=64
and height=64 as shown in the figure below,

Height=352

Height=64

=
Width=288 Width=64

Original Frame Spatially Resized Frame

Fig -3: Spatial Resizing

2.3 Temporal Sampling based Correlation

Correlation provides the extent of similarity between signals
or images. Mathematically, correlation between two
matrices is given by

N-1 N-1

ZA(e f)*B(e f)
AB e=0 f=0 (7)
COI’I’( ! )_ N-1 N-1 N-1 N-L
J A(e f)*A(e f)* B(e, f)*B(e, f)
&0 =0 e=0 =0

In the proposed algorithm, the first frame of video is
compared with the second frame of video, if the two frames
are highly correlated, the first frame is neglected and the
second frame is compared with the third frame and so on. If
the first and second frame is not correlated then the second
frame is neglected and second frame is compared with third
frame and so on. After applying correlation to the entire
video, frames which are uncorrelated with each other under
specified threshold are retained. The correlation operation
reduces the mathematical complexity of the algorithm by
reducing the number of frames for operation. The figure
below illustrates the concept

\ v/ ;‘ )
i 4 !

Number of frames = 300
Fig -4: Correlation operation

{
Vs

Number of frames = 1

In the above figure before correlation the video consisted of
300 frames but after correlation only a single frame retained
which means the other 299 frames are highly correlated.

2.4 Walsh Hadamard Transform

Walsh-Hadamard transform [8] is adapted due to its
mathematical simplicity in various video and image
processing applications such as filtering, data compression
etc. The basis image of Hadamard transform consists of only
+1. The Hadamard transform matrices H, of size N xN is
generated by the core matrix,

Therefore,

Where n=1log, N

1-Dimensional Walsh Hadamard transform is given by

0<k<N-1 ®)

Inverse transform of 1-Dimensional Walsh Hadamard
transform is given by

0<ms<N-1 9)
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n-1
Where b(k,m)= Zkimi

i=0

km, =01

1-Dimensional Walsh Hadamard transform and Inverse
transform of Walsh Hadamard transform in matrix form are
given by

V=HU (10)
U=HV (11)
2-Dimensional Walsh Hadamard transform [15] is given by

p-1

N-1N-1
v(k, )=% Y u(m,n)(~) RN g < <N -1
m=0 n=
(12)
N-1N-1 pt
u(m,n) =i2 ZV(k,I)(—1)§[hi(k)”(m)+hi“)“”] 0o<mn<N-1
k=0 1=0
(13)

Matrix form of 2-Dimensional Walsh Hadamard transform
and Inverse 2-Dimensional Walsh Hadamard transform

V = HUH" (14)
U=HVH" (15)

2.4.1 Properties of Walsh Hadamard Transform [8]
1. Orthogonality and Symmetric property:

H=H =H"=H" (15)

The above equation indicates the transform is real,
symmetric and orthogonal.

2. High computation speed:

The Hadamard Transform contains only 1. Hence
multiplications are not required during computation. And
also the number of addition and subtraction operations can
be reduced from N to Nlog, N as H, can be expressed as

a product of n sparse matrices as shown in below equation,
H=H,=H" (16)

3. The Hadamard transform coefficient’s natural occurring
order is equal to the bit reversed gray code representation of
its sequence.

4. Hadamard transform exhibits good energy compaction for
highly correlated images.

In the proposed algorithm, Walsh Hadamard Transform is
given by Eq. (14), is applied to the obtained decorrrelated
frames of the video with Walsh Hadamard matrix 64x64.
The coefficients obtained after applying Walsh Hadamard
Transform to decorrelated frames represent the perceptual
hash of the input video.

3. EXPERIMENTAL RESULTS

The Receiver Operating Characteristics (ROC) [10] curve
for the proposed algorithm is obtained under various
individual and multiple image processing attacks and is
compared with ROC curves of Low Rank Tensor
Factorisation Algorithm (LRTA) and Tucker decomposition
algorithm to compute the performance of the intended
algorithm. ROC is a plot of miss probabilities versus false
alarm probabilities. Miss probability is the measure of
similar video being not predicted as same. False alarm
probability is the measure of different video being classified
as same video. A video database of 224 videos [18, 19] is
taken for testing of the proposed algorithm and it is made to
undergo certain content preserving manipulations and
content changing manipulations such as frame rotation,
blurring, adding noise, brightness changes, contrast changes,
cropping of frame, compression, spatial resolution change,
changes in frame rates and malicious changes by inserting a
logo to measure the capability of algorithm under these
attacks. The ROC curves are generated using MATLAB
software for the attacks mentioned and compared with
LRTA and Tucker Decomposition algorithms ROC curves.

ROC

—-—LRTA
——Tucker
——\Walsh Hadamard
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Miss probability
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Fig -a: Brightness changes
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Fig -a: Bitrate and angle attack

Fig -b: Blurring attack ROC
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Fig -c: Contrast attack
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Fig -d: Malicious attack

Fig -5: ROC curves for single attacks
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Fig -b: Noise and frame rate attack

Fig -6: ROC curves for multiple attacks

4. APPLICATION

The obtained hashes of two videos are compared to check
whether the videos are same or not as shown in the below
figure 7. Perceptual hash value of video one i.e. V1 and
07 Perceptual hash value of second video i.e. V2 are compared
by computing hamming distance between the hash values. If
hamming distance measured amidst the two videos is less
than 0.5 threshold value, then the videos are considered to
" 1 be similar. If the hamming distances measured between two
. videos are more than 0.5 threshold then the videos are
considered to be different.
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D=0.5
Perceptual Perceptually
Hash Value Same Video
of Vl
Calculating
Hamming
Distance (D)
Perceptual Perceptually
Hash Value Different Video
of V] D> 0 . 5

Fig -7: Block Diagram for Comparison of the Hash Values

Perceptual
Video » Hash
Extraction
Database
Creation HASH
Phase
Met%d ata of > Database
Video
HASH
Perceptual
Query Video » Hash > Matching
Extraction

Video Indexing and Retrieval
Phase

Videos are Retrieved and Indexed
along with Metadata

Fig -8: Block diagram of retrieval and indexing system for
Video

The above figure shows the block diagram developed on the
aspects of perceptual hashing for video indexing and
retrieval application. A database of 1,792 videos is
generated from 224 videos which consist of 224 original
videos along with 8 variations of each original video in it.
The 8 variations to the original video are,

1. Framerate change (15fps, 60fps)

2. Resolution change (big, small)

3. Bitrate change (64k, 100k)

4. Watermarking logo (16x16, 32x32)

For each video the hash is developed using the proposed
method and the corresponding meta-data is stored in the
database. The hash of the query video is generated and the
computed hash is compared with the hashes in database.
Based on hash similarity, near identical videos are retrieved
and indexed. This is a query-by-example system which
recovers all the near identical videos of the given query
video. The relevance of recovered video indicates efficiency
of the retrieval systems. The retrieval and indexing system’s
performance is validated on the aspect of average recall and
precision rate curves [11]. Recall is the ratio of the number
of pertinent videos recovered to the total number of
pertinent videos. The recall value represents the capability to
find each and every pertinent video in the data. Precision is
the ratio of the number of pertinent videos recovered to the
total number of videos recovered. The precision value

represents the capability to recover highest rank videos that
are predominantly pertinent. A graph of recall versus
precision for the proposed retrieval and indexing system for
a query video search i.e. akiyocif.avi video in the master
database consisting of 1,792 videos including the given
query video is shown in the below figure

Video Indexing and Retrieval

1.2

1 r—r—t
0.8 \
0.6 \
0.4 \ —4—Seriesl
0.2 \

Precision

0 0.2 0.4 0.6 0.8 1 1.2

Recall

Fig -9: Recall versus precision graph for a query Video

The curve more towards top right corner indicates the
system is more efficient and from the figure it can be seen
that for the given query video, the video retrieval and
indexing system is more efficient.

5. CONCLUSION

In the paper Walsh Hadamard Transform is employed to
generate the perceptual hash of the videos. Proposed
methods performance is compared with LRTA and Tucker
decomposition algorithm based on the ROC curves. The
proposed algorithm shows robustness under several single
and multiple attacks such as brightness change, contrast
modification, bitrate change, angle attack etc. The hashes
generated using the proposed algorithm for two videos are
compared based on the hamming distance, if the hamming
distance measured is less than certain threshold; the videos
are perceptually similar or different. Thus the proposed
algorithm serves for video authentication. Video indexing
and retrieval was developed using the proposed algorithm.
The developed video indexing and retrieval system
performance is estimated using the average recall and
precision curves. By observing the precision and recall
curve, the retrieval system is efficient for video retrieval and
indexing based on the contents of the video.
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