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Abstract 
In this paper we have proposed a new method for hiding a 24-bit color image into another 24-bit color image. The new approach 

introduced here uses the concepts of average value and floating point precision to replace the pixel rather than bit by bit 

replacement. It exploits the limitations of the human eye to spot minute variations and also provides enough complexity to avoid 

decryption by brute force. We have also analyzed the popular LSB technique and compared it with our technique on the grounds 

of ease of decryption and Peak signal-to-noise Ratio (PSNR). Eventually by means of above parameters we have concluded that 

the proposed method provides much better security than the LSB method with a comparable PSNR. 
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1. INTRODUCTION 

The problem of information security
[1]

 is prevalent in the 

modern era, to counter these problems various methods for 

secured transmission of information are being researched. 

The traditional methods for secured transfer of data are 

cryptography and steganography. These methods have been 

used from ages, and evolved over the years to increase the 

security with advent of computers in the last few decades. 

Initially these methods were used to secure information by 

physical means
 [2]

, whereas now their implementations are 

changed to secure information in the digital world. The 

World Wide Web helps people to communicate information 

digitally. This has caused an enormous need for information 

security. 

 

Cryptography
 [3]

 is the art of hiding messages so that they are 

decipherable to the intended recipient only. It is generally 

about building and analyzing protocols that prevent third 

parties or intruders from reading the private messages. It is 

the practice of hiding information by various obfuscatory 

techniques. It allows us to achieve data confidentiality, 

integrity and authentication. The word cryptography is 

derived from a Greek word which means hidden or secret. 

Prior to the modern age, cryptography was equivalent to 

encryption. But now encryption is part of cryptography 

which works on the principle of key(s) 
[3][4]

 which 

transforms the original data into cipher text. 

 

A cipher is an algorithm or method used to perform 

encryption of data and then decryption of that data. The 

operation or method of cipher usually depends on both the 

algorithm and the key. The key is confidential string of 

characters, which is required to decrypt the cipher text. 

 

Steganography is also a form of cryptography that inserts 

data into other mediums in undetectable ways, unlike 

encryption. Steganography
 [2]

 is the method of hiding text, 

images, video or audio into typically human view-able 

objects such as image, video or audio. The information 

encrypted using encryption techniques is easily noticeable as 

compared to steganography. Information concealed by 

encryption attracts attention due to its nature, whereas in 

steganography the information is hidden in plain sight. A 

simple implementation of steganography could be the use of 

invisible ink to write text in a document. Thus the inability 

to see correctness in a given element is the foundation for 

steganography. The earliest recorded uses of steganography 

can be traced back to 440 BC. 

 

Image steganography is the method to hide text or an image 

(hidden image) in to another image (cover image) to form a 

resulting image (stegoimage). This stegoimage then can be 

sent to the recipient in a way that the actual content (hidden 

image) is not visible. The aim of this paper is to provide a 

new technique which provides with better encoding and 

decreases the difference between the cover image and the 

stegoimage. 

 

In this paper we first describe the LSB method, then we 

explain our proposed method. Following which we present 

an analysis on the basis of complexity of decryption and 
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PSNR values for both the methods. Then we compare both 

the methods on the aforementioned basis and conclude 

which method is better. 

 

2. THE LEAST SIGNIFICANT BIT 

ALGORITHM (LSB) 

2.1 General Idea 

The LSB
[5][6]

 algorithm is based on the idea of embedding 

the pixel of the hidden image in to the LSB (Least 

Significant Bit) of the cover image bit by bit. The RGB pixel 

values of the hidden image are stored in bit form in the LSB 

of the pixel of the cover image. It is the most used method 

for steganography due to its simplicity. There are various 

improvisations made in this method to provide more level of 

security, such as the introduction of a secret key
 [7]

, 

cryptography
 [8]

 and so on. 

 

2.2 Illustration 

The following example illustrates the working of the LSB 

algorithm 

 

Consider a 24-bit cover image and hidden image, 

 

The spatial binary pixmap of the cover image 

 

Table 1 

R G B 

10010110 10101001 10101101 

10101110 11010101 11010101 

01010111 10110101 10111011 

11110001 10111101 10101101 

10101011 10101001 10100000 

11111110 11101010 10101010 

10010011 10101010 10001010 

10110110 10101010 10100011 

 

Consider a pixel of the hidden image which is to be 

embedded in the above pixmap 

 

Table 2 

R G B 

10101101 11011010 10101100 

 

The changed pixmap of the cover image after embedding the 

values 

 

Table 3 

R G B 

10010111 10101001 10101101 

10101110 11010101 11010100 

01010111 10110100 10111011 

11110000 10111101 10101100 

10101011 10101001 10100001 

11111111 11101010 10101011 

10010010 10101011 10001010 

10110111 10101010 10100010 

 

3. THE PROPOSED METHOD 

The LSB method is based on the idea of bit by bit 

replacement whereas in our method we have used weighted 

mean to replace the entire pixel in the cover image and 

camouflaged it by average values. The idea behind the 

technique is that a human eye is not capable to detect minor 

variations of the colors and this capability is reduced even 

more if high resolution images are used. 

 

3.1 Encoding Process 

The choice of cover image in this case is every crucial, a 

high contrast between the cover and the hidden image 

should be avoided. Another important factor to consider here 

is the ratio of the number of pixels between the cover and 

the hidden image. The ratio (R) of number of pixels in the 

cover image to that of the hidden image should be at least 

9:1. 

 

The first step starts with selecting a pixel from the cover 

image which is to be replaced with the hidden image pixel. 

Then average of the neighboring eight pixels is calculated, 

the following illustration would make it clear. 

 

P1 P2 P3 

P4 Px P5 

P6 P7 P8 

 

Consider a part of pixmap of the cover image where, 

Px is the pixel which is to be replaced and RGB values be 

(Rx, Gx, Bx) 

Pi be the neighboring pixel where i ε [1,8] 

 

The average be denoted by Pav= (Rav, Gav, Bav) 

 

Rav =∑(Ri)/8 

 

Gav = ∑(Gi)/8 

 

Bav =∑(Bi)/8 

 

After the values of Pav are calculated the next step is to take 

the weighted average with the pixel of hidden image. 

 

Consider Phas the pixel of the hidden image and Ps the final 

value of the pixel of the stegoimage. 

 

Then 

 

Rs =α Rav+(1-α) Rh 

 

Gs= αGav+(1-α) Gh 

 

Bs= αBav+(1-α)Bh 

 

Ɐ α ε (0,1) 

 

Thus Ps= (Rs, Gs, Bs) 
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Repeat the entire process to replace the Px+R with Ps  for 

every pixel Ph in the hidden image. 

 

3.2 Decoding Process 

The stegoimage is the input of the decoding process, the 

hidden image is retrieved from the stegoimage by the 

following process. 

 

The first step of decoding is similar to the process of 

encoding, the average of the eight pixels surrounding Ps 

calculated to find Pav 

 

P1 P2 P3 

P4 Ps P5 

P6 P7 P8 

 

Therefore, Pav = (Rav, Gav, Bav) 

 

Similarly, the values of Ph = (Rh, Gh, Bh) 

 

Rh = (Rs - αRav)/(1-α) 

 

Gh = (Gs - αGav)/(1-α) 

 

Bh = (Bs - αBav)/(1-α) 

 

Repeat this process for every Ps in the stegoimage until 

every pixels Ph are completely retrieved. 
 

Analysis on the basis of decryption by brute force method 

 

LSB Method 

In the LSB method in order to hide the image well only the 

last 4 bits of the LSB can be used. As using higher bits 

would cause a major deviation in colors and would not be 

well hidden. So it only leaves 4 bits of LSB in the 

consideration for hiding, the maximum deviation that can be 

caused by it would be 15 in the RGB of pixel. That is 15 in 

R, G and B each, accounting for a 5.8% deviation in 

individual colors and 17.4% overall. 

 

The maximum number of attempts that would be required to 

retrieve the extract hidden image (by brute force) would be 

 

2
4
*2

4
*2

4
 = 2

12
 

 

For one single pixel of the cover image. 

 

If more than 4 bits are used say 5, then the maximum 

deviation from the original color would be 12.5% in each 

and 37.64% overall. Such a huge deviation would result in a 

very significant difference between the colors of stegoimage 

and cover image, hence more than 4 bits cannot be used for 

encoding. 

Proposed Method 

In the proposed method rather than replacing the bits we 

replace the entire pixel of the cover image by hidden image 

and camouflage it by taking average values. 

 

The entire process of hiding the replacement pixel in the 

cover image is based on the value α. The value of α can be 

selected so as to increase the complexity of the entire 

decryption process (by brute force). The LSB method cannot 

use more than 4 bits of LSB whereas in this case the value of 

α can be used up to 64 bit floating precision (19 decimal 

places). 

 

Complexity comparison with respect to decryption by brute 

force LSB 

 

Table 4 

Number of LSB 

bits used 

Complexity of 

Decryption 

Overall 

deviation (%) 

1 2
3
 1.17 

2 2
6
 4.70 

3 2
9
 8.23 

4 2
12

 17.64 

 

Proposed Method 

Table 5 

Precision of α 

(decimal places) 

Complexity of 

Decryption 

Overall 

deviation (%) 

1 2
3.16

 30 

4 2
13.13

 0.03 

8 2
26.42

 0.000003 

12 2
39.71

 0.0000000003 

 

1) The calculations in Table 5 are made as follows: 

For 1 decimal place of α the value of α is taken as maximum 

possible i.e. 0.9, successively the values of α are taken as 

0.9999, 0.99999999, 0.999999999999. The deviation for one 

color is thus calculated as 

 

D = ((1-α) *255/255) *100 

 

Hence for all 3 colors total deviation would be 3*D. 

 

The tables show that on increasing the number of bits for 

hiding the image by LSB method results in significantly 

high deviation of the color values from the actual values. 

 

On the contrary in the proposed method the deviation 

becomes negligible with increase in the number of decimal 

places (precision) of α. 

 

2) Complexity of Decryption is the total number 

combinations possible of the bits or digits in case of binary 

or decimal respectively. 
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For example, consider the following, 

 

The values of α (4-digit precision) would be from 0001 to 

9999, which comes out to be 2
13.13

 number of values. 

 

By observing the tables, it is evident that on increasing the 

number of bits in the LSB for encryption leads to an increase 

in deviation from original values of colors. On the other 

hand, by increasing the precision of α the deviation is 

substantially reduced. 

 

Peak Signal to Noise Ratio (PSNR) 

For the Proposed method 

 

In order to compare the two methods discussed above in an 

objective way PSNR is the most commonly used method. In 

calculating PSNR we need the Mean Square Error (MSE) 

which is given by 

 

MSE = 1/(m*n) * ∑∑ (Iij – Kij)
2 

 

Now we will calculate the maximum possible mean square 

error. 

 

The term Iij-Kij is the difference between the corresponding 

pixels in cover image and stegoimage. To calculate 

maximum MSE, we assume that we will get the maximum 

possible difference D for each pixel hidden in the 

stegoimage. We have concealed a total of m‟*n‟ pixels (size 

of hidden image) in our stegoimage. Hence we get, 

 

MSE = m‟*n‟/(m*n) * [D] 

 

Now while calculating D we observe that it will be a sum of 

two entities 

 

D = d
2
+x*9

2
 

 

Where, 

d is the max deviation from the original value given by, 

 

d = α*(0) + (1-α) *(255) 

                                = (1-α)*255 

 

The value of „d‟ turns out to be so because the RGB values 

range from 0 to 255 and while calculating the weighted 

average, if the cover image pixel value is 0 and the hidden 

image pixel value is 255 then the stegoimage pixel value 

will contain information only from the hidden image 

(though it will be reduced to some extent due to multiplying 

factor (1-α)). 

 

The term x*9
2 
stemsfrom the following observation: 

 

Consider the following example: 

 

Let α = 0.9789, Rav = 124, Rs=225 

Then, 

 

Rs =α Rav+(1-α) Rh 

Rs = 0.9789*124 + 0.0211*225 

 

Rs = 126.1311 

 

Now to recover the Rs correctly we will need to somehow 

save the 4 digits after the decimal point i.e. 1,3,1,1 since in 

our image we can only store the part of the number before 

the decimal point. Not saving these digits will lead to 

significant errors while recovering Rh. In the above example 

if we do not store these digits the recovered Rh will be as 

follows: 

 

Rh = (126 – 0.9789*124) / 0.0211 

 

Rh = 218.78 

 

which is deviating from our original Rh = 225 

 

If we save the 4 digits then the recovered Rh will be: 

 

Rh = (126.1311 – 0.9789*124) / 0.0211 

 

Rh = 225 

 

which is what we wanted. 

 

Note that we have saved only 4 digits because α = 0.9789 

was of 4-digit precision. Generalizing this argument for an α 

with x digit precision, to retrieve the hidden image we must 

somehow save at least x digits after decimal point after 

calculating Rs, Gs, Bs. 

 

These x digits can be saved either externally (as a key) or 

embedded in the image itself. Note that these x digits 

obtained after calculating the pixel values (Rs, Bs, Gs) of 

stegoimage may be different for each pixel which is to be 

hidden. 

 

If we choose to save the digits in the image itself, we the 

maximum possible difference between cover image and 

stegoimage will be 9. Hence assuming the worst case 

scenario, for each pixel to be hidden we will be modifying x 

pixels in the stegoimage, introducing an error of x*9
2 

(per 

hidden pixel) in the MSE. 

 

Thus, the maximum possible MSE is given by 

 

MSE= m‟*n‟/(m*n) *[d
2 
+ x*9

2
]

 

 

Where, 

d is the max deviation from the original value 

x is the precision of α 

m*n are the dimensions of the cover image 

m‟*n‟ are the dimensions of the hidden image 

 

Now, let R = m‟*n‟/(m*n) 

 

MSE = R*[ d
2 
+ x*9

2
] 
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PSNR is given as: 

 

PSNR = 10log [(255)
2
/MSE] 

 

Therefore, in our case, 

 

PSNR = 10log [(255)
2
/ R*[ d

2 
+ x*9

2
]] 

 

The plots for PSNR vs ratio R for different values of x are 

given below. Since R is the ratio between size of hidden 

image and size of cover image, R will be in the range (0,1).  

Although the graph has been shown for full range of R i.e. 

from 0 to 1, note that our method has placed restrictions on 

R.  R cannot exceed 1/9 since for each pixel in hidden image 

we are using 9 pixels in the cover image. 

 

For x=1 and d=25 

 

PSNR = 19.6-10*log(R) 

 

 
Fig 1 

 

For x=3 and d=0 

 

PSNR = 29.04-10*log(R) 

 

 
Fig 2 

 

By Fig 1 and Fig 2 the PSNR value comes out to be around 

35db for R=0.1, which is still higher than minimum required 

28db
 [8]

. 

 

For LSB method 

 

PSNR values for LSB method are 
[4]

 – 

 

Table 6 

Number of LSBs used PSNR Values (db.) 

1 57.16 

2 44.64 

4 27.61 

 

The above values are calculated considering the worst case 

possible deviation from the original colors for 24-bit True 

color images. 

 

Sample Images 

The cover image here is a 1920*1080p 24-bit True color 

image, and the hidden image is 400*400p 24-bit True color. 

 

 
Fig 3 Cover Image 

 

 
Fig 4 Hide Image 

 

 
Fig 5 Stegoimage 

 

Scale: on X axis ratio R from 0 to 1 

on Y axis PSNR from 0 to 50db. 
 

Scale: on X axis ratio R from 0 to 1 

on Y axis PSNR from 0 to 50db. 
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Fig 6 Recovered Image 

 

4. CONCLUSION 

The method demonstrated in this paper is an alternative 

approach for image steganography. The main advantage of 

this method is that it works with both binary as well as 

decimal number system. In terms of complexity of 

decryption, the proposed method fares better than the LSB 

method by providing better PSNR for similar complexity. In 

the LSB method if multiple LSB‟s are used for encryption 

the stegoimage changes significantly from the cover image. 

On the contrary in the proposed method on increasing the 

precision of α the deviation between the cover image and the 

stegoimage is reduced significantly. This method is also 

capable of embedding high quality 24–bit True color image 

with lossless retrieval. Thus by observing the results 

obtained by this demonstration it is clear that the proposed 

method can be implemented as and when required for better 

security and image quality instead of LSB. 
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