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Abstract

A MANET (Mobile Ad-Hoc Network) is the collection of mobile nodes and it’s formed by using these mobile nodes. MANET
supports infrastructure less communication architecture. It doesn’t have any central access point or control center. In MANET
every mobile node act as router and as well as intermediate node, sender and receiver. If the destination node is out of sender
communication range than message reach to destination by Multi-hop technology. Mobile nodes are free to move and that cause
dynamic nature of topology. There are various routing protocol for forwarding message towards the destination node such as
AODV,DSDV,DSR and many more. In this paper we try to compare AODV and their improved version R-AODV and PHR-AODV.
We compare these routing protocol based on some performance metrics like PDR, DELAY, CONTROL OVERHEAD and
ENERGY CONSUMED.
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1. INTRODUCTION create RREQ packet and send to each neighbor node. When
) . intermediate node received RREQ packet and it is not

As we know MANET is the collection of nodes and these destination node then create reverse path towards sender and
nodes are responsible for creating infrastructure less they again forward to their each neighbor nodes. This
communication network. These nodes may be static or process continued till packet reach to destination node.
mobile in nature. MANI_ET is ijnamlc in nature due to free Intermediate node discard duplicate RREQ packet by
movement of these participating nodes. MANET supports matching sequence number, destination id and sender id.
multi-hop technology in routing process. These are various
routing protocol available for dynamic nature of MANET When packet reach to destination node then destination node
network. AODV is the simple and old routing protocol for create RREP packet and send to sender node and this RREP
MANET. With the time many improvement comes in the packet goes through reverse route define by intermediate
AODV routing protocol and become more efficient and node.

reliable routing protocol.

During the communication if any link break or nodes moved
4 from network then error occurred and that increase packet
- R-AODV supports multiple reply packets where AODV loss, delay and affect the overall performance of network.
supports  the unicast route reply. Due to this factor When any node detect problem in network then it generate
performance of network in terms of PDR is improved. RERR packet and send to sender node. When sender node
received RERR packet then stop the communication and
reinitiate route-discovery process and again start the
communication.

R-AODV Is the modified version of AODV routing protocol

These is lack of security in previous version of AODV
routing protocol. So to overcome these problems we
introduce PHR-AODV and decrease the intrusion rate of

network. Algorithm Step
2. ROUTING PROTOCOL AQODV (S, D, Data, EED, Bandwidth ) // Route Discovery
. Phase
2.1 AODV (AD-HOC on Demand Distance Vector) { Source S initiates the RREQ packet and search
AODV is the on-demand reactive routing protocol. AODV neighboring nodes in the direction of destination D;
is the single path routing protocol and support unicast reply If ( next-hop!=D && Loop free )
message. AODV use sequence number technique for loop { Source S broadcast the RREQ packet to all the
free routing in the network. AODV routing protocol have neighboring nodes and continues till destination is not
two phase one is ROUTE DISCOVERY and other is explored.  }
ROUTE MAINTAINCE.
else
When sender want to send data to destination node then { Destination D is reached }

sender initiate route-discovery process and sender node
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In the cache of the direct/intermediate nodes retrieve the
routes from route caches. Add these routes in the route
record and then generate the route reply packets in that order
. Il Route Reply Phase

If the route/s is/are found { Maintain a list of all discovered
routes as LR.

RA-AODV ( LR , EED, BW , Hop count ) ; } // AODV
provisioning Reliability Phase being called here

else

{ Destination node D not reachable may be due to high
mobility of nodes and network partitioning; }

Fig 1 AODV Routing Protocol

2.2 R-AODV (Reverse- AODV)

Reverse AODV is the improved version of basic AODV
routing protocol. As we know AODV routing protocol
support unicast route reply, so in any case during
communication route reply packet loss then sender wait for
some time period and then restart the route discovery
process. It means more route reply packet loss leads more
route discovery process.

To overcome this problem we enhance the AODV routing
protocol and support multiple route reply packet. So if any
route reply packet loss then sender node get route reply from
other route.

In Reverse AODV routing protocol transmission of RREQ
packet is same as AODV routing protocol. When RREQ
packets reach to destination node then destination node
creates R-RREQ packet and starts route discovery process
for searching sender node. When the source node received
first R-RREQ packet then sender node start data
transmission and keep other route reply for further use in
case of link failure or node movement from communicating
network.

Packet format of RREQ packet of R-AODV is same as
AODV RREQ packet. The packet format of R-RREQ packet
is given below.

Table 1 Packet format of R-RREQ packet
Type | Reversed | Hop Count
Broadcast Id
Destination IP Address
Destination Sequence No
Source IP Address
Reply Time
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Fig 2 R-RREQ packet in Reverse AODV

In this figure we see that “S” is the source node and “D” is
the destination node. When D received RREQ packet then it
create R-RREQ packet and send to their neighbor node “3,6
&7” Then these neighbor node forward R-RREQ packet to
their neighbor node until packet reach to source node. Here
source node received first route reply from neighbor node
“1” then S start data transmission through path S->1->2->3-
>D and saved other route reply. Let assumed node 1 moved
out from network then data transmission stop and packet not
received by node D. Then Source node select other route
reply path and resume data transmission rather than restart
route discovery process. This activity reduce delay and
increased packet delivery ratio.

2.3 PHR-AODV (Path Hoping Based AODV)

PHR-AODV is the reactive routing protocol same as AODV
and R-AODV routing protocol. PHR-ADOV is just
extension of Reverse AODV routing protocol. PHR-AODV
routing protocol increased the security level of protocol and
protect data from attack of malicious node which are present
in the network and PHR-ADOV also helps in load
distribution over the network.

Packet format of RREQ and R-RREQ packets are same as
R-AODV routing protocol and route discovery process is
also same as Reverse AODV route discovery process.

In route discovery process source node generate RREQ
packet and send to their neighbor node and these neighbor
node forward RREQ packet to their neighbor node until it
reach to destination node. RREQ packet contain information
like Source node address, Destination node address, source
sequence number, request time, hop count and broadcast Id.
When the RREQ packet reaches to destination node then
destination node starts route discovery process again to find
the source node and find fresh route from destination to
source node. R-RREQ packet contains information like
source address, Destination Address, Reply Time, Source
sequence number, Destination sequence number and
Broadcast Id.
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When the first R-RREQ packet reach to Source node then Table 2. Simulation Parameter

source node not immediate start data transmission like R- Simulation Time 200 Sec

AODV. Source node wait for some amount of time and keep

all route reply in the table and after completion of that Routing protocols | AODV, R-AODV,PHR-AODV

waiting time source node arrange these route reply in

H *
ascending order based on their hop-count value. Area of Terrain 150071500

Number of nodes 20,30,40,50,60

Now source node start data transmission on all available

paths starting from least hop-count value path. In any stage Type of Traffic TCP,UDP

of communication link failure or node failure occurred then Size of Packet 512 byte
source node eliminate that faulty path from route table and
resume data transmission with left routing path. In the figure MAC Type IEEE 802.11
3 we see that S is the source node and D is the Destination Transmission 250 meter
node and there are three paths from source to destination Range
node.
Transmission rate | 6Packet/Sec
__ [owa | — — Antenna Type Omni Antenna
/ ! {2 ) & j]n
P, - 1 i P Propagation Type | Two Ray Ground
S o » —— . V' ) — D ) . q
{5 ampgr=m L 3/ _a— Queue Type Queue/DropTail/PriQueue
- l,_‘:‘:‘» T ,—T‘f‘_ﬂ\‘ o o
x ST et Queue Length 100
Fig 3. PHR-AODV Routing Mobility Model Random way Point
First path from source to destination is S->1->2->3->D, 4. RESULT ANALYSIS
second path is S->4->5->D and last one is S->6->D. Source 41 PDR
node sent first packet through path3 then second packet :
through path2 and 3" packet through path1 and next packet )
through path 3 again and process continue during data Aggregate PDR Vs Routing
transmission. Protocol

Let assumed node 5 is malicious node and data transmission
take place using this node in AODV and R-AODV then
there is 100% data loss in both routing protocol. While in

PHR-AODYV data transmitted through all available path. So mTCP
according to figure there is three path from source to m UDP
destination node then data loss is (1/3)*100= 33%. It means
PHR-AODYV save 77% data.
AODV R-AODV PHR-AODV

PHR-AODV provide analytical and effective method to
estimate security level of network and load distribution. The
Probability of malicious node in network is equal to (Nrp* 4.2 End to End Delay
Nm) / Ntotal. And malicious node intrusion rate is Pi =
Pm./Np. Where Nrp is number of node in routing path, Nm Aggregate Delay Vs Routing
is number of malicious node and Ntotal is number of total Protocol
node in the network. Np is the number of path from source
to destination 600

500
3. SIMULATION AND PERFORMANCE ggg
METRICS igg =TCP
Here we discuss the simulation model and various 0 = UDP

performance metrics. We consider many performance
metrics and evaluate their value. In our paper we consider
pdr, delay, control overhead and energy consumed as
performance metrics.
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4.3 Control Overhead

Aggregate Control Overhead Vs
Routing Protocol

25000

20000

15000

10000 mTCP

5000 - m UDP

4.4 Energy Consumed

Avg Energy Consumed Vs Number of

Nodes
92
90 a
88 = AODV
86 _ mR-AODV
PHR-AODV
84 - -
82

20 30 40 50 60

In terms of PDR (Packet Delivery Ratio), R-AODV with
TCP connection perform better than AODV and PHR-
AODV.

In terms of End to End Delay, R-AODV with TCP
connection have less delay than AODV and PHR-AODV.

In terms of Control Overhead, AODV with UDP connection
have less overhead than R-AODV and PHR-AODV with
TCP and UDP connection.

After analysis theses routing protocol we find that R-AODV
with TCP connection perform well with comparison of
AODV and PHR-AODYV in terms of PDR and End to End
DEALY. While in terms of Control overhead AODV with
UDP connection perform better than R-AODV and PHR-
ADOV. In terms of Energy consumed R-AODV consumed
less energy in comparison of AODV and PHR-AODV.

Table 3 Comparison of routing table

PDR LOW

HIGH MEDIUM

DELAY HIGH LOW MEDIUM
CONTROL LOW HIGH MEDIUM
OVERHEAD

ENERGY MEDIUM LOW HIGH

CONSUMED

As we describe malicious node in the network, the intrusion
rate is depend on number of nodes. This intrusion rate is
decrease with increase of number of nodes in the network.
Intrusion rate also decreased with decreased of active
malicious node.

Intrusion Rate Vs Number of

Nodes
0.8
0.6
m 10%
0.4 -
B 20%
0.2 - 5
50%
O .

20 30 40 50 60

5. CONCLUSION

In this paper we compare the performance of AODV, R-
AODV and PHR-AODV based on various performance
metrics such as pdr, delay, control overhead and energey
consumed. As result we find R-AODV with TCP connection
performs well with comparison of AODV and PHR-AODV
in terms of PDR and End to End DEALY. While in terms of
Control overhead AODV with UDP connection perform
better than R-AODV and PHR-ADOV. In terms of Energy
consumed R-AODV consumed less energy in comparison of
AODV and PHR-AODV.

FUTURE SCOPE

In future we try to enhance PHR-AODV and increase PDR
and reduce DELAY, CONTROL OVERHEAD and
ENERGY COMSUMED entity.
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