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Abstract
In recent years, there is a rapid growth in information technology and multimedia. At the same time information security and
copyright has become an issue as piracy and malice manipulation is common. Watermarking is commonly used technique to solve
the above mentioned issue. By inserting a watermark in the host audio signal the copyright problem can be solved. As a result the
biggest debate in the current era is digital audio watermarking. More affordable the watermarking should be to make the
extraction easier. This paper mainly discusses on audio watermarking principle, features of watermarking, performance
evaluation techniques and research gap on audio watermarking.
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1. INTRODUCTION

Digital watermarking is embedding a permanent watermark
into digital media and retrieve the watermark to prove the
authenticity [1][ 21]. Digital media can be Image, audio,
video and text documents. The digital audio files are mostly
commonly shared in open environment as it can be
compressed and transmitted. Hence the research on digital
audio watermarking (DAW) is highlighted recently [1].

The crucial factors of DAW compare to image and video
watermarking are:

1. The Human Auditory System (HAS) can detect a slight
changes in amplitude and frequency of signal precisely.
Thus HAS is very delicate than the Human Visual System
(HVS) [1]]2][26]. The HAS is very much perceptive to the
additive white Gaussian noise (AWGN), which can be
detected if the disposition level is low as 70dB. [1][2][26].

2. The watermark capacity is much lower than image and
video media, because the acoustic signals are represented by
smaller amount of bits per time interval [1][2][26].

1.1 Audio Watermarking Requirement

The requirements of DAW based on the International

federation of the Phonographic Industry (IFPI) are as

follows [3]:

1. The perception quality of the host signal should not be
damaged.

2. Signal to Noise ratio(SNR) > 20dB

3. The watermark capacity should be more than 20bps

4. DAW should withstand the most typical signal
refinement and attacks.

5. DAW should be able to prohibit the unlicensed
discovery, removal and embedding, without disturbing
the nature of audio [3].

1.2 Principles of Psychoacoustics:

Fact finding the statistical likeness between acoustic stimuli
and hearing sensations is called sound perception. The
Psychoacoustic is defined as the discipline of sound
perception. Psychoacoustic model is a quantitative model
which could nearly complement the hearing mechanism [1].
20Hz to 20 KHz is the human hearing frequency. 100Hz and
8 KHz is the most receptive part of HAS. The hearing range
of human is shown in figl. The figure shows the different
aural thresholds. The thresholds are represented in terms of
sound pressure level (SPL) curves as function of
frequency[19,20].
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Fig.1. Hearing range

2. DIGITAL AUDIOWATERMARKING SYSTEM

The watermarking system consists of two stages. The
embedding process is defined as
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S w = Embedding (S,, W, K. K .)

Where S, is host signal

W , is original watermark

K v is watermark key

K is secret key

The second stage is extraction process, which is defined as

W . =detection (S 5, So, K, K )

Where S , is attacked signal
S, is host signal (optional)
K wis watermark key

K s is secret key

3. FEATURES OF AUDIO WATERMARKING
3.1 Imperceptibility

Imperceptibility is related to the quality of original audio in
the presence of watermark. The watermark-embedding
algorithm has to insert additional data without affecting the
perceptual quality of the audio host signal. The watermarked
must be inaudible within the host audio to maintain audio

quality [1].

3.2 Robustness

Robustness is a scale of invulnerability against signal
manipulation and compression. It is measured in terms of
correlation factor, which is the similarity between the
original watermark and extracted watermark image. The
value lies from 0 to 1. Ideally it should be 1, but the value
above 0.7 is acceptable. The various signal manipulations
are Noise addition, Resampling, LPF, Echo addition, Data
compression, Random samples cropping Zero inserting,
Pitch invariant time stretching, Tempo pressured pitch
shifting.

3.3 Security

As the watermarked signal is open to social media, the
security of audio should be given higher priority. There is no
restriction to access the watermarked audio as it available in
open environment. The secret key is used as an extra effort
to enhance the security.

3.4 Data Capacity

The bit rate of the embedded watermark is the number of the
embedded bits within a unit of time and is usually given in
bits per second (bps). The capacity of the watermark method
is tested by increasing the length of the watermarking
message. Maximum number of bits to be embedded in host
is given as,

C=Fs/N (bps)

Where Fs is Sampling frequency

N is Number of samples per frame.

Depend on application the watermark capacity varies. For
example for Ownership application capacity up to 0.5bps,
Broadcast application capacity is up to 15bps and
Envisioned application the capacity is up to 150Kbps.

3.5 Computational Complexity

Embedding & extraction speed and the number of
embedders and detectors are the two main features for
measuring the computational complexity.

The nominal computation pace in embedder is given by

CClmbedding = Nuw/t embeddinz (DPS)

The nominal computation pace in detector is given by

Ccdmecﬁnn = Nw"';t detechon be‘S)

Where t embedding & t detection 1S €mbedding and detection time
respectively.

4. PERFORMANCE EVALUATION
4.1 Transparency Test

Transparency Test is a fulfillment quality of perceptual
nature. Transparency test can be done by two ways.

4.1.1 Subjective Test

The Subjective Listening Test involves the human acoustic
perception. ABX test and MUSHRA (Multi Stimuli with
Hidden Reference and Anchors) is the Subjective Listening
Tests. In this test Different industry people, like, Recording
Engineer, Mastering Engineer, Synthesizer Engineer, Audio
critics are invited and asked to grade the watermarked audio.
The grading is called SDG (Subjective Difference Grade).
The SDG lies between 1 and 5. The disadvantages of
subjective test are, as human is judging there can be
misjudgment, more time and cost is needed to experiment
this type of listening test. [1].

4.1.2. Objective Evaluation Test

The Objective Evaluation Test is perception modeling or
objective quality measures. The various tool are Evaluation
of Audio Quality (EAQUAL), Perceptual Evaluation Audio
Quality (PEAQ), Perceptual model Quality Assessment
(PEMQ-Q). The grading is called ODG (Objective
Difference grade). The IFPI standard is shown in tablel.
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Difference Grade Description of impairment
0 Imperceptible
-1 Perceptible but not annoying
2 Slightly annoying
3 Anmoying
-4 Very annoying

Tablel. ODG level

5. AUDIO WATER MARKING TECHNIQUES

The watermarking can be implemented in time domain and
frequency domain. Time domain approach is rather easier to
implement and requires less computation. But it is less
robust to digital signal attacks. [4-5]In addition to the
traditional Fourier transform, various watermarking uses
various domain , such as Spread Spectrum, Cepstral
transform, Discrete cosine transform(DCT), the wavelet
transform (DWT,LWT,..), the modified Complex lapped
Transform(MCLP) and Modified discrete  Cosine
transform.[4-5]. The above mentioned methods mainly
focus on Digital channel [23]. In this section, different audio
watermarking techniques are surveyed.

5.1.Phase Coding

The HAS can perceive only the relative phase not the
absolute phase. Therefore the watermark can be embedded
into the phase of the original audio file. [1][2][28]

51.1 Algorithm

Stepl: Split the host signal into Np frames with N samples.
Step2: Generate the watermark. Here, binary watermark is
used

Step3: Calculate the magnitude & Phase spectrum using fast
Fourier transform.

Step4: Phase spectrum is modified according to the
watermark.

If watermark bit = 1 then phase is []/2

If watermark bit = 0 then phase is (-[]/2)

Step5: reconstruct the watermarked frame.

Step6: Extract the watermark based on the phase spectrum.
If extracted phase is >0 then watermark bit = 1

If extracted phase is < 0 then watermark bit =0

5.1.2. Results

Table 2. Phase coding results
Test Measurement

Perceptual SNR/dB is -2.55
Quality
Robustness Attack BER
No attack 0
Noise 19.57
Compression 18.98

5.2 Sonic Watermarking

The challenge in watermarking field is embedding the
watermark in real time not in digitally stored file. The sonic
watermarking is proposed algorithm for live performance
[27]. In sonic watermarking, the watermark sound generated
by a watermark generator is mixed with the host sound in
the air.
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Fig.2. Sonic watermarking system

According to the author the problems in sonic watermarking

are as follows:

e Real time embedding: As the watermark and host is
mixed in air, there can be delay.

e Robustness: Reverberation, noises made by audience
are the next major drawbacks for live embedding.

e Acoustic quality: The Strength and different location of
sound sources also affect the embedding strength.
Main concern in live watermarking is Analog and
digital inter conversion taking place before and after
embedding the watermark. The MATLAB simulation
diagram of audio signal before and after conversion is
shown in fig3.
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Fig.3. Watermarked signal before and after conversion

In real time application of audio watermarking, the
watermarked signal is sent to an analog output and digitized
again. Thus the watermarking algorithm should be robust
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against DA/AD conversion. There are three types of such
conversion of cable - based audio transmission, radio
broadcasting and air- based broadcasting. There are few
algorithms for cable-based audio transmission.[6-7] But the
air-based broadcasting or contactless watermarking in an
acoustic space has not been developed.

5.3. Analog and Digital Inter Conversion

The Analog and Digital Inter conversion module should

consider the following:

e The audio frequency > 50Hz should be taken into
account of watermarking.

e The noise in DA/AD process such as Quantization
distortion and filtering process. Embedding should not
use the high frequency also because of the above
mentioned noise in DA/AD process.

e The record time may be earlier or later than the play
time, so the starting position of the watermark should
have synchronized signal.

e Analog and Digital Inter conversion for the different
sound cards.

6. CONCLUSIONS

Various audio watermarking algorithms are proposed to
prevent the violations in use of audio files, the enforcement
of ownership management, etc. In this paper, we have
analyzed the phase audio watermarking. This watermarking
can’t be used for live embedding. The next algorithm
discussed is sonic watermarking. The non cable based audio
watermarking has not been developed and open to research.
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