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Abstract
Data hiding is widely used to hide information into covers such audio, video and image files. If the embedded information is
extracted without causing visible distortion to original cover, it is known as Reversible Data Hiding (RDH). In reversible data
hiding (RDH), the original cover can be losslessly restored after the embedded information is extracted. Many approaches came
into existence including rate-distortion bound approach. Recursive construction is one of the approaches for rate-distortion
bound. This paper presents RDH approaches via recursive codes for binary covers and steganogrpahy for grayscale covers. We
built a prototype application to demonstrate the efficiency of both models. The empirical results reveal that the proposed RDH

schemes are effective and used for real time applications.
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1. INTRODUCTION

Data hiding has been around for long time which is a
technique used to embed information into covers such as
video, audio, and image files. It has many real time
applications such as covert communication, media notation,
integrity authentication and copyright protection etc. LSB
(Least Significant Bit) is being used by many existing data
embedding methods. The embedding process in LSB results
in distortion. It does mean that it is not possible to
reconstruct original cover image. Thus it is not possible to
reconstruct the original cover from marked cover.
Nevertheless, in many real time applications like law
forensic, military imagery, medical imagery etc. the
deterioration of original image is not acceptable. This is the
case where RDH (Reversible Data Hiding) is mandatory.
RDH is nothing but lossless hiding of data which enables the
system to recover original cover without distortion. The
RDH technique was first introduced by Fridrich and Goljan
[1] where the process of embedding is divided into three
states namely extracting features of image, compressing the
features, and embedding messages. The general RDH
framework at sender side is as given in figure 1.
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Fig. 1 —Framework of RDH

As can be seen in fig. 1, it is evident that lossless extraction
of features of the input image which are compressible is
done in first stage. In the second stage the extracted features
are compressed which is also lossless in nature. This
operation saves required space in the image for payloads or
the messages to be embedded (secret hiding). In the third
stage the messages are embedded into the sequence of
features to produces a marked cover. In other words, the
marked cover is generated when the feature of original cover
is compressed and the messages are embedded into the space
obtained losslessly. It does mean that the original features
are replaced by the compressed features plus the images
embedded in order to form marked cover. Thus it is possible
to obtain the original cover once the messages are extracted
by the receiver from cover image. The original cover image
and the cover image after extraction must be same. This is
the proof of RDH.

There were many researches on RDH which are described
here. Fridrich and Goljan [1]suggested certain features are to
be obtained in case of both spatial and JPEG images after
exploiting image’s global characteristics. For instance they
suggested to use features like texture complexity and
coefficients middle frequency DCT (Discrete Cosine
Transform) respectively for spatial and JPEG images. Celik
et al. [2] predict multiple LSB planes and enhances the
scheme proposed in [1]. However, many other researchers
used the idea presented in [1] for RDH into binary images
[3], [4] or videos [5], [6].

Later DE (Difference Expansion) was introduced by Tian [7]
which is aimed at extracting longer feature sequences and
compressed. In DE the features are nothing but the
differences between the neighbouring pixels. By multiplying
the differences by 2 and then using LSBs of such differences
are used to embed secret messages into image. Later on the
DE approach has been adopted many researchers [8], [9],
[10], and [11]to vector pixels, to reducing size of location
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map, and to prediction errors respectively. HS (Histogram
Shift) is another method used for RDH. As per this, the
compressible features of image are represented as histogram.
The compression technique to be used with HS was
proposed by Ni et al. [12]. There are similar researches that
make use of HS for RDS [13], [14]. There is a common
feature in both DE and HS use special compression
approaches for introducing distortion to original cover. In
contrast to this [1] uses binary feature sequence and the
compression operation does not introduce distortion. Based
on these differences RDH can be divided into two types
namely type | and type Il. The former uses binary features
and a generic compression algorithm. The techniques used
in [1]-[6] come under this category. The latter non binary
features and compression is performed using some specific
approach such as DE [7]-[11] and HS [12]-[14]. According
to Kalker and Willems the receiver of the image can
reconstruct the cover from marked cover. This enables the
sender to compress the cover as per certain condition which
is the reason for the feasibility and efficiency of recursive
construction.

In [15], the authors improved recursive construction with
both conditional compression and conditional embedding in
rate-distortion bound fashion. However, this has three
limitations. The first one is that it is unable to reach rate-
distortion bound. The second one is that the codes can’t
approach to a maximum embedding rate. The third one is
that the codes are only meant for spatial images of type |
RDH. In [16] the code construction process proposed in [15]
was generalized to extend the applicability to type 1l RDH.
In [16] it is proved that rate-distortion bound can be reached
in code construction; AAC (Adaptive Arithmetic Coder)’s
decompression part is used as the embedding code. This
paper contributes the following.

e Recognizes the efficiency of the approaches in [16] for
binary covers and demonstrates that in prototype
application.

e Develops recursive codes for gray scale covers and
implements in the prototype.

The rest of the paper is organized in many sections. Section
Il presents review of literature. Section Ill presents the
construction of recursive codes for both binary and gray
scale covers. Section IV provides information on the
experiments and evaluation while section V concludes the

paper.
2. PRIOR WORK

2.1 Recursive Construction for Binary Covers

This section provides necessary details pertaining to
recursive construction for binary covers.

2.2 Binary Covers

Binary cover is a digital image in which each pixel has only
two possible values. In other words each pixel is represented
by either 1 or 0. Generally two colors are associated with a
binary image. They are black and white.

2.3 Recursive Construction

Kalker and Willems [17] proposed recursive construction
which is a recursive embedding method where non
reversible embedding code is used along with a conditional
compression algorithm. Its general procedure is as described
here. First of all a non reversible embedding code,
embedding rate with given distortion is selected. The
embedding process is done block by block sequentially. The
first block in image represented by x1 is subjected to
message embedding and that result in y1 which is a marked
block. When the recipient knows y1, he can reconstruct the
original cover image. This process continues recursively for
all blocks. The recursive construction has advantages over
traditional approach. However, it can’t reach the upper
bound as denoted in the following equation [16].

Prev(Po,A) = Hy(max(Po-A, 12)) — Hy(Po)

To overcome this drawback, the following sub section
introduces improved recursive construction.

2.4 Improved Recursive Construction

This section improves recursive construction of codes for
binary images in order to approach rate-distortion bound for
any given distortion constraint. The process of the improved
recursive function is illustrated in fig. 2.
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Fig. 2 — Improved recursive construction [16]

As can be seen in fig. 2, message bits are presented. For
each message bit index positions are given. Assuming that
the embedding algorithm embeds messages only into zero
symbols, the improved recursive construction is described
here. X1 represents the first cover block which has nine “0”’s
and one “1”. As algorithm can embed only at zero symbols,
0.9 is the embedding rate while the distortion constraint is
assumed to be 0.2. Therefore at zero symbols, distortion is
2/9. The decompression algorithm takes these as parameters.
Assume that y1 dash represents a 9 bit sequence which is
derived from the 7 bits of message to be embedded. Y1
represents the first marked block that is derived by replacing
“0”s in x1 with y1 dash. In y1, the index positions are {3, 7,
10}. According to this extract bits from x1 and get x1 dash
which results in {1, 0, 0}. The x1 dash then is compressed
and embedded into the second block. This process continues
recursively for all blocks.
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3. STEGANOGRAPHY FOR GRAY SCALE
COVERS

This section provides the proposed approach for reversible
data hiding through steganography for gray scale covers.

3.1 Gray Scale Covers

Gray scale image is an image with a range of shades of gray.
It has no specific colors. However, the darkest shade is
considered black and lightest share is considered white. In
gray scale image generally each pixel is stored as byte. The
value of such pixel is in the range 0 to 255.

3.2 Steganography

Steganogrphy is a process of hiding text into images. This is
one of the data hiding methods. The data hidden in image
cannot be viewed by human eye. The process of embedding
text into image is known as encoding while the process of
extracting data from image is known as decoding. The
compression techniques allow the process to work faster and
efficiently. In this paper we used steganogrpahy with gray
scale covers. Actually input is given as bitmap but the
program converts it into gray scale as pre-processing and
then performs encoding activity. The application we built
supports both zip compression and arithmetic compression.

4. PROTOTYPE APPLICATION

The prototype application is built using Java platform. The
environment used is 2 GM RAM with Core 2 Dual
processor. Net Beans is used as Integrated Development
Environment (IDE). Java’s SWING API is used to build
Graphical User Interface (GUI). The main Ul of the
application is as shown in fig. 3.

Improving Various Reversible Data Hiding Sche... g@
File Help

( Steganography )

Fig. 3 — The main Ul of the prototype

As can be seen in fig. 3, it is the main user interface for
demonstrating the proof of concept with respect to both data
hiding methods such as recursive codes for binary covers
and steganography for gray scale covers. In either
approaches the encoding decoding functionalities need
similar user interface which is as shown in fig. 4 and fig. 5.
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Fig. 4 — User Interface for Encoding

As can be seen in fig. 4 the encoding process takes three
inputs. They are the image file, output file path, and payload.
After encoding, it can show the encoded image when “Show
Encoded Image” button is clicked.
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Fig. 5 — User Interface for Decoding

As can be seen in fig. 5 the decoding process takes two
inputs. They are the stego file and the decoded message.
After decoding, it can show the extracted message when
“Show Message” button is clicked.

5. PERFORMANCE COMPARISON

This section provides experimental results and comparison
of the proposed approach with prior approaches. In fact we
developed a prototype application in Java to demonstrate the
effectiveness of the proposed method. The two methods
were compared using the embedding rate set to 0.7 and 0.9
while color blocks size is set to 200. The experiments are
made with various image datasets of type gray scale and
binary.

Volume: 05 Issue: 10 | Oct-2016, Available @ http://ijret.esatjournals.org 55




IJRET: International Journal of Research in Engineering and Technology

elSSN: 2319-1163 | pISSN: 2321-7308

0.16
0.14
0.12
0.1 Zhang et
0.08 al.
0.06
0.04
0.02

il Proposed

Embedding Rate

1 3 5 5 9 11
Disportion

Fig. 6 — Comparison of Embedding Rate vs. Distortion

As can be seen in fig. 6 (a), it is evident that the proposed
codes less distortion and high embedding rate. The “0”
pixels rate is considered 0.7 and 0.9 respectively.
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Fig. 7 — Comparison of Embedding Rate vs. Distortion

As can be seen in fig. 7, it is evident that the proposed codes
less distortion and high embedding rate. The “0” pixels rate
is considered 0.7 and 0.9 respectively.
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Fig. 8—Performance with Lenna Dataset

As can be seen in fig. 8, the vertical axis represents PSNR
(Peak Signal-to-Noise Ratio) while the horizontal axis
represents the embedding rate which is measured in bits
carried by per pixel (bpp). The performance is shown for
Lenna images.
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Fig. 9 — Performance with Baboom Dataset

As can be seen in fig. 9, the vertical axis represents PSNR
(Peak Signal-to-Noise Ratio) while the horizontal axis
represents the embedding rate which is measured in bits
carried by per pixel (bpp). The performance is shown for
Baboom images.
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Fig. 10—Performance with Boat Dataset

As can be seen in fig. 10, the vertical axis represents PSNR
(Peak Signal-to-Noise Ratio) while the horizontal axis
represents the embedding rate which is measured in bits
carried by per pixel (bpp). The performance is shown for
Boat images.
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Fig. 11 — Performance with Barbara Dataset

As can be seen in fig. 11, the vertical axis represents PSNR
(Peak Signal-to-Noise Ratio) while the horizontal axis
represents the embedding rate which is measured in bits
carried by per pixel (bpp). The performance is shown for
Barbara images.
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Fig. 12 — Performance with Goldrill Dataset

As can be seen in fig. 12, the vertical axis represents PSNR
(Peak Signal-to-Noise Ratio) while the horizontal axis
represents the embedding rate which is measured in bits
carried by per pixel (bpp). The performance is shown for
Goldrill images.
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Fig. 13 — Performance with Peppers Dataset

As can be seen in fig. 13, the vertical axis represents PSNR
(Peak Signal-to-Noise Ratio) while the horizontal axis
represents the embedding rate which is measured in bits
carried by per pixel (bpp). The performance is shown for
Peppers images.

6. CONCLUSION

Many RDH methods perform message embedding and
feature extraction separately. However, according to Kalker
and Willems [17] it is possible to achieve high embedding
rate when those are combined. In [16] this idea is followed
using recursive codes for binary covers. This has
outperformed the previous codes [17], [18]. This paper
explores [16] besides developing recursive codes for binary
covers by building a prototype application in Java platform.
The prototype also demonstrates steganography for gray
scale covers. The experimental results with various image
datasets of both gray scale and binary revealed that the
proposed methods are effective in RDH.
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