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1. INTRODUCTION 
Need for VLANs and VTP 
An Organization may need some of their departments to be  
isolated  from each other whereas some may have to be 
interconnected with  each other. Besides this changes 
configuration are frequent because of changes that occur in 
the departments such as the addition of new hosts , changes 
in organizational policies etc.[5]. These requireme
often challenges to administrators .In this paper we strongly 
focus on VTP(VLAN Trunking Protocol), Cisco
protocol which reduces the administrative work in 
VLANs[4] and its various security issues and 
countermeasures. Using VTP we can have a centralized 
system for configuration changes, so that other switches will 
automatically update the same. Thus VTP reduces the 
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physically divided networks and keep isolated from each other. VLANs help to improve the scalability and flexibility at various 
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may need some of their departments to be  
some may have to be 

interconnected with  each other. Besides this changes in 
of changes that occur in 

the departments such as the addition of new hosts , changes 
. These requirements are 

to administrators .In this paper we strongly 
, Cisco proprietary 

protocol which reduces the administrative work in 
and its various security issues and 

ave a centralized 
that other switches will 

automatically update the same. Thus VTP reduces the 

network configuration inconsistencies such as duplication of 
VLAN names to a great extent.[16]

 
VLAN Architecture, Configura
We simulated a network consisting of 6 switches  and 28 
hosts in ring topology using cisco packet tracer . After that 
we created a 3 VLANs  production marketing and guest 
.after configuring the network a network we verified the 
isolation between two vlans. 
 
In next part we configured VTP to reduce the administrative 
work by configuring  four  of the switches as VTP server 
and remaining as client .VTP server switches automatically 
updates the network changes to all connected cli
switches. Default mode of ci
 

- Sample enterprise network created with 28 nodes 
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network configuration inconsistencies such as duplication of 
a great extent.[16] 

Architecture, Configuration and Simulation 
simulated a network consisting of 6 switches  and 28 

hosts in ring topology using cisco packet tracer . After that 
we created a 3 VLANs  production marketing and guest 
.after configuring the network a network we verified the 

 
In next part we configured VTP to reduce the administrative 
work by configuring  four  of the switches as VTP server 
and remaining as client .VTP server switches automatically 
updates the network changes to all connected client 

sco switch is VTP Server mode. 
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Figure 2
VLAN Security Issues 
VLANs and VTP has many advantages in enterprise 
networks but they still have some areas of concerns
network security such as redirection of packe
VLAN[15]. The following sections discuss about such 
scenarios 
 
Insertion of a Foreign Client Switch 
If an attacker inserts a foreign switch having a 
revision number higher than the server switch ,
network will be affected as the whole VLAN database gets 
deleted. This is because the inserted switch , which has
higher configuration revision number sends summary
updates to all other switches resulting in the deletion and or 
addition of unwanted VLANs.[4]Then we shall 
reconfigure the entire network but the network would be in a 
vulnerable state untill the reconfiguration is completed. So it 
is always better to configure  either a VTP password or 
VACL on server switches which will restric
traffic .Figure 3 shows a rogue switch in network
 

Figure 3 
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Figure 2- Command line interface(CLI) of switch 6 
 

VLANs and VTP has many advantages in enterprise 
networks but they still have some areas of concerns in 

packets to another 
. The following sections discuss about such 

switch having a configuration  
server switch ,entire 

affected as the whole VLAN database gets 
deleted. This is because the inserted switch , which has 

revision number sends summary 
updates to all other switches resulting in the deletion and or 

Then we shall need to 
the network would be in a 

untill the reconfiguration is completed. So it 
either a VTP password or 

VACL on server switches which will restrict unwanted 
e 3 shows a rogue switch in network 

 

Creation of Unnecessary Traffic
VTP summary advertisements in VTP may sometimes cause 
unnecessary traffic. if VTP is enabled it makes sure
switches in the VTP domain 
domain. However, once in a while VTP can make 
superfluous traffic. In the event that an obscure unicasts and 
shows happens it is overwhelmed over the whole VLAN
Every switch will  receive
number of users connected in that VLAN
enabling VTP Pruning .But still it has limitations
changes in the VTP pruning 
takes some time to become effective after we 
in the domain. We cannot configur
extended and reserved VLANs
 
CONCLUSION 
The primary objective of this paper is to show how VLANs 
can be in enterprise networks.
network becomes complex as the number of switches and 
the frequency of changes increases .For this VTP is an 
excellent solution. Yet, VTP has some issues, for example, it 
can't counter the impact of inserting 
higher configuration number  to the network 
disadvantages can be overcome by some intelligent 
configuration by network administrators.
 
 Another disadvantage is that VTP summary advertisements 
causes unnecessary traffic in the network. By enablin
pruning we limit the traffic 
scheduled algorithm can be applied in networks consisting 
of more than one server switch so that for only one of them 
advertises VTP messages in network at a time  thus limiting 
the network traffic.  
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Creation of Unnecessary Traffic 
VTP summary advertisements in VTP may sometimes cause 

is enabled it makes sure that all 
switches in the VTP domain knows about VLANs in their 

once in a while VTP can make 
In the event that an obscure unicasts and 

overwhelmed over the whole VLAN. 
 the message , irrespective of 

ted in that VLAN.A solution is 
But still it has limitations. Making 

changes in the VTP pruning will not the domain. Also it  
some time to become effective after we enable pruning 

We cannot configure pruning for  default , 
VLANs 

The primary objective of this paper is to show how VLANs 
can be in enterprise networks. But the management of 
network becomes complex as the number of switches and 
the frequency of changes increases .For this VTP is an 

Yet, VTP has some issues, for example, it 
can't counter the impact of inserting  a foreign switch with 

gher configuration number  to the network . But these 
disadvantages can be overcome by some intelligent 
configuration by network administrators. 
Another disadvantage is that VTP summary advertisements 

causes unnecessary traffic in the network. By enabling VTP 
pruning we limit the traffic  to a certain extend . A 
scheduled algorithm can be applied in networks consisting 
of more than one server switch so that for only one of them 
advertises VTP messages in network at a time  thus limiting 
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