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Abstract 

In this paper a new image encryption and decryption is proposed by using wavelet Packet decomposition. Data hiding is also 

embedding in the encrypted image. In the process of encryption original image is wavelet decomposed; further security can be 

achieved by rotational transform of the pixels that is the pixels are rotated after decomposing using wavelet transform. The data 

to be hided is embedded after rotational transform of the image; the resultant image is encrypted image with data hiding .The 

data recovered from data hided image by using inverse data hiding after the decrypt the image by inverse rotational transform 

and inverse wavelet decomposition. This encryption and data hiding technique is efficient technique for secure image and data 

transmission. 
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1. INTRODUCTION 

In recent days secure transmission of image and data is one 

of the very important criteria in image processing. 

Cryptology is the secure communication, Image encryption 

is the process of encoding an image in such a way that only 

authorized persons can view the image, decryption is the 

process of decoding the encrypted image, so that the 

encryption and decryption process are very important in 

cryptography. Data hiding is the process of hiding a 

message over an image. 

 

 In this paper mainly concentrated on Data hiding over a 

encrypted image so that more secure data transmission over 

a image is possible. The original image is encrypted by 

using wavelet transform and rotational transform, the data to 

be hided is over an encrypted image. The proposed method 

uses the rotational transformation and inverse rotational 

transformation for more secure transmission.  

 

The original image is encrypted by using discrete wavelet 

decomposition and encrypted key. The wavelet 

decomposition gives a decomposition matrix by using the 

given wavelet and a book keeping matrix. The 

decomposition matrix is column matrix and book keeping 

matrix is used at the time of reconstruction. 

 

In this paper detailed work is described; the rest of the paper 

organized as follows, section2 provides our new encryption 

process, section3 presents the rotational transform, section 4 

presents the data hiding process, section 5 presents the 

simulation results, finally conclusions are given in section 6. 

 

2. ENCRYPTION PROCESS 

The encryption and data hiding process is shown in block 

diagram.  

 

 
Fig-1: Encryption and data hiding process 

 

The original image is first decomposed into discrete wavelet 

decomposition; it consists of decomposed matrix and s 

matrix which is used as key for decryption process.  The 

decomposed matrix is a single row matrix and that matrix is 

reshaped into size of the image . The resultant image for 

other encrypted by using a encryption key resultant 

encrypted image is rotational transferred that gives the more 

secured image. The data is hided in encrypted image. 
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Fig-2: Encrypted using wavelet decomposition 

 

The decomposed image is encrypted using encryption key , 

for this implemented a reversible equation given by 

 

𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑 𝑖𝑚𝑎𝑔𝑒 = 𝐷𝑒𝑐𝑜𝑚𝑝𝑜𝑠𝑒𝑑 𝑖𝑚𝑎𝑔𝑒 − 𝑎 ∗ 𝑘𝑒𝑦 

𝑒 = 𝑑 − 𝑎 ∗ 𝑘 
 

Where ‗a‘ is the small value between 0 and 1; 

 

By taking the inverse equation we can decrypt the original 

image.  

 

 
Fig- 3: encrypted image using key 

The above figure shows the encrypted image using key, the 

encrypted key is embedding on the decomposed image by 

using the equation  

 

3. ROTATIONAL TRANSFORMATION 

The rotational transformation is a reversible transformation, 

by this transformation the pixel values are rotated in row 
wise which gives the more secure encrypted image. 

 

Rotational transformation kernel of size 3x3 is given by  

𝑘 =
0 0 1
0 1 0
1 0 0

 

Take  x  is a 3x3 matrix  

𝑥 =
1 2 3
4 2 1
7 5 2

 

Multiplication of x with the kernel k results  

𝑥 ∗ 𝑘 =
3 2 1
1 2 4
2 5 7

 

Similarly for the 5x5 matrix the rotational transformation 

kernel is given by 

 

 
 

So by using the similarity of the rotational transformation 

kernel we can achieve the transformation kernel for the size 

of the image. 

 

Inverse transformation is achieved by using the same 

forward transformation kernel at the time of decryption. 

 

4. DATA HIDING 

The process of hiding a message over an image is the data 

hiding, first data is converted into   numerical values, these 
numerical values are converted into binary values these 

binary values replaces the least significant bits of the 

encrypted image so that more secure data hiding is 

processed.  

 

Recovering the data from the encrypted image is uses the 

reverse process of embedding the data, after recovering the 

data decryption is takes place. 

 

5.  RESULTS 

The simulation results using MATLAB GUI is shown 

below, we take the peppers image as original image that has 

to be encrypted 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

Fig -2: Encrypted using wavelet decomposition 
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Fig-4: Simulation result of original Image and encrypted 

image 

 

The peppers image is taken as the original image, it is 

encrypted using encryption key shown below the original 

image in figure 4 and text box shows the data to be hided. 

 

 
Fig-5: Simulation result of original Image, encrypted image 

and dialog box for decryption key 

 

After the completion of encryption process decryption to be 

held by using decryption key that has to be entered through 

a dialog box shown in figure 5. 

 

The decryption process is as follows entering the decryption 

key then encrypted image is decrypted by using key and 

data is also recovered from the encrypted image shown in 

text box GUI figure 6 

 
Fig-6: Simulation result of original Image and decrypted 

image 

 

 
Fig -7: Simulation result when wrong key 

 

When the key entered for decryption process is not matched 

to key which is for encryption then a dialog box shows that 

wrong key that is shown in figure 7 

 

CONCLUSIONS 

In this paper we propose a new encryption and decryption 

algorithm and secure data hiding using wavelet 
decomposition and rotational transformation. The process of 

wavelet decomposition and rotational transformation of 

image gives the more secure encrypted image.  Data hiding 

process in the encrypted image is secure data hiding 

technique. Recovering the data from the encrypted image 

uses the reverse process of encryption. The decryption of 

encrypted image follows the reveres process of first inverse 

rotational transformation and inverse wavelet 

decomposition. This new encryption and embedding data 

technique is more secure and efficient encryption technique. 
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