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Abstract 
With the advent of new devices like smart devices and tablets and with the technology transformations in the way devices are 

getting connected coupled with the paradigm shift in the way information and services are brought together the usage of these 

smart devices has become a common entity in personal and professional environments. Organizations are encouraging the usage 

of these smart devices via varying connectivity mechanisms like wireless and wired technologies. This model of “Bring your Own 

Device (BYOD)” significantly improves the productivity and enriches economy growth. However it poses a greater threat to 

information and infrastructure security. This paper discusses security policies (BYOD polices) to secure organizational data and 

resources along with solutions to resolve the attacks on the device and corporate network. This paper also presents evaluation of 

possible outcomes of solutions based on the X.800 security architecture. 
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--------------------------------------------------------------------***---------------------------------------------------------------------- 

I. INTRODUCTION  

Using the employee’s own devices at work place is the 

passion. Most of the organizations allow the employees to 

use their own devices at the workplace. So that, The 

employees get the greater work satisfaction at the work 

place. Hence, it is the requirement and becoming as a 

strategy of the organizations. This motivates the employees 

to carry their work with pleasure. As the devices are 

portable, the devices are used for office work inside and 

outside of the organizations. Hence, employees are able to 

use the resources of organization all the time to do the firm’s 

work and even the workmen are used of multi platform 
devices with the latest technologies as they are comfortable 

with their own devices. This is an upcoming trend to use 

their own devices for work in the offices. Using the own 

devices to carry the work in the work place is the future 

need of all kinds of companies by 2016. IT industries, 

government domains and other sectors have the vision for 

adopting this upcoming trend. Allowing the employees to 

use own devices at office increases their morale and ethical 

values. 

 

A. Advantages 

Following are the advantages and benefits by allowing the 

own gadgets or devices to carry the work at work place. 

1. The organization’s productivity improves as the 

employees are using their own device to carry the work 

at work place. 

2. The employees access the organization resources for 

24*7 to do the work.  This increases the organization’s 

quality    and productivity.  Thus business objectives are 

aimed. 

3. Employees are comfortable and flexible to use their 

own devices with the latest technology. This improves 

the cost cutting of new technology in the organizations. 

Hence, it        is the business benefit. 

4. As the installation, maintenance configuration data, a 

setting of the latest technologies exists in the 

employee’s own devices will improve the cost savings 

for the new technology. 
5. Organizations have no control on the employee’s own 

devices used to carry the work in the firm.   Hence, 

employees can use different devices with different CPU 

architecture. 

6. Employees use their own end to end devices at their 

affordable price which reduces the budget requirements 

in the firm. 

7. The employee work satisfaction is at greater level as 

they are using their own end to end devices. This 

improves the ethical and moral values towards 

employer. 
8. This is the passion and current trend to use employee’s 

owned devices for work at work place. 

9. The ease of using devices fetches the information 

efficiently as employees are used of multi platform 

devices. 

 

Various scalable advantages of the organizations are 

emerging as the business is the important objective of the 

organization. 
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II. CHALLENGES 

Following are the security risks introduced as the 

employee’s own devices allowed for work at work place. 

1. Confidential data of organization such as documents, 

files, applications etc are accessed through the 

compromised device as it is attached to the corporate 

network. 

2. If the device is compromised it is possible to access the 

personal information of the customers such as 

username, password, banking information, E-mail 

account details etc. 
3. The device contains personal data and business data. If 

the device is stolen or lost then the data contained in the 

device is unsecured. 

4. As the devices attached to the corporate network, eaves 

malware get installed in the device and makes use of the 

device for unauthorized access. 

 

Following are the various threats injected into the 

organization as it is allowing the employee’s owned devices 

for work at work place. 

1. Malware causes the devices to loss the sensitive data 
and makes the device useless by disturbing the 

applications work. 

2. Spam is the messages received through the corporate 

network which wastes the resources of the organization 

infrastructure such as bandwidth and memory. 

3. The threats like phishing causes the user to access the 

fake web site in turn to access the sensitive business 

data such as reports, accounts etc., 

4. SQL injection vulnerabilities steal the organization’s 

data through the compromised device. 

5. If the organizations information does not have 

encryption then this possibility gives the chance for the 
attacker to hack the device through the advanced 

persistent threat. This attack targets the organization 

through the compromised device and performs eaves 

activities periodically over a long period of time. 

6. Man- in –the middle attack propagates into the 

corporate network easily through the unprotected 

network and causes the malicious activities. For 

example, modifying the confidential data or deleting the 

important data. 

 

Following are the other security challenges described below. 
1. Personal data and business data co-exist in the device. 

So, better access methods are required to distinguish 

personal with private data. 

2. The organization cannot use the same infrastructure 

support for the various kinds of devices. Because, the 

operating speed of devices are different and having the 

different operating systems. 

3. As the multi platform devices are allowed, there is no 

control on the devices and it is difficult to enforce the 

security on the devices. Hence, it is required to manage 

the devices according to the organization policies. 

4. The organization policies for security should comply 
with laws and standards. 

5. The organizations data and intellectual property 

required to protect. 

6. It is difficult to provide security for the business that 

runs outside of the infrastructure. But it is required to 

concern this security issue. 

7. As the size and scope of the organization grows, it is 

difficult to maintain consistent security for the critical 

assets of the organization. 
8. Better security measures (defense methods) should be 

mapped with security risks with the business objectives. 

9. Unified security measures have to be derived for any 

type of end to end device. 

 

III.  METHODOLOGIES AND ARCHITECTURES 

Following are the various mitigation techniques to resolve 

the security risks. Their respective cons and pros have been 

discussed below. 

 

A. Control Programs   

This is a software program being installed in the gadget. The 

structure and content required for the control program as 

follows: 

1. Identify the risk factors introduced by gadgets. 

2. List the security policies required for the devices. Map 
these polices with the security risks. 

3. Build the control program with the following 

functionalities: 

a. Device Management Routine 

b. Application control 

c. Audit reports of policies 

d. Wiping data when the device lost 

e. Encryption for device and data 

f. Reset access rights to devices when relationship of 

employee changed to guest. 

g. Reset access rights to devices when employees leave the 

organization. 
4. Evaluate solution 

5. Measure impact of the security tool on the existing 

network. 

6. Implement solutions 

7. Periodical assessment of solutions. 

 

Analysis: As the number of risks increases, then it is 

required to add and map new security policies. The solution 

needs to be modified as the various kinds of security risks 

faced by the network. 
 

Comparison of analysis of evaluation shown in the Table 2. 

 

B. Mobile Security Reference Architecture 

This architecture is suitable to resolve security issues on the 

mobile phones and tablet but do not challenge security 

issues on the laptops and other gadgets. 

 

The Mobile Security Reference Architecture contains 

following components. 
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Table 1: The main components of MSRA and its key  

explanation [13] 
Components Key Explanation 

Virtual private 

Network 

Provide a robust method for creating secure 

connections between mobile devices and D/A while 

using unmanaged networks. 

Mobile 

Device 

management 

Process or tool intended to manage applications, 

data, and configuration settings on mobile devices. 

The main focus is to centralize and optimize the 

functionality and security management of a mobile 

communication. 

Mobile 

Application 

Management 

Provides in-depth distribution, configuration, data 

control, and life-cycle management for specific 

applications installed on a mobile device. 

Identity and 

access 

management 

Integrate services such as authentication and 

authorization across the mobile solution to form a 

cohesive security profile for each user. 

Mobile 

application 

Store 

A repository of mobile applications. 

A selection of approved applications that can be 

downloaded and installed on approved devices by the 

users of the device. 

Mobile 

application 

Gateway 

Software that provides application-specific network 

security for mobile application infrastructures. Is to 

act as a network proxy, accepting connections on 

behalf of the application’s network infrastructure, 

filtering the traffic, and relaying the traffic to mobile 

application servers. 

Data loss 

prevention 

Focus on preventing restricted information from 

being transmitted to mobile devices, or from mobile 

devices to unauthorized locations outside the 

organization. May include monitoring and auditing. 

Intrusion 

detection 

A set of heuristics to match known attack signatures 

against incoming network traffic and raise alerts 

when suspicious traffic is seen. To detect potentially 

malicious activity from connecting mobile devices. 

Gateway and 

security stack 

Serve to filter unwanted network traffic and are 

usually configured in a 

“stack” with traffic traversing each filter in sequence. 

 

Analysis: The Mobile Security Reference Architecture able 

to mitigate the security risks only for mobile devices. 

 
Comparison of analysis of evaluation shown in the Table 2. 

 

C. Architecture of Trusted Execution Environment 

The TEE architecture supports to resolve security issues  for 

multi platform devices as  the  desktop  and  mobile  devices 

have different  CPU architecture and operating systems.This 

is better security tool compare to the MSRA. Architecture of 

trusted Execution Environment achieved the objectives such 

as data integrity and confidentiality,   isolated access  for the 

private data and personal data, secured access to the data in 

the device is secured, device identification,authorization and 
authentication to avoid the unauthorized device access. 

 

 
Figure 1: Overview of TEE architecture diagram [13] 

 

This architecture model provides the trusted computing 

environment for users. Portable trusted module (PTM) is 

similar to trusted platform module (TPM) built on USB key. 

The PTM binds a user and provides the trust for the secure 

access of user applications. PTM is the platform 
independent concept for the mobile devices. The TEEA 

supports multiple traffic control (TC) modules for the 

mobile devices to provide secured access of information. TC 

uses cryptographic library containing SHA256 and Elliptic 

curve cryptograph (ECCC) [23]. ECC is better compare to 

RSA with respect to fast computing, memory and efficiency 

savings and key sizes. SHA-256 is better than SHA-1 as it is 

supportable for distributed computation and this algorithm 

remains unbroken over the internet. TEE proposed with new 

authorization protocol named as session key authorization 

protocol (SKAP) [23]. It is the replacement for the existing 

protocols (OSIP and OSAP) [24].  
 

The objectives of Architecture of Trusted Execution 

Environment are evaluated using X.800 security 

architecture. As a result of this, Access control, data 

integrity and confidentiality constraints are achieved by 

TEEA. But device authentication and non-reproduction are 

not achieved. This is the limitation with the Architecture of 

Trusted Execution Environment. 

 

Analysis: The Architecture of Trusted Execution 

Environment able to mitigate the security risks for multi 
platform devices with different CPU Architecture.  

 

Comparison of analysis of evaluation shown in the Table 2. 

 

D. BlueBoxEx 

This framework provides security for the devices to mitigate 

various kinds of attacks by focusing on the following 

security policy strategies [25][26][27][28]. 
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1. The BlueBoxEx implements the mobile device 

management strategy policies through the following, 

a. Device Enrollment: The device identified with a unique 

APIs key on the server. Each user created with an 

account and login details. These details of the device 

are used for verification as it is connected to the VPN 
gateway. 

b. Security Functions: Security for the device provided 

through the remote locking, feature lock. 

c. Employee privacy control: Two modes of privacy 

control contained in this application. In work mode, 

device able to access the data. In private mode, 

employee personal information is accessible. 

 

2. The BlueBoxEx implements the security for mobile 

devices through the strong authentication method, 

antivirus software and loss of device protocol. 
3. The BlueBoxEx implements application management 

policies to categorize the applications as whitelisting or 

blacklisting. If the applications cause high security 

issues then such applications must be removed and 

these applications come under the category known as 

blacklisting. If wiping the blacklisting application is not 

possible then lock the device containing these 

applications. 

4. The BlueBoxEx implements data protection 

implemented through the encryption libraries contains 
the methods such as RSA algorithm. 

 

BlueBoxEx program evaluated using X.800 security 

architecture. As a result of this, Access control, data 

integrity, confidentiality, device authentication and non-

reproduction constraints are achieved by BlueBoxEx. Still it 

is required to support these constraints for all other types of 

gadgets using this program. 

 

Analysis: The BlueBoxEx program able to mitigate the 

security risks for multi platform devices with different CPU 
Architecture.  

 

Comparison of analysis of evaluation shown in the Table 2.  

 

Table 2: The Key evaluation of various methodologies based on X.800 Security Services. 

     

X.800 security services 

Achieved 

Key 

Evaluation 

CP 

MSRA 

TEEA 

BlueBoxBx 

CP 

MSRA 

TEEA 

BlueBoxBx 

Authentication 

No 

No 

No 

Yes 

Authentication 

Authentication 

None 

Two factor 

authentication 

using biometric 

and API key 

Access control 

Yes 

No 

Yes 

Yes 

Authentication 

and 

authorization 

Authentication 

and 

authorization 

SKAP 

authorization 

protocol. 

PTM module 

VPN gateway 

Data confidentiality 

Yes 

Yes 

Yes 

Yes 

Monitoring and auditing 

Monitoring and auditing 

SHA-256 and ECC 

Secure network 

architecture. Lost  of 

device handling 

protocol 

Data Integrity 

No 

Yes 

Yes 

Yes 

None 

None 

SHA-256 and ECC 

Data encryption 

Non-repudation 

No 

No 

No 

Yes 

None 

None 

None 

Unique APIs key 

I. 
F

U
T

U
R

E
 W

O
R

K
 

 
 

IV. FUTURE WORK 

Unified defense methods, a set of control programs and 

various methodologies required to be developed for multi-

platform devices with any CPU architecture for various 

device needs as well on going threat models. This needs the 

scalability and applicability for various deploy models needs 

to be assessed on a ongoing basis to make the dynamic 

security needs. Various certification models for various 

business verticals needs to be established and integrated 

with the security systems and tools. Develop a suitable 
model to mitigate the security issues of organization as well 

as privacy issues of workmen at workplace. Still more 

security policies and control objectives has to be defined. 

Developing integrated tool to be useful in other domains to 

mitigate the security risks. 

 

V. CONCLUSION 

Introducing this concept in the organization increases their 

productivity and minimizes the budget requirements in the 

business. A successful control program allows the 

employees to use their own end-to-end devices outside the 

organization after the scheduled time to carry the 

organizations work. This results into the growth of the 

organization’s business. This concept implementation in the 

organization is supportive to the employee morals and 

employer attractive. 
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