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Abstract

Information is a valuable asset to any organization or person in specific. This information should be well maintained (free from
danger).When ordinary information is so important, imagine how important the sensitive information is. The information security
is called as well-informed sense of assurance that the information risks and controls are in balance. Till now there have been
many research were carried out to overcome salami theft, but all of them seems to be very impractical. Salami theft also called as
Penny Shaving which happens when an employee or any person steals a few pieces of information at a time, knowing that taking
more would be noticed, but eventually the employee gets something complete or usable one which can also be called as NNT(Not
Noticed Theft)or (Very Critical When Found Theft (VCWFT)).These type of thefts can be overcome by imposing the concept of
ethical hacking on to salami theft to detect and also correct the theft of Sinfo (Sensitive Information) at a very earlier stage itself.
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1. INTRODUCTION

The components of information system of CNSS model are
software, hardware, data, people, procedures and network.
These six critical components enable information to be
input, processed, output and stored. Rather than seeing the
information security as an art or science it is very important
to consider it as social science [1].Social behavior is being a
major threat in data stealing or data diddling[2]. Data
diddling is the changing of data before or after entry into the
computer system.

A successful organization should have the necessary layers
of security they are physical security, personnel security,
operation security, communication security and almost the
information security [1].

Information security is to protect the confidentiality,
integrity and availability of information assets. It is achieved
via the application of policy, education, training, awareness
and technology. The CNSS defines the information security
as the protection of information and its critical elements.Any
defalcation or embezzlement accomplished by tampering
with computer programs, data filing operation and
equipment or media.

2. EXISTING SYSTEM
2.1 Salami Attack and Piecemeal Strategy

Salami attack [8] is a series of minor attacks that together
results in a large or major attack. Salami attack can be of
two types they are insider attack and outsider attack. The
most often done attack is the insider attack (one knows
about the security system) which spoils trust worthiness of
an organization. Outsider attack can be made by others for
any purpose or sometimes wontedly done attacks. Salami
attack is also called as piecemeal strategy used by the Nazi

party [8].

2.2 Salami Attack Types

Salami tactics has been used [8] since 1940s to refer to
divide and conquer. Salami technique used in e-banking,
,information gathering, fun making, revealing one’s
sensitive information and so on. Salami attacks can be made
either accidental or intentional acts are profound [9].Some
of the characteristics of accidental and intentional attacks
can be frequency, unsolved problems, act complexity,
singularity of source, complexity of perpetrator behavior,
sources of security assistance, security checklist, strategy
and safe guard independence, safeguard comprise, level of
protection, potential perpetrators, loss limits and detection
and so on.

2.3 Computer as Target or Tool

The computer is used here as both the target and also a tool
to perform the hacking of information i.e., stealing of
sensitive information. The damage dealt is largely
psychological and intangible, making legal action against
the variants more difficult [12], which means the computer
acts as both the subject and object of an attack.
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Fig 2.3. Computer as the subject and object of an attack

2.4 Techniques Involved

The salami technique can also refer to aggregating small
amounts of information from many sources to derive an
overall picture of an organization, [3]. For instance,
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information from a company's web site, advertisements,
trash deposits, media reports, and incidents viewed first-
hand, or stolen documents could be used to build a large
database. The other names for the salami theft are dividing
and conquer, collect- the — round off technique, piggy back
or impersonation.

3. PROPOSED SYSTEM

Here | propose the available concept of ethical hacking onto
salami theft to overcome such information security issues.
As this theft is the NNT or VCWFT it is highly difficult to
monitor and trace them and all the most the data loser
should be very conscious about the information type (public,
for official use only, sensitive, classified). Every hacker
(white guys) should have skill sets like Languages,
Networks, Operating System, Firewalls, Network Protocols,

Mainframes and Project Management as such. The optimal
solution to overcome salami theft is to attack my own
information (Sinfo) from threat, but till now the concept of
ethical hacking is widely available but not used in the sense
of salami theft. The theft detection has been not introduced
much in Salami Attack but gives some preventive measures
to overcome the same.

4. EXPERIMENTATION

In this section, | have worked with some tools (Nmap,
Traceroute,NSlookup and Key loggers) to know how
hacking can be so destructive but in terms of ethical hacking
over salami theft, it is very constructive in nature because
the Sinfo is being protected. The figure 4.1 and 4.2 shows
the work done with certain tools to support the preliminary
part of the research on Salami Theft.
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Fig 4.2 Key loggers
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S. CONCLUSION AND
ENHANCEMENTS

According to my knowledge, ethical hacking can be the
candidate solution for NNT (Salami Theft) by keeping your
password and other Sinfo very confidential. Very often
found, Salami thefts occur because of user’s lethargy
especially in maintaining a single password (Unique
Password) for many accounts. This particular practice
should be avoided so that the theft can be noticed as well
and also detected. Proper base lining or bench marking
techniques to be followed with best privacy policies. Even a
small SInfo (Sensitive Information) can cause serious issues.
For any theft concerned, only permanent solution can be
“Social engineering” where people are the weakest link in
leaking the sensitive information besides best technology.
The future enhancements can be made in creating alerts
called as “Salami Alerts” or “NNT alerts” as and when the
theft happens to monitor and track your information (asset).

FUTURE
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