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Abstract 
Due to wireless nature of sensor network, secure data transmission is a major issue for wireless sensor network. Clustering is a 

technique which increases network lifetime and  reduces power consumption of sensor nodes in WSN. In this paper, we study an 
authenticative way to data transmission for cluster based WSN. We propose two protocols for authentication of data, those are 

secure and efficient data transmission protocols SET-IBS and SET-IBOOS, by using identity-based digital signature (IBS) scheme 

and identity-based online and offline digital signature (IBOOS) scheme. This protocol relies on ID-based cryptography. SET-

IBOOS further minimize the computational overhead. Our result show that performance of  proposed protocols are better than 

existing secure protocols. 
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-------------------------------------------------------------------***------------------------------------------------------------------- 

1. INTRODUCTION 

Wireless sensor network (WSN) is a network that consists of 

several sensor nodes that are randomly distributed on a 

geographical area. These sensor nodes are used to monitor 

the physical and environmental conditions like temperature, 

pressure, humidity etc. WSN consist of hundreds or even 

thousands of sensor devices. Each node is capable of data 

sensing, processing and communicating [1]. Sensor nodes 

relay the sensed data to the Base station (BS).BS transmits 

that data to the users as shown in figure 1. Users can get the 

information from base station through satellite or internet. 

BS in WSN acts as an interface between sensor nodes and 

user [2]. WSN are used in many applications like health care 
monitoring, industrial monitoring, military applications, 

environmental and earth sensing. 

 

 
Fig 1: Overview of Wireless sensor network 

 

Each sensor node consist of sensors, transreceiver, 

microcontroller and power unit [3]. Sensor nodes are mainly 

operated on batteries. Battery of sensor devices  are  limited. 

Sensor   nodes are deployed in hard to reach locations or 

remote areas. So replacing or recharging of battery is 

inconvenient. resource constraints of sensor nodes are 

limited battery power, limited memory and energy [4]. 

Energy and communication bandwidth are the two key 

challenges of WSN. Sensor nodes require more energy for 

communication than data processing.  To increase network 

scalability, network lifetime and to reduce the power 
consumption of sensor nodes, we introduced clustering 

technique [5]. For forming the clustering of sensor nodes, 

we proposed K-medoid protocol which is more efficient for 

large WSN. 

 

Sensor nodes in WSN communicates through wireless link. 

So, WSN are more vulnerable to attacks. Due to wireless 

nature of sensor networks security is a critical issue in WSN. 

In this paper, for transmitting the data securely in a wireless 

network, we proposed two secure and efficient data 

transmission protocols called SET-IBS (Identity-based 

digital signature) and SET-IBOOS (Identity-based online 
and offline digital signature). These protocols are based on 

ID-based cryptography [6]. The main objectives of these 

protocols are to provide authentication to data. The 

remainder of this paper is organized as: Network 

architecture is presented section 2. In section 3, cluster 

network model is discussed. Section 4 presents the proposed 

protocols. Section 5 shows simulation results. Section 6 

represents the conclusion of paper. 
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2. NETWORK ARCHITECTURE 

 
Fig 2: Network architecture 

 

Consider a WSN consist of a fixed BS and several sensor 

nodes which are interconnectd wirelessly. Each sensor node 

has same functionalities and capabilities. network is initiated 

by deploying the number of nodes randomly on a 

geographical area. To reduce power consumption of each 

node and to increase the lifetime of the network we 

proposing a cluster network model. here we grouping nodes 

into a cluster. After formation of clusters one node is 

selected as cluster head (CH) in each cluster. And other 
nodes are leaf nodes. Leaf  nodes sense the data, process the 

data and transmit to the CH. before transmission of data, leaf  

node apply encryption method on data by which it convert 

plain text of data into the cipher text. for encryption and 

decryption method key is pre distributed to all sensor nodes 

by the BS. The CH aggregates all the data from leaf nodes 

and check the authenticity of data. If the data is valid then 

CH transmit these data to BS. Otherwise it rejects that data 

and inform the leaf node to retransmit that data. 

 

3. CLUSTER NETWORK MODEL 

Clustering is a technique by which the sensor nodes are 

grouped into clusters [5]. In each cluster there is one cluster 
head (CH) i.e. the leader of the cluster. Each sensor node 

sense the data, process it and transmit this data to the CH. 

Then CH aggregates the data from sensor nodes which lies 

in its cluster and transmit this data to the base station (BS). 

BS is a master node in the network which has unlimited 

power.BS acts as a gateway between sensor nodes and 

user.BS transmit that data to the user through internet or 

satellite. Cluster network model is shown in figure 3. 

 
Fig 3: Cluster network model 

 
In this paper, we are using K-medoid clustering algorithm 

for the formation of clusters. K-medoid algorithm is an 

adaptation of K-means algorithm. K-medoid protocol 

chooses that sensor node as a cluster head (CH) which lies 

almost centre of the cluster. Where as in K-means [7] 

protocol cluster head (CH) can be anywhere. K-medoid 

protocols are better than the K-means protocol. K-medoid is 

more robust to the attackers than K-Means. Therefore 

performance of K-medoid in clustering is better than K-

means. K-medoid protocol is more efficient for large WSN 

[8].K-medoid protocol is better than LEACH [9], HEED 
[10] and K-means protocol. 

 

3.1 Algorithm of K-medoid 

K-medoid protocol calculates the distance matrix of each 

sensor node in WSN. In distance matrix, it stores distance 

between each sensor node and other nodes that lies in the 

network. K-medoid randomly chooses K cluster heads from 

the network. then it adds each sensor nodes to the nearest 

cluster head based on the minimum distance. It forms K 

clusters by looking distance matrix. After formation of 

clusters, it re-elect cluster head (CH) ,which lies almost 

centroid of the cluster. By having centroid node as a CH 

sensor nodes can have better communication and lower 
packet delay. 

 

Algorithm of K-medoid : 

1. Choose K initial cluster heads randomly. 

2. Adds each sensor nodes to the initial cluster            heads 

based on minimum distance. 

3. Formation of K clusters in the network. 

4. Re-election of central cluster heads in the clusters. 

 

4. PROPOSED PROTOCOLS 

To provide authentication to the transmitted data two secure 

and efficient data transmission protocols are proposed called 

Identity-based digital signature (SET-IBS) and  Identity-
based online and offline digital signature (SET-IBOOS). 

These two protocols uses ID-based cryptography in which 

identification of the node (ID) is used as their public key and 

private key can be generated without auxiliary data 

transmission. Therefore, the secure protocol is efficient in 

communication. These two protocols are applied on cluster 
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based wireless sensor network (CWSN) for the better 

performance of the network. IBS protocol is proposed to 

transmit the data securely in the wireless network and to 

make the network robust against the attackers like passive 

attacks, active attacks and compromised nodes. The IBOOS 

scheme has been proposed to minimize the computational 
overhead and storage costs of signature processing. 

Generation of offline signature in IBOOS is more faster. The 

main objective of these protocols is to secure and efficient 

data transmission between leaf node and CH and between 

CH and base station (BS). The existing system uses 

symmetric key management,which leads to orphan node 

problem. This can be solved by using proposed protocols. 

 

4.1 IBS Scheme 

IBS is based on IBS scheme. It has four phases like setup at 

the BS, key extraction,  signature signing and verification. 

1. Setup at the BS: The BS generates master key (msk) and 

public parameters (param) and broadcast these to all sensor 
nodes in the network. 

2. Key extraction: Sensor nodes generates private key by 

using ID of the node and master key (msk) transmitted by 

the base station. 

3. Signing of signature: Signature (sign) is created by using 

a time-stamp (t), signing key (𝜃) and message (M). 

4. Verification of the data receiving nodes: Verification is 

done at the receiving nodes by using the digital signature 

(sign), ID of the node and message (M). the receiving node 

accepts the message (M) if sign is legal, otherwise rejects 

the message (M). 
 

Workflow of SET-IBS Protocol 

SET-IBS is based on ID-based cryptography in which 

identification of the node (ID) is used as their public key and 

private key can be generated without auxiliary data 

transmission. It creates digital signature [11] and attach this 

digital signature to the sensed encrypted data. This process 

is done at the sending node. At receiver, node uses public 

key to decrypt the transmitted message. Then node test the 

validity of the digital signature of received message. If the 

digital signature is valid it accepts the message and transmit 

to base station (BS). If the digital signature is invalid, it 

shows that the transmitted message is altered or modified. 
Then it reject that message and inform sending node to 

retransmit that message again. 

 

 
Fig 4: Workflow of SET-IBS protocol 

 

4.2 IBOOS Scheme 

An IBOOS scheme has five phases. IBOOS scheme is 

similar to IBS scheme. In IBOOS scheme signature is 

generated in two phases. Those are  online signature and 

offline signature. The IBOOS scheme has five phases those 

are: 

1. Setup at the BS: The BS generates master key (msk) and 
public parameters (param) similar to IBS scheme. 

2. Key extraction: Sensor nodes generates private key by 

using ID of the node and master key (msk) transmitted by 

the base station. 

3. Offline signing: Offline signing (offline sign) is done at 

the receiver node by using given parameters and time stamp 

(t).The cluster head transmit offline sign to leaf node. 

4. Online signing: Online signature (online sign) is 

generated at sending node by using private key, offline sign 

and message (M). 

5. Verification: Verification is done at the receiving nodes 

by using the digital signature (sign), ID of the node and 
message (M). the receiving node accepts the message (M) if 

sign is legal, otherwise rejects the message (M). 

 

Workflow of SET-IBOOS Protocol 

SET-IBOOS is proposed to minimize the computational 

overhead and to improve the performance of the network. 

Working of IBOOS is similar to IBS protocol. In IBOOS 

protocol to reduce computational overhead, signature 

signing is divided into two phases. i.e. online and offline. 

Offline signing is done at the receiver before message has 

been known. Advantage offline sign is it can be performed 

easily. By using this offline sign online signature is 

generated at sender node. Online sign is computed after 
message is known. This process is much faster than the IBS 

protocol. Workflow of IBOOS protocol is shown in fig 4. 

 

 
Fig 5: Workflow of IBOOS protocol 

 

5. SIMULATION RESULT 

MATLAB software is used for simulation. Performance of 

proposed protocols is measured in terms of network lifetime, 

energy consumption. Average end to end delay increases as 

no. of nodes increases, then overhead increases as shown in 

figure 6. By using proposed protocols IBS and IBOOS, 

sensor nodes consume less energy as compared to existing 

protocols as shown in figure 7. Figure 8 shows probability 
of success v/s no .of nodes. In this figure probability of 

success of proposed protocols is compared with existing 

protocols. As shown in figure performance of proposed 

protocol is better than existing protocol. 
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Fig 6: Average end to end delay v/s No of nodes 

 

 
Fig 7: Energy consumption v/s No. of nodes 

 

 
Fig 8: Probability of success v/s No. of nodes 

 

6. CONCLUSION 

In this paper, we discussed about security issues of wireless 

sensor network. To increase network lifetime and to reduce 

the power consumption of nodes, clustering of nodes is 

formed. K-medoid protocol used for clustering is more 

robust against attackers and efficient for large WSNs. SET-

IBS and SET-IBOOS protocols are proposed to provide 
security and to provide authentication to the data. These 

protocols solve orphan node problem and have better 

performance in the network. IBOOS protocol minimizes the 

overhead that occurs in IBS protocol. 
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