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Abstract

Cloud computing provides much-known services for storing user data over cloud server and it provides attention towards a broad
set of technologies, rules and controls deployed to provide security for applications and data. As the more and more firm uses the
cloud, security in cloud environment is becoming very important issue. It is much needed that companies should work with
partners doing best practices of cloud security and which facilitate transparency for their solutions. Number of security solutions
today depends on the authentication for security but it did not provide solution for the privacy problems while sharing data in the
cloud environment. Data access request from the user itself may expose users’ private data no matter his request approved or not.
So this becomes very important in sharing data in the cloud environment. In this paper we proposed a system which provides
attention towards the above mentioned problem. In proposed system we used the concept of data anonymity for sending data
access request to data owner and also provide the data auditing facility to detect fraud in the integrity of users shared data.
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1. INTRODUCTION

Cloud computing offers mixing of data servers and web
services in distributed computing fashion. Important firms
like Amazon, Google, Microsoft, Yahoo, Salseforce and
others provides cloud services to users. At the primary stage
the architecture of cloud based services provided by amazon
and after this different new models and variations has been
proposed for cloud architecture. Many techniques available
today for data storage over a cloud server so that client can
be assured in terms of CIA triad, i.e confidentiality, integrity
and availability of data on cloud servers. Confidentiality
means that data is protected from the unauthorized entities.
It can be ensure by different cryptographic techniques.
Availability means the user can use his own data stored over
cloud storage everywhere and anytime. Integrity means that
actual data cannot be change by any unauthorized entities.
Cloud computing technology can increase availability with
the use of internet enabled access, but in this case user is
restricted to timely and strong and healthy provision of
resources. Availability is affected by the architecture of a
cloud and capacity of cloud to store data of cloud provider.
Fig-1 [1] shows the cloud computing environment which
consists of three elements. First one is the cloud user who
has the vast amount of data to be stored over cloud storage,
second one is the cloud storage which is maintain by the
cloud service provider which is able to facilitate storage
services and has large storage space and computation
resources and the last one is the Trusted Third Party (TPP)
who has expertise and has the abilities that cloud user
doesn’t has. It is trusted to calculate cloud storage service
reliability on behalf of user over user’s request.
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Fig -1: Cloud Storage Environment

Users store their data remotely over cloud and take
advantages of pull based high quality applications and
services from a shared pool of configured computing
resources using cloud storage, without any load of local data
maintenance and storage. The other advantage of using a
cloud services is that user can easily share their data with
other cloud users for getting more and more profits. So data
sharing in the cloud computing environment is an important
functionality. Though data sharing is important in cloud
computing environment, it also creates some security and
privacy problems in cloud computing for sharing data.
User’s access request for data can itself reveal users privacy
without considering whether he get the permission for
accessing data. Also user storing data over cloud storage has
no longer possession of data physically; it makes data
integrity protection a hard task. So there is a necessity to
develop a system which should protect user privacy and data
integrity. Also it should be able to detect the fraud made to
the shared data over a cloud server. So by considering the
need of sharing data in cloud computing environment we
have designed a system which address the above discussed
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security problems related to user’s privacy and data
integrity, our system protect user privacy by sending
anonymous request when user requests other user’s data for
sharing over cloud storage. To share data with users proxy
re-encryption is applied by cloud server. Attribute based
encryption is provided so that user can only controls its own
data fields. System also checks user data for its correctness
by acting as a third party auditor (TPA). So our system
provides a secure solution for sharing data over cloud
storage.

2. RELATED WORK

A shared authority based privacy preserving protocol [1]
which enables shared access authority to cloud users by
using anonymous access request matching mechanism.
Attribute based access control is used which enables user to
access only its own data fields. Proxy re-encryption scheme
is used by cloud server to facilitate data sharing between
multiple users.

A secure cloud storage system which supports a public
auditing with privacy preservation is proposed in [2]. Third
Party Auditor (TPA) is available to verify user’s private data
for its integrity. TPA also be able to do audits for more than
one users at same time and efficiently. Homomorphic linear
authentication scheme (HLA) and Message authentication
scheme (MAC) are used to verify data integrity.

An anonymous ID assignment based data sharing algorithm
(AIDA) scheme for multiparty oriented cloud and
distributed computing systems is proposed in [3]. In this
scheme secure sum data mining methods are used to develop
an integer data sharing algorithm. It also uses a variable and
unbounded number of iterations for anonymous assignment.
It works on Sturm’s theorem and Newton’s identities for
data mining methods. Algorithm scalability is improved by
using distributed solutions of some polynomials over finite
fields. To detect statistics of the necessary number of
iterations Markov chain representations are used.

A MONA (Multi-owner Data Sharing Secure Scheme) for
dynamic groups in the cloud applications is proposed in [4].
With the use of MONA, user can share his data securely
with other users via untrusted cloud and also supports to
dynamic group interactions. In this data sharing scheme, a
new user who granted access is able to decrypt data files
without pre-contacting with data owner. A user revocation is
performed with the use of revocation list. Secret keys of the
other remaining users are not updated in revocation list in
the process of revocation of one user. Any user in the group
can uses cloud resources anonymously. This is decided by
applying access control. Only group manager is able to
reveal true identity of user for dispute arbitration. In this
scheme encryption computation cost and overhead of
storage is not related to the amount of users.

A distributed storage integrity auditing mechanism scheme
to improve secure and dependable storage services in cloud
computing [5]. To accomplish this, the Homomorphic token
and distributed erasure coded data is introduced. The

scheme allows users to make audit of the cloud storage. For
this the communication and computation cost is kept low.
The auditing results ensures the correctness of cloud storage.
It also supports to dynamic outsourced data operations. It is
shown that the scheme can recover quickly against
malicious data modification attacks, server colliding attacks
and Byzantine failure, to enhance the weakness of
symmetric key cryptosystem in public clouds.

A broadcast group key management (BGKM) is proposed in
[6] and it shows that, user do not need realize public key
cryptography, and can dynamically generate the symmetric
key in the process of decryption. According to this, attribute
based access control scheme is developed so it can achieve
that user is able to decrypt the data iff its attribute of identity
match the content provider’s policies. Fine grained
algorithm applies Access Control Vector (ACV) to assign
secrets to users depend on the identity attributes and allow
users to derive symmetric keys based on their secrets and
other public information. An advantage of BKGS is that
when there is need for adding or revoking users and
updating access control policy.

In above mentioned works, different security related
problems are addressed that can affect data sharing in cloud.
However users access request related privacy and data
integrity issues are not given simultaneously. So here we
have integrated these issues together and designed a system
which can preserve user’s privacy at the time of sharing data
over cloud and also considering problems related to user’s
data integrity.

3. PROBLEM STATEMENT

The aim is to design a system which gets shared access
authority by anonymous access request by considering the
user security and privacy issues and realizes that user is able
to only access its own data fields, share its data among
multiple users by using proxy re-encryption. To verify data
integrity auditing functionality technique is applied.

4. PROPOSED SYSTEM
4.1 System Model

The architecture of proposed system for storing data over
cloud as shown in Fig-2. It consists of ‘n” number of users, a
cloud server or cloud storage (CS) and cloud storage system
which acts as middleware between cloud server and cloud
user. Users are able to perform operations such as login to
system, upload data to cloud server by using Cloud Storage
System, Send request for accessing other user’s data by
using cloud storage system etc. Cloud server (CS) stores
user data in to a cloud storage it has. Main part of the
architecture is cloud storage system. It performs the
functions for user such as maintain the users database,
authenticate the user, uploading user data to cloud server,
anonymous access request matching for sharing the data,
check the user data for its integrity etc.
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Fig -1: System Architecture

4.2 Threat Model

There is no any trust relationship between cloud server and
users. Cloud server is semi-honest and curious and is
considered as entity that follows strict protocol procedure.
Cloud server may attempt to access users private data. It
shows that cloud server is under the supervision of its cloud
provider, and may have interest in users’ private data. Other
users also have interest in each other’s data fields so they
can also try to learn their data.

4.3 Design Goals

For effective utilization our system should achieve
following security measures as follows,

e Anonymity: It guarantees that user get shared access
authority of other users data without revealing the
identity.

e  Attribute based access control: It ensures that each
user can only get access to its own data fields.

e  Proxy re-encryption: It ensures that multiple user can
share data among themselves.

e  Data auditing: it ensures that system checks user data
for its correctness without retrieving the whole copy
of the data and without the additional burden on the
cloud server.

4.4 Algorithms

We have used traditional cryptographic algorithm for

encryption and decryption of user data before

uploading/downloading to a cloud server. In addition to this
we have used following algorithms

e  K-Anonymity: K-Anonymity algorithm is the

algorithms used for partially hide the user data. In

our system we are using this algorithm for hiding

user’s personal information when he sends the data
access request to other users so the user privacy is
protected in getting shares access authority.

In addition to this we have used MDS5 algorithm for
generating signatures for files which are stored over cloud
server. We also used Pseudo Random Number Generation
algorithm for generating random keys for encryption. SOAP
protocol is used to make connection to cloud.

5. PERFORMANCE ANALYSIS

We implemented our system by using C#.net technique and
visual studio 2010 on windows system with intel core i3
processor. We have evaluated following results for the
developed system.
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Chart -1: Number of frauds detected and number of frauds
expected

Above chart-1 shows that the number of frauds detected and
number of frauds expected in the system. System check for
the fraud when user downloads the file from cloud server.
System then performs the integrity check and detects fraud.

6. CONCLUSION

In this paper, we have described a cloud storage system
which encourages users to share their data securely over
cloud server without revealing their privacy. A system also
checks the user data store on to the cloud serer and preserve
user’s data integrity. Overall our system preserves user
privacy and data integrity of user data while sharing data in
a cloud environment and facilitate a secure way for sharing
data on the cloud server. So our system ensures that user’s
privacy and data integrity will be preserve. Our system will
be applicable where there is use of cloud computing.
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