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Abstract 
Mobile adhoc networks are emerging as the most predominant wireless networking, where nodes communicate with each other on 

adhoc basis. MANETS are self configuring system of mobile nodes and they do not have any centralized resource or any static 

infrastructure. The most important challenge to be met while designing an efficient and reliable mobile adhoc network is quality 

of service and security. Adhoc networks have constrained power supply and dynamic topology and hence quality of service and 

security of the network may be affected. Since adhoc networks carry highly sensitive information in case of defense and military 
applications, it must be designed in a way to restrict any unauthorized access to the data. Any attack in routing may interrupt, 

disorder or destroy the overall communication and the entire network may be disabled. Thus, security  plays an important role for 

working of the whole network. Adhoc networks must satisfy quality of service requirement. Assuring high quality of service in ad 

hoc networks is more difficult than in most other type of networks, because the network topology changes and network state 

information is generally inaccurate. This requires considerable collaboration between the nodes to establish the route and to 

provide the QoS. In this paper, CEDAR routing with group signature technique is introduced to satisfy the demand of security and 

quality of service. CEDAR is a core extraction distributed adhoc routing algorithm for mobile adhoc networks environment. 

CEDAR is a robust routing method and it provides highly efficient quality of service. CEDAR works on basis of link state 

bandwidth. It routes the data from one node to another node satisfying the required bandwidth. Group Signatures are used to 

provide authentication, integration and non repudiation requirements. Signature based CEDAR is used to make sure that 

communication is secure and information exchanged is correct while maintaining high Qos. 
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1. INTRODUCTION 

Nowadays mobile adhoc networks are used in all major 

areas. In most of the applications like defense and military, 

mobile adhoc networks are used to carry highly sensitive 

information. This information should be accessed only by 

the authorized users. Measures have to be taken to prevent 

and monitor unauthorized access to the information, misuse, 
modification, or denial of any of the mobile adhoc network 

resources. At any instance, there is threat to manet from 

attackers. An attacker may be outside the network or inside 

the network. Many security threats impose problems in 

Manets. The focus of this paper is on providing quality of 

service routing in mobile ad hoc networks with extensive 

security. Many techniques have been developed to provide 

security to the Manets.  Since adhoc networks are mobile 

and changes the topology, an adversary intrusion create 

serious problem. In the proposed system privacy is provided 

to the mobile adhoc networks as well as the quality of 
service is maintained. In this framework, we are using 

CEDAR routing protocol to achieve quality of service. 

 

The main steps of CEDAR routing algorithm are 1) to 

establish core node for each cluster of nodes 2) store and 

maintain table of link bandwidth increase and decrease 

waves. 3) Route computation using local information that 

satisfies bandwidth requirement. 

 

Group signatures are used to provide privacy to the mobile 

adhoc networks Group signatures can be taken as traditional 

public key signatures with additional privacy features. In a 

group signature method, the members of the dynamic group 

can sign a message using a group signature. A correct group 
signature can be confirmed by using a constant-length group 

public key. A correct group signature indicates that the 

message is signed by an authenticated group member. 

Suppose if there are two valid group signatures, it is difficult 

to decide whether they are created by the members of same 

or different group. In case if any dispute appear over a group 

signature, Group Manager – can “open” a group signature 

and recognize the actual signer. Group signature is used to 

provide authenticity to the message sent from sender to the 

receiver.  It is used to provide data integrity and non 

repudiation and prevent the information from getting lost. 
These are the main security goals in a Manet to be achieved. 

 

1.1 Threats and Attacks 

The attacks that can be performed on mobile adhoc 

networks may be passive or active attack. 

 

A passive attack is an attack in which a network is 

observed and sometimes scanned to find open ports for 

making the network vulnerable. The motive is to get the 

information about the target and data is not altered on the 

target. 
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Active attack is an attack where attacker tries to modify or 

change the data or information that is being exchanged 

between the nodes of the network. 

 

The different threats and attacks to a network that can be 

imposed by an intruder are 

1. Wormhole 

An intruder transfer the messages collected at one part 

of the network over a very low bandwidth link to a 

different part of the network. 

2. Black hole 

In this type of attack an intruder node introduce wrong 

route replies to the route requests it receives showing 

itself as giving the shortest path to a destination. These 

incorrect replies can falsify to divert traffic of the 

network through the malicious node for eavesdropping, 

3. Spoofing 
In a spoofing attack an intruder party pretend to be a 

device or user on a network in order to initiate attacks 

on network hosts, copy the data, spread malware or 

avoid access controls. There are many different types 

of spoofing attacks that malicious parties can use to 

acheive this. 

4. Denial of Service attack 

In a denial-of-service (DoS) attack, an intruder tries to 

prevent authorized users from accessing the 

information exchanged or services of the network. 

5. Missing Data 

An intruder may interrupt and data may get lost 

6. Wrong Data 

An intruder can send over the wrong data on the 

network. 

 

1.2 Network Assumptions 

1. The nodes of the network do not have public identity. 

The identity of a node is private between all other 

nodes and authentication authority 

2. Nodes have ability to perform basic public key 

operations 

3. Each group or cluster of nodes has a core node called 

as dominator 

4. Dominator maintains all information of bandwidth of 
links of its cluster 

5. All the nodes of the network communicate on same 

shared wireless channel 

6. The communication between source and destination is 

done using one time secret key 

 

1.3 CEDAR Framework 

Core Extraction Distributed Adhoc routing algorithm is a 

strong and adaptive QoS routing algorithm. It focuses on 

providing quality of service in adhoc networks. The key 

components of cedar are: (a) establishing and maintaining 

self configuring routing infrastructure for route computation 

b) the propagation of the link-state of high-bandwidth and 
stable links in the core through increase/decrease waves, c) a 

QoS route computation algorithm that is executed at the core 

nodes using only locally available state. CEDAR is on 

demand routing algorithm. 

A node is selected as core node for each cluster of nodes. 

The node selected is called the dominator of the cluster or 

group. Each core node maintains the local state information 

of the nodes of its domain, and also computes the route for 

all the nodes. Each dominator of group maintains a table of 

link state information of bandwidth of the nodes. First route 
is computed based on the locations of source and destination 

nodes using CEDAR routing algorithm. Route computation 

establishes path from dominator of source to dominator of 

destination. The core path provides direction from source to 

destination. Using this information of direction, CEDAR 

tries to find route from source to destination satisfying 

requested bandwidth. 

 

Bandwidth is the prime parameter of quality of service. The 

purpose of this algorithm is to find a short route that satisfies 

the bandwidth requirement for the routing of information. 
 

The nodes corresponding to each link are responsible for 

monitoring available bandwidth and for notifying the 

dominators about increase and decrease waves. 

 

 
Fig -1: Example CEDAR based MANET nodes 

 

1.4 Group Signature 

Group signature is a technique used to provide Authenticity, 

Integrity and Non –repudiation. In a group of nodes any 

node that exists in the path of communication can check the 

message using group signature. A group signature can be 

confirmed to be correct by all the nodes present in the group 

having a constant length group public key. The nodes of the 

network can examine the group signature and authenticate 

the data. Using group signatures security is provided to the 
adhoc networks that carry sensitive data. 

 

A group signature is a form of digital signature that can be 

used to authenticate the identity of the sender of a message 

and to verify that the original data of the message or 

document that has been sent is unaltered. 

 

The properties of a group signature scheme is a) only 

members of the group can sign the message b) the receiver 

can verify that it is a valid group signature. 

 

The method of group signature requires a pair of keys. 
Private Key is used only by the signer to sign the message 

and it should be kept secret by the entire network. Second is 

the public key which is used by the receiver of the message. 
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The sender of a message uses a signing key (Private Key) to 

sign the message and send the message and its digital 

signature to a recipient. 

 

The receiver uses a verification key (Public Key) to verify 

the origin of the message and that it has not been altered. 
Private Key – It is used for signing a message. 

Public Key – It is used to authenticate a message. 

 

There are three measures to be followed for using group 

signature scheme. 

1) Key Generation: it is used to form the private and 

public key 

2) Signature generation In this step the key is 

generated for encrypting the message to be 

exchanged 

3) Signature verification After receiving the message, 
it is authenticated by using the public key 

 

Group signature scheme framework consists of the group 

manager and its group members. Each group member holds 

a membership certificate given by the group manager. 

Private key is generated and issued to the group members. 

Any verifier can examine the validity of issued group 

signature using the group public key. The group signature 

thus proves that the object signing belongs to the group. 

Group signatures have extensive security features than any 

ordinary digital signature method. Moreover, only the group 

members are able to use group signatures. 
 

2. PROPOSED SYSTEM 

In this system, group signature scheme is applied to CEDAR 

routing algorithm to make the routing secure while 

achieving quality of service. Each and every cluster of nodes 

has a core node called as dominator. The data is transferred 

from dominator of source to dominator of destination. The 

dominator of cluster computes the route depending on the 

available link bandwidths maintained by the core node. 

Group signature is applied to the messages exchanged 

between the core nodes of the cluster of the Manet. The data 

is encrypted by the source node using the private key and is 

forwarded to dominator of source. The link satisfying the 
required bandwidth is chosen to forward the message from 

source to destination. The dominator node examines the link 

state available bandwidth table and check whether path is 

available or not and forward the message along the core path 

if available. The receiver upon receiving the message checks 

for the authenticity of the message. The message is 

decrypted using the public key by the receiver. If link is not 

available at the instance of time, it is sent back to the source 

node. Every link in the path signs the message with group 

signature. If any dispute arises group manager resolves. 

 
Using group signature, we are providing authenticity, 

integrity and non repudiation to the network. 

 

Here is the procedure of how the message is passed from 

source dominator to destination dominator using group 

signatures. First, sender node (source) initiates the 

communication by passing the message to its dominator 

node. The message is signed by the source node using the 

private key. Source dominator checks the link state 

information for available bandwidth and computes the route. 

The message is then forwarded from dominator of source to 

dominator of destination. Destination dominator forwards 

the message along the path. The receiver node collects the 
data/message from the destination dominator and verifies 

the message by public key. If any error occurs, group 

manager resolves. 

 

 
Fig -2: Communication in CEDAR 

 

In the figure given above, suppose C1 and C2 are two 

clusters of the network. Nds is the dominator source node of 
cluster C1. Ndd is the dominator destination node of cluster 

C2. Suppose N1 is the sender of the message and N5 is the 

receiver. CEDAR determines the shortest possible path with 

available bandwidth from source dominator to destination 

dominator. N1 encrypts the message using private key and 

sends the message to the source dominator Nds. Nds then 

forwards the data to destination dominator Ndd. The data is 

carried away from destination dominator Ndd to the receiver 

node N5. N5 decrypts the message at the receiving end. 

 

2.1 Secure Signature based CEDAR routing 

Signature based CEDAR algorithm finds the shortest route 

with required bandwidth to satisfy the Qos requirement and 
also it provides security to the information exchanged by 

using group signatures and encrypting and decrypting the 

data. The input to the algorithm is set of nodes with a 

dominator for each cluster of nodes, public and private key 

for the nodes of the system. 

 

Notations used in the description and analysis of the secure 

signature based CEDAR algorithm are as follows 

_______________________________________________ 

Pk   Public Key 

Sk   Private Key 
Src   Source node 

Dst   Destination node 

Doms   Dominator of source node 
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Domd   Dominator of destination node 

Ts   Timestamp of message 

Msg   Message 

Bw   Required Bandwidth 

Encrypt()   Sender encrypts the message 

                                            using private key 
Send()   senders sends the message 

Recv()   Receives the message 

Authenticate()  Verifies the message at the  

                                          receiving end using the public key 

I   Variable 

N   Any natural number 

________________________________________________ 

 

2.2 Secure Signature based CEDAR Routing 

Algorithm 

CEDAR is on demand routing algorithm which proceeds as 

follows 

_______________________________________________ 

Source initiates the communication process 
Step 1: encrypts (msg, Sk) 

Step 2: sends(src, msg, Dst ) to Doms 

For each msg send operation, I=1 to N 

Step 3: Doms upon receiving req message first checks the 

timestamp 

If(timestamp= = valid) 

Go to step 4 

else 

msg is discarded and logged as failure 

Step 4: Doms checks the bandwidth 

If(bw = = available) 

Compute the path and go to step 5 
Else 

Store msg in the queue 

Step 5: doms forward message along the path to Domd 

Step 6: recv(Dst, msg) from Domd 

Step 7: authenticate(msg, Pk) 

________________________________________________ 

 

2.3 Explanation 

Source node src initiates communication. First sender 

encrypts the message using the private key. 

 

Source node Src sends the message to Doms that is core 

node of the group. 
 

For each sent request, Doms after receiving the message first 

checks timestamp is valid or not , if invalid msg is discarded 

and logged as failure. 

 

If timestamp is valid, Doms checks for required bandwidth 

in the link state table and if available forwards msg to 

destination dominator Domd. Otherwise the message is 

stored in the queue. 

 

Destination dominator Domd forwards the message to the 
receiver along the computed path. 

 

Destination node Dst after receiving the message, 

authenticates the message by verifying it with public key. 

 

3. CONCLUSION AND FUTURE WORK 

Secure CEDAR routing algorithm gives efficient results 

satisfying the need of both quality of service and security 

requirement. It makes use of link state information of the 
nodes to obtain the required bandwidth. It is a robust routing 

algorithm. In this paper we assume that the size of mobile 

adhoc network is small to medium. As an improvement, a 

clustering algorithm may be introduced for larger networks. 

 

In a larger network, Cedar may be applied to different 

clusters hierarchically to achieve quality of service. The 

private key must be used secretly. The generation and 

verification of signature requires considerable amount of 

time. Other security technique can be applied that reduces 

the overhead of time. 
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