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Abstract
Data Hiding is one of the familiar methodologies used nowadays to authenticate and resolve the copyrights of the digital data.
This paper discusses the verilog based FPGA implementation of data hiding in grayscale image using the concept of the LSB
Matching technique. In this verilog based data hiding process the secret digital signature is hidden in the host image then

analyzed with the PSNR value and Payload capacity.
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1. INTRODCUTION

The originality of the digital data is altered during the
process of transmission and sharing over internet [1]. Hence
there exists a problem in sending the data in a imperceptible
manner [2]. Data hiding is one of the methods to hide the
secret data in the host content and transmit in an effective
manner [3]. The digital data can be an image, audio and
video etc [4,5]. The data hiding process is said to be
reversible if the original data can be reconstructed just by
reversing the algorithm. Here the host is considered as a gray
scale image and watermark as a sequence of binary data bits.
Using LSB Matching methodology the secret data bits are
hidden inside an image as secret signature.

All the data hiding algorithms till date are of software
implementation only, a few are in hardware. If the data
hiding operation is carried out by the Field Programmable
Gate Array (FPGA) Chip, the process is quite fast and area,
power and timing optimization is possible due to the
presence of custom circuitry [6-8]. The FPGA based data
hiding is a real time implementation whereas the software
based approaches are doing the data hiding in offline mode
of processing [6-8].

The proposed data hiding approach is the FPGA
implementation of LSB Matching by J.Mielikainen[9] in real
time using Verilog HDL language. Generally the data hiding
process has to be efficient if it has a high payload capacity
with good degree of imperceptibility. In this work the data
hiding process is evaluated using the values of PSNR (i.e. to
measure the Imperceptibility) and hiding capacity (i.e. no. of.
bits hidden).

2. LSB MATCHING

This Section explains the process of data hiding in a
grayscale image using the concept of LSB Matching
technique. In the normal LSB embedding method simply we

replace the LSB bits of the host content directly whereas the
LSB Matching based data embedding involves the checking
of the four conditions and finally the secret data signature is
hidden in the host content.

In this LSB matching based data hiding process the two
pixel pairs are selected for the secret data embedding and
checked for the four conditions stated in the four different
cases as below. The same process is repeated for the entire
pairs of the pixels in the host image are processed. In case of
the general LSB embedding technique the embedding is
carried out by direct pixel replacement here it is processed
by four checking process and then embedding. Hence this
methodology will preserve the host image quality when
compared to ordinary LSB embedding technique. The entire
LSB matching based data hiding process is represented
using a flow chart form in the Fig-1.
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Fig.1. Strategy of Data Hiding

In the data hiding process two pixelsp; jandp; j.qyare
selected first and the four case stated below are checked for
the digital signature hiding. Here the secret data bits are

considered as thes;ands,. Similarlyp; )andp; ;,are the
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two modified pixels after the data hiding process. The four
cases for the embedding action is given below as follows.

Case-1:  WhenLSB(p)) = s;andF(.) =s,, the pixel
pairp; andp; j.+1)does not need modification.

Case-2: WhenLSB(p;j)) = s;and F(.) #s,, the pixel
P jydoes not change, and p; 41y = P j+1) + 1.

Case-3: WhenLSB(p()) # s;andF(.) =s,, the pixel
PGy = Paj) — 1, andp; j.1) does not change.

Case-4: WhenLSB(p()) # s;andF(.) #s,, the pixel
Pj) = Paj + 1, andpg ;.1 does not change.

For all the cases consecutive pixel are taken
asp(; jandp; j+1y and the functional LSB bits of p; jare
calculated.

In the Case-1 the criteria is checked in such a way that if the
LSB bhit ofpgj)is same as the secret bits;and the
calculatedfunctional LSB bit F(.) bit using the equation -1 is
same as the secret bit S,then the
pixelsp(; jyandp(; j+1)doesn’t need any modification

F(pgj pajen) = LSB (l@] + P(i,j+1)) €3]

The Case-2 analysis holds the situation if the LSB bit
ofp( jis same as the secret bit S; and the F(.) is not equal to
S, then pixel pgjipis replaced by[pg 1) + 1]simply.
Whereas the pixel p(; ;is maintained as such.

The Case-3 is applicable to data hiding if the LSB ofp; ;)is
not equal to S; and F() is equal to S, then the
pixelp; jundergoes a modification asp(; jy = p,j) —
1 whereas thep; j.,1)is not disturbed.

For the Case-4 analysis if the LSB of py; ;is not equal to
Siand the F(.) is not equal to S, then the pixel p; is only
replaced with p; ) = pg ;) + 1.

The entire process of data hiding is explained here with an
example sample pair of pixels. Consider the pixel pairs
Do) = 49.0001) = 44 and confidential informations =
(10),as an example. When LSB (49) =1 and LSB (49) =1,
thenpy o) = 49it is substituted in Eqg. (1) to give
F(49,44)=LSB(68)=0 and F(49,44)=0. The case-1 condition
are met, and this results in modified pixels asp, o) = 49 and
péo’l) = 44. In the same way the four cases are iteratively
verified for data hiding row wise and column wise of the
image until all the pixels pairs are processed. By this LSB
matching concept with the secret bits and modification in
the pairs of the pixel the data hiding is carried out
effectively. The same can be used for the any type of
grayscale images. As compared to ordinary LSB embedding
the data hiding is happened based upon the matching

process we can able to preserve the host image quality as
such in this process.

Fig.2. Input image before Data Hiding

Fig.3. Output image after Data Hiding
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Fig.4. Image hexadecimal values
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3. RESULTS AND DISCUSSIONS

This section gives the simulation results of the LSB
matching process of data hiding using Matlab and the Xilinx
for the FPGA implementation. During the Matlab simulation
of data embedding we have taken an image size of 160 X
160 in Fig-2. The entire strategy is modeled in Matlab and
the secret signature is embedded. Here the signature is
considered as a random pattern. The input image before and
after data hiding are shown in Fig- 2 & 3 respectively. From
the Matlab simulation results it is found that the embedding
capacity for this kind of LSB matching based embedding is
of 12800bits with a high PSNR ratio of 52dB.

For the Verilog simulation of the LSB based data hiding the
image pixel intensity values are converted into hexa decimal
values as in Fig-4. Then the converted Hexa decimal values
are stored in a RAM of size as the host image size. Then the
data embedding strategy is modeled as a top level entity
using Verilog HDL. Then the same entity is simulated using
Xilinx ISE 14.3 with inputs of image hex values and secret
signature from the RAMSs. Here the secret signature is also
stored in a RAM. The simulation results for the data hiding
process are shown in the Fig-5. Finally the output images
are also stored in the output Ram as hexa decimal values.
For the reconstruction of the image the image hexa decimal
values are wrote into the text file and watermarked image is
converted using the Matlab. From the simulation of the

verilog results, a comparison has been made with Matlab
outputs and found that both are same in nature. (i.e. there is
no deviation for Matlab and FPGA simulation results).

After verifying the simulated results the top level entity is
synthesized using the Xilinx ISE 14.3 using the device
family Artix 7 family with a speed grade of -3. In the Artix
family the device XC7A100t is used with a package of
CSG324. The device utilization summary for the data
hiding strategy after the synthesis is shown in the Table-II.
The table-l shows the embedding capacity and PSNR ratio
value for the data embedding process. From the synthesis
results it is found that there is no critical path in the design.
The RTL technology level schematic is shown in the Fig-6.

The data hiding process is evaluated by the values of the
embedding capacity and how effectively the secret signature
is embedded. Here the above two metrics are evaluated by
the wvalues of embedding capacity and PSNR ratio
respectively. The embedding capacity is indicated by bits
per pixel (bpp) and the imperceptibly is given by the values
of PSNR in dB.

Table —1 Embedding capacity and PSNR Value
Embedding Capacity (bpp) PSNR (dB)
0.50 bpp 52 dB
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Fig.5. Simulation result of Data Hiding process
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Table — 2 Device utilization Summary for Data Hiding

Parameters LSB Method
Number of slice LUTSs 23

Number of fully used LUT-FF pairs 0

Number of bonded 10Bs 35

Number of BUFG / BUFGCTRLS 1

Fig.6. RTL Schematic of Data Hiding process

4. CONCLUSION [4]
In this paper a FPGA implementation of watermarking in
real time using LSB matching process is done.Our algorithm 5]

does embedding in the host image in an invisible manner.
As it is a FPGA chip it can be incorporated a watermarking
coprocessor inside a digital camera to carry out the

watermarking, in the instant of capturing the picture itself. [6]
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