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Abstract
Cloud computing is changing the way that organizations utilize IT resources with a corresponding impact on the role of
enterprise architecture. Increasingly, IT infrastructure and application services are delivered as services over the internet making
IT service management a key architectural concern. In this paper we describe our initial proposal for adapting the ITIL
framework for the management of the lifecycle of cloud-based services. Taking the cloud consumer perspective, we have re-
defined ITIL processes for the various lifecycle phases to reflect the needs of cloud service consumers.
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1. INTRODUCTION

Fast development of new technological solutions and
increasing complexity of business processes challenge the
traditional methods of delivering IT (Information
Technology) services. Organizations are looking for ways to
ensure effective support for their business objectives without
making excessive investments in IT and at the same time
minimizing the effort spent on non-core activities. Cloud
computing provides an opportunity for flexible acquisition
of IT resources in the form of services provided over the
Internet avoiding the limitations of on-premise IT solutions.
Enterprise Architecture (EA) is a comprehensive set of
principles that provides a blueprint for the design and
implementation of different architectural layers and a
systematic framework for the alignment of business and IT.
It is recognized that EA can play an important role in
decisions about cloud adoption and can help to identify and
prioritize suitable cloud computing services [1]. An
important function of modern EA is IT service management
that establishes a uniform process framework for a service-
based environment and helps to reduce operating costs and
increase efficiency of both internal and external services.
While cloud computing does not change the basic principles
of IT service management it requires a shift in the
perspective, differentiating between the requirements of
service consumers and service providers. Cloud computing
addresses key IT challenges that include low resource
utilization and high cost of IT, but in general the existing
standards and best practices that organizations use to
manage services are not well adapted for the transition to the
cloud. It can be argued that immature EA makes it difficult
for organizations to reach the expected benefits of cloud
computing.

ITIL (Information Technology Infrastructure Library) is a
widely used methodology framework for the implementation
of IT Service Management that enables planning, design,
selection, operation and continuous improvement of IT
services. Applying the principles of ITIL provides
organisations with methodology for managing IT services,

but ITIL is primarily focused on on-premise solutions where
resources are shared within a single organization and does
not fully address the requirements of cloud computing [2].

We propose that both cloud and on-premise IT services can
be mapped to service life-cycle stages and that ITIL can be
adapted to incorporate cloud services. The result of ITIL
adaptation for cloud environments involves a revision the
processes defined in ITIL and application ITIL principles to
implementation and management of cloud services. This
paper presents initial results of a doctoral research project at
the University of Economics, Prague and focuses on
adapting the ITIL framework for the management of the
lifecycle of cloud-based services. This research is a part of a
larger project that includes work on categorization and
classification of cloud services and design of a cloud service
catalog based on a unified taxonomy of cloud services.

In the next section (section 2) we review related literature,
and then in section 3 we discuss the adaptation of ITIL life-
cycle phases to support the management of cloud services.
The final section (section 4) gives our conclusions and
directions for further work.

2. RELATED WORK

Cloud computing is a model that facilitates the provision of
shared, scalable and flexible IT resources across the Internet.
These resources are typically shared among a large number
of users and are available on-demand, in a highly scalable
and configurable manner. Cloud computing services are
provided in real time and billed according to consumption
based on the “pay-per-use” model. The benefits of cloud
computing include lower costs, improved scalability and
flexibility, but these advantages must be balanced against
potential risks associated with security and availability of
services. Cloud computing services can be categorized into
three basic models [15]:
o Infrastructure-as-a-Service (laaS) - provides a
scalable IT infrastructure on which cloud
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consumers can deploy and run software, operating
systems and applications

. Platform-as-a-Service (PaaS) - provides a scalable
application development and deployment platform
. Software-as-a-Service (SaaS) - provides scalable

software services (applications)

The specific characteristics of a particular cloud service
depend on the type of service and may relate to requirements
of availability, performance, flexibility, reliability,
scalability, interoperability, portability, architectural
compatibility and degree of integration [16].

Investigation of synergies between cloud computing and
SOA (Service Oriented Architecture), and the role of EA in
assisting organizations in the transition to cloud computing
has been an active research area recently [3], [4], [5], [19].
Authors of [6] and [7] argue that mature EA and
understanding of  organizational and  architectural
requirements simplifies the transition to the cloud. Existing
EA frameworks constitute a good starting point for
successful adoption of cloud services [8], [9], but in general
these frameworks do not fully address the requirements of
service management for the cloud environment [2]. It can be
argued that organizations that have a mature EA framework
are better prepared for the adoption of new technologies in
general, and that EA can assist in prioritizing adoption of
individual cloud services minimizing the risk and
maximizing the benefits of cloud adoption [6]. However,
existing EA frameworks such as TOGAF or Zachman need
to be adapted to provide effective support for cloud
computing [8], [9]. More specifically, cloud computing
shifts the focus from the management of on-premise
hardware and software assets to service life-cycle
management for both on-premise and cloud services [2].
ITIL [10] is a widely used methodological framework that
provides a basis for the effective delivery of IT services
[11], [12] and improves support for business objectives [13].
ITIL is focused on the development and support of IT
service management through the use of well-defined
processes, and can lead to improvement of the alignment of
business and IT, and to a more flexible and responsive EA.
However the current version of ITIL 2011 Edition lacks
processes for managing specific features of cloud services
[14]. Adaptation of the ITIL framework for cloud involves
taking into account the specific responsibilities of cloud
consumers and cloud providers.

3. ADAPTING ITIL LIFECYCLE PHASES TO
CLOUD COMPUTING

ITIL is a standardized methodology for the implementation
of IT Service Management (ITSM) that enables planning,
selection, negotiation, acquisition, contracting, execution,
operation and continuous improvement of IT services. The
aim of ITSM is to achieve continuous service improvement
(i.e. improvements in agility, cost reduction, etc.) and this
may involve replacing existing services with services
delivered by external (cloud) providers. ITSM can be used
to understand how IT services deliver value for the end-user

organization, identifying all costs associated with service
delivery, and managing the transition to the cloud mitigating
the risk of cloud adoption.

ITSM processes represent corresponding phases in the ITIL
Service Lifecycle. Their scope is subject to interpretation
according to specific business requirements. ITIL processes
can differ based on the profile of the organization and this
can affect their prioritization. Importantly, in the context of
cloud services, ITIL processes can be interpreted from two
different perspectives: 1) from the perspective of service
provider, and 2) from the perspective of service consumer.
In traditional, on-premise environments, both service
provider and service consumer are typically part of the same
organization and ITIL processes do not differentiate
between these roles.

As the first step, the most relevant processes need to be
analyzed and customized for the cloud environment taking
the service consumer perspective. This involves the
following considerations for the individual ITIL phases:

. Service Strategy phase: the strategic importance of
cloud services, their value to the business, related
risks, costs and benefits are identified.

. Service Design phase: ITIL processes are relevant
during negotiations with service providers ensuring
that the IT infrastructure is secure and highly
available and has sufficient capacity to handle the
service consumer requirements.

. Service Transition phase: ITIL processes help to
ensure a successful transition to the cloud
environment, providing guidelines for the
deployment cloud services.

. Service Operation phase: ITIL processes define
division of responsibilities between the service
consumer and service provider for the management
of incidents, coordinating responses to events and
ensuring that agreed service levels are maintained.

. Continual Service Improvement phase: involves
service monitoring for compliance with SLAs
(Service Level Agreements) and continuous
improvement of service features and functionality.
This may involve replacing services by more
suitable cloud services as these become available.

Taking the cloud service consumer perspective, we have
identified relevant ITIL processes and listed these processes
according to ITIL Service Lifecycle phase. The following
sections describe the ITIL Service Lifecycle phases: Service
Strategy, Service Design, Service Transition, Service
Operation and Continual Service Improvement in the
context of cloud services.

3.1 Service Strategy

Cloud computing does not change the strategic objectives of
the organization, but it provides new opportunities for
achieving these objectives. Transition to the cloud is an
enterprise-level endeavour requiring a holistic approach to
strategic, tactical and implementation planning that includes
the assessment of the readiness of the organization for cloud
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adoption. Good strategy can be transformational adding
value to the organization and enhancing its business agility
[17]. It must take into account existing assets and
complement these assets with the new assets that can be
quickly implemented to increase business agility. Any
strategic activity must be fully supported at the top
management level and take into consideration competitive
pressures that can influence cloud adoption decisions [1].
Strategic planning makes use of the existing EA for the
assessment of business impact and value, criticality,
usability and technical and architectural suitability, security
and risk assessment, organizational readiness and legal and
compliance issues. The outcome of this evaluation
determines priority areas for migrating to the cloud that are
expected to deliver high value, minimize risk, and in
general, maximize the benefits of cloud adoption.

The strategy phase involves a review of the service
portfolio. Portfolio of services includes both internal and
external services and provides a description of the features
of information of services. Strategy phase should ensure that
all services are aligned to the defined strategy and business
objectives, and provide value to the organization. Service
portfolio management is closely related to financial
management and it is the main source for obtaining financial
information to compare service cost of different providers.
The nature of provisioning of cloud services requires
changes in the way IT services are charged for, and how the
costs of services are distributed, and involves the
identification of costs and benefits associated with migrating
IT systems to the cloud. Cost-benefit analysis enables the
comparison of the value of cloud computing services to the
value of on-premise IT [18]. The cost-benefit analysis
should include considerations of the appropriate ratio of on-
premise and cloud computing services. A more
differentiated framework for the comparison of cloud
computing solutions with the traditional on-premise model
involves estimates of the Total Cost of Ownership (TCO).
Result of this comparison is an absolute cost advantage over
the entire useful life of the IT solution. To fully compare the
economic impact of cloud computing solutions with on-
premise alternatives, qualitative aspects need to be also
considered, as quantifiable factors represent only part of
considerations. This includes the evaluation of indirect
monetary measurable and intangible benefit contributions of
cloud computing, and considerations of profitability and
efficiency. Profitability and efficiency improvements with
potential reduction in TCO arise from the transition from the
on-premise model characterized by Capital Expenditure
(CapEx) in software, hardware and infrastructure to the
“pay-per-use” cloud model that involves primarily
Operational Expenses (OpEx). Other widely accepted
methods include Net Present Value calculation and the
payback method [20].

Demand Management requires interaction between service
consumer and provider. Provider needs to make the required
capacity for demand-oriented services available to meet the
needs of consumers. Consumers need to have good
understanding of the functional and non-functional

characteristics of the services, including seasonal demand
variations and associated pricing models, to allow
comparison of the services offered by different cloud
providers and identification of the services that meet their
requirements. Special consideration should be given to
mission-critical services as such services have a high
demand on availability, and their outages can have direct
impact on business continuity. Implementation of demand
management ensures the identification of suitable services,
and may also identify opportunities for cost savings. ITIL
Service Strategy processes adapted to cloud computing are
listed in Table 1 below.

Table 1 ITIL Service Strategy processes adapted to cloud
computing

ITIL Process Cloud consumer perspective
Strategy Define cloud adoption strategy
Generation Identify areas and processes suitable

for transition to the cloud

Service Portfolio | Identify available cloud services
Management describing their cost model, and
service attributes and capabilities

Financial Provide information about cloud

Management pricing models and conduct costs and
benefits analysis
Quantification of the value of services
Budgeting

Demand Identify the optimum level of IT

Management resources,

Identify elasticity requirements to
support key business processes

Organizational
Development

Develop a proposal for cloud service
implementation strategy

Define relevant roles and
responsibilities

3.2 Service Design

Service Design phase includes service management
processes and tools needed to manage key processes to
ensure continual improvement of performance, security,
business continuity, and the management of business
relationships. Information about services that are already in
the productions and planned services must be stored in the
Service Catalog in order to document services and identify
opportunities for service optimization. Service catalog
contains detailed documentation about services and
associated  business  processes, service integration
requirements, and tools needed to support service operation.
Information about alternative services and providers should
be also maintained in the service catalog.

Another important aspect of service design involves Service
Level Management. Service Level Management can
facilitate improvements of existing services as well as the
implementation of new or changed business requirements.
Establishing Service Level Agreements (SLAs) with cloud
provider helps to communicate the expectation and avoid
misalignment between business needs and a corresponding
technical solution. SLA should give a clear understanding of
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the expected level of service and the associated costs, and
define the responsibilities of both the provider and the
consumer. SLA should identify specific and measurable
indicators (metrics) that can be used for evaluation of the
service. Service Level Management defines the interface
between cloud service provider and consumer in the form of
a contractual agreement. Service provider should assume
responsibility for the availability, confidentiality, integrity
and reliability of services as defined by the SLA, and has the
obligation to proactively identify security risks and
availability problems. The consumer should monitor
performance of services to ensure conformance with the
corresponding SLAs and take action in the case of any
departure from the SLA. Consumers should have the right
to conduct audits to determine whether the agreed security
levels have been achieved. The rules regulating user access
to data must be clearly defined. The process of Supplier
Management aims to ensure that provider complies with the
relevant SLAs. ITIL Service Design processes adapted to
cloud computing are listed in Table 2 below.

Table 2: ITIL Service Design processes adapted to cloud

computing
ITIL Process Cloud consumer perspective
Service Define functional and non-functional
Catalogue characteristics of internal and external
Management (cloud) services and their relationshipsto
underlying IT capabilities
Service  Level | Specify agreed SLAs and related metrics
Management Implement contractual arrangements
Availability Conduct risk assessment and develop
Management procedures to ensure availability of
services
IT Service | Ensure business continuity by defining
Continuity disaster recovery procedures
Management Identify alternative cloud providers
Information Develop security policies and procedures
Security to ensure confidentiality, availability and
Management integrity of cloud data
Supplier Evaluate cloud service providers and
Management manage the relationship with service
providers

3.3 Service Transition

Process of Transition Planning and Support provides
planning and scheduling the necessary capacity and
resources in order to deploy services into operation. It
includes testing and evaluation to ensure the integrity of all
identified user assets and assessment of readiness of the
internal and external services. Cloud computing
environments are highly dynamic, often requiring rapid
provisioning of scalable services. However, standard
methods and procedures for change management must be
documented and followed to minimize business risks, and
all changes in the type and volume of services must be
recorded and documented. Each change request must be
approved and its impact on related assets must be evaluated.
Service consumers and providers should agree on the
allocation of responsibilities to manage service changes. The

Evaluation process provides the information needed to
assess whether a new service or service change can be
validated and approved for deployment.

Process Knowledge Management is essential for
maintaining a successful relationship between the service
consumer and service provider and for sharing information
and data between them. Data ownership should be clarified
and all data generated by the service consumer should
remain the property of the consumer, allowing the consumer
to change providers when the need arises, maintaining the
confidentiality and integrity of data. ITIL Service Design
processes adapted to cloud computing are listed in Table 3
below.

Table 3. ITIL Service Transition processes adapted to cloud
computing

ITIL Process Cloud consumer perspective
Transition Plan and coordinate the transition
Planning  and | to cloud environment
Support
Change Ensure that all service changes are
Management evaluated, approved, implemented

and reviewed in a controlled
manner
Evaluation Develop evaluation procedures to

ensure that services are consistent
with business requirements
Knowledge Provide reliable and accurate
Management information needed for decision
making to the responsible persons

3.4 Service Operation

Cloud computing services as any other IT services must be
continuously monitored to ensure compliance with the
corresponding SLAs. The metrics obtained in this phase
may trigger service re-design or replacement requests and
activate relevant Service Design and Service Transition
processes. An important part of the Service Operation phase
is the creation and management of the Service Desk. Service
Desk supports rapid problem identification and resolution
ensuring continuity of operations. The Event Management
process monitors all events that occur during the operation
of services. The purpose of this process is to detect
deviations from the expected service functionality and to
escalate events in a pre-defined way. The service provider
must ensure an appropriate level of monitoring for all
services and maintain agreed level of availability as
specified in the SLA. Consumer should monitor delivered
services and report occurrences of events that indicate
deviations from the desired service functionality. Both
provider and consumer must have a common view of all
events and understanding of the level of criticality of the
events and escalation strategy that leads to rapid problem
resolution.

To ensure secure operation only users with the relevant
access privileges should be able to activate services that
implement business processes that they are responsible for.
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Access Management of cloud services should remain the
responsibility of service consumers and is typically
implement using provider Access Management system.
Service consumer should regularly audit access permissions
to ensure their correctness. ITIL Service Operation
processes adapted to cloud computing are listed in Table 4
below.

Table 4: ITIL Service Operation processes adapted to cloud

computing
ITIL Process Cloud consumer perspective
Event Monitor service events and trigger the
Management required actions escalating to cloud

service provider, if required

Access Ensure that only authorized users are
Management allowed access to services

3.5 Continual Service Improvement

Comprehensive documentation of business requirements and
IT capabilities of the organization is essential for the
identification of opportunities for improvement of services.
Collecting service metrics and other information about the
operation of services helps to increase efficiency and
identify opportunities for service optimization. Service
consumers use metrics to verify compliance with the
requirements as specified during the service design stage
and documented by the SLA. Service Monitoring provides a
real-time view about the level of utilization, performance
and status of the service as well as information about
developing trends. The function of Service Reporting is to
provide information about service performance and to
enable the evaluation of the overall effectiveness of the
service. If required, this information should be
communicated to the service provider to initiate corrective
measures. ITIL Continual Service Improvement processes
adapted to cloud computing are listed in Table 5 below.

Table 5. ITIL Continual Service Improvement processes
adapted to cloud computing

ITIL Process Cloud consumer perspective
Service Develop suitable metrics that enable
Monitoring proactive problem resolution
Service Provide a mechanism to ensure that
Reporting service functionality is consistent with

the SLA

4. CONCLUSION

Cloud computing is changing the way that organizations
utilize IT resources and impacts on the role of enterprise
architecture, putting the emphasis on IT service
management. ITIL is a widely used methodology for the
implementation of IT Service Management that enables
planning, design, selection, operation and continuous
improvement of IT services. Applying the principles of ITIL
provides organisations with methodology for managing IT
services, but ITIL is primarily focused on on-premise
solutions where resources are shared within a single
organization. In this paper we have described our initial
proposal for adapting the ITIL framework for the

management of the lifecycle of cloud-based services. Taking
the consumer perspective, we have redefined ITIL processes
for the various lifecycle phases to reflect the needs of cloud
service consumers. We have proposed that both cloud and
on-premise IT services can be mapped to ITIL service life-
cycle stages and that ITIL can be adapted to incorporate
cloud services. The result of ITIL adaptation for cloud
environments involves a revision of ITIL processes and the
application of ITIL principles to implementation and
management of cloud services. Our future efforts will focus
on a more detail definition of the service interfaces between
cloud consumers and cloud providers and on developing
comprehensive specifications for processes for the various
lifecycle phases.
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