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Abstract

Innovation is doing new things, which leads to change. With the growth in information technology, the world has revolutionized.
It has actually changed the way of communication, of doing business, of transacting and even of thinking. The impact of
information technology especially internet is visible everywhere in almost all domains like hospitality, education, banking, etc.
Banking sector has diversely grown. It has been offering various services to the customers. In this paper we will see how much
banks and the customers are comfortable using the Internet banking, what kind of services are being offered by various banks,
why people were and are rigid, hesitant and reluctant to accept e-banking, what factors and initiative banks should take to bring
customers towards e-banking.

This paper presents a systematic review of more than 60 research papers which will start from the basic benefits for adopting
internet banking, to the issues involved in the same specifically related to the security. To make a decision on the usage of internet
banking the most imperative aspect is security. There are various security threats and there are multiple researches going on for
providing a better security measure.

Rational of the review- Discrete geographical locations are considered to comprehend the consumers’ behaviour for adopting e-
banking. To scrutinize factors which affect customer adoption of online banking system and how this issue can be resolved? The
objectives of my study are as follow:

e  Explore the Online Banking Sector and the Security Issues faced by them.

e  Analyze the Impact of Security on the End Users.

e Anticipate the Security threats, which can hamper the information.

Review methodology- Literature has been taken from IEEE, ScienceDirect, Emerald Fulltext, Springer, ACM, and various other
journals. The search engines Google Scholar and Scopus were also used to ensure coverage of publications in other databases.
Conference papers, masters theses, textbooks have also been incorporated. The following criteria were used to search these
sources and select the papers:
e  The keywords Internet banking, adoption, security, security threats, security measures, online transaction and acceptance
were used to search the titles and abstracts of the papers
e  Only openly accessible studies were taken due to permission restrictions from the publishers.

To comprehend the role of internet in banking sector a conceptual approach is used 66 articles were selected for classification. It
has been categorized into 3 categories Adoption (26), Security threats (16) and security solutions (24).

Findings- To enhance adoption rates a framework is proposed to establish a strategy. It also analyzes the customer’s

viewpoint towards security. To observe various reasons for actually opting for internet banking

Research limitations/implications- Research design is exploratory in nature hence; the results of the study are not

very conclusive.

Keywords—Internet banking, e-frauds, adoption, acceptance, security, security threats, security measures and online

transaction

Paper Type- Conceptual Paper
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1. INTRODUCTION

The way the organizations do the business, manage the tasks
& cater the customers has got revolutionized with the
technology enhancements. The banking sector occupies a
pivotal position in the global economy [17]. Now, we are
witnessing rapid development in banking industries to enable
electronic payment through Internet as an example [27].
Online banking appeals very well to the young, the more
educated and affluent segments as well. The banks have the
following advantages: saving the cost, acquire new customer,
geographically reach-out, Improved Image, Consumer
acceptance of internet banking, convenience, enable mass
customization, Marketing and communication, Enable
innovation, Development of non-core business [17]. E-
banking means providing the banking services electronically
instead of the banks’ branches. New channels in delivering
banking services such as ATM, telephone banking have made
banking services more convenient. The newest mode for
retail banking is online. Online banking connects the bank &
its customers over the internet. Thus bringing all the services
offered by the banks at the customers’ locations, may it the
home computer, the office workstation of the mobile phone
or tablet phone. Without going to the bank, then user can use
most of the retail banking services- such as balance reporting
& transactions of funds.

To study information security in e-banking, this paper is
classified into 3 sections.
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Fig. 1 Classification of paper

Year Wise Bifurcation of the papers

Fig. 2 Year Wise Bifurcation of the papers

2. ADOPTION

Papers on adoption behaviour of the customers from varied
geographical location has been reviewed. The objective
behind including this set of paper was to read and identify the
areas where different countries are giving more importance,
how much they have excel, what services they are offering to
their customers online, how is the customer behaviour, banks
and customers are facing some issues in accepting the new
concept of ebanking. We have reviewed many papers in
context to the adoption behaviour and issues in accepting the
online banking in various countries like Europe, Irag, China,
UK, Malaysia, Australia, US etc.

No. of papers

Africa
4%

East Asia
52%

Fig. 3 Region wise distribution of Adoption papers

Refere
nce

1 12 UK net banking systems were chosen. | 17

They were analysed on various aspects
like speed, content, design, navigation
interactivity, and security features to
satisfy the need of the customer. User
satisfaction depends on Web site features.
2 | 8 banks of Kuwait were studied. The | 7
review was done with the perspective of
senior IT managers & potential customers
to find the online banking issues. Around
50 percent of the banks have systems
under development & rest offer
operational online banking services.

# | Objective & Findings
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Internet security has been observed to be
a big challenge to online banking.

In a survey, 845 cases were taken across
the Internet to understand behaviour of
users’ for e-banking. In this study, author
has mentioned trust on the bank is also an
impact factor. The analysis is done using
structural equation modelling.

15

customers are rigid in using internet
banking. The main factors as per the
priorities are: perceptions about risk; the
need; lacking knowledge; inertia;
inaccessibility; human touch; pricing and
IT fatigue.

The study was an attempt to understand
the difference in behaviour of people who
were using internet banking they were
called adopters and the others were called
non adopters. The results suggest that
customers were positive about the usage
of internet banking whether they were
adopters or non adopters. However
adopters were more innovative as
compared to non adopters also adopters
found service to be more convenient and
less complex.

41

10

As per the research done on Malaysian
banks importance to banking needs,
compatibility, complexity, and trial ability
these four factors strongly influences the
adoption behaviour. Whereas, risk have a
negative impact on the adoption pattern.
Research also highlighted the customer
attitude and the usability, user friendliness
and features of banking site makes it more
acceptable.

38

To improve Internet-based e-banking
systems in Taiwan a research was
conducted on a sample of 123 users. A
theoretical framework, the extended
technology acceptance model is used. It
gave a critical individual difference
variable, computer self-efficacy, It shown
to have significant impact on the
willingness to use the e-banking.
Perceived credibility about security and
privacy affects intention by users to adopt
the Internet-based transaction systems.

58

11

The study is primarily focusing on the
benefits and challenges faced by banks to
adopt the products and services and on the
perception of customers towards services
offered by the banks.

57

12

This paper highlights the factors affecting
the adoption of internet banking by a
sparsely populated small island.

25

Based on a random sample of, a
descriptive study was conducted to
understand adoption of Internet banking
among sophisticated consumers.
Professionals, geo-locations, attitude, &
behaviour of e-banking users and non-
users were examined.

50

13

The study was carried on 88 banks from
1997-2005, highlights the adoption
behaviour and factors affecting Indian
banks to use Internet. Specially the
relationship between the bank’s adoption
decision and various bank and market
characteristics. To study the relationship
Logistic regression technique is used.

45

14

Based on previous research a model has
been proposed based on Theory of
Planned Behaviour (TPB). The study was
performed with the intention to find the
acceptance of electronic banking in well-
developed financial city.

33

The study was done on Hong Kong bank
customers’. It aimed to focus on
psychological beliefs about the positive
attributes possessed by four major
banking channels, i.e. branch banking,
ATM, telephone banking, and internet
banking.

64

15

The author has compared a developed
country, the UK, and a developing
country, Turkey regarding their internet
banking services.

20

The paper is based on Thailand
consumers, to identify encouraging
factors for e-banking. The study on 600
people revealed “Features of the web site”
and “Perceived usefulness”, to be highly

motivating factors. The significant
moderating factors are gender,
educational  level, income, internet
experience and  internet  banking

experience, but not age.

12

16

The study was conceded from three
angles: (i) the current adoption rate of
Internet Banking; (ii) the influences of
perceived usefulness, perceived ease of
use, perceived risk and personal
innovativeness in information technology
and (iii) the potential impacts on the
strategic activity of banking organizations
operating in the Hong Kong market.

22

A survey was conducted on 127
customers to increase the adoption rates
for e-banking in Singapore. Eight factors
were identified which explained why

42

17

Customer experience a different ,kind of
resistances of e-banking. This paper drafts
information regarding this domain. A
typology of consumer resistance to
innovations is proposed and four
resistance  segments, namely Non-
Resistors, Functional Resistors,
Psychological ~ Resistors and  Dual
Resistors are identified.

59

Volume: 03 Special Issue: 14 | Nov-2014 | SMART-2014, Available @ http://www.ijret.org

71



IJRET: International Journal of Research in Engineering and Technology

elSSN: 2319-1163 | pISSN: 2321-7308

18 | This paper is based in Iran and finds | 1
barriers/ drivers of e-banking
19 | To deal with information security policy a | 27
support  Analytic Hierarchy Process
(AHP) for decision makers has been
proposed here.

20 | A developing country China is chosen, | 53
the Chinese domestic banks which are
actively engaged in e-banking. Based on
technology-organizational-environmental

3. SECURITY THREATS

Security Threats were one of the compulsory choices to be
read as the final outcome of adoption of information security
has shown the rigidness in opting for online banking because
of the security threats. Therefore, it was essential to go
through the paper which could tell the various threats to
banks and customers. We have sub classified the security
threat into Phishing and hacking.

framework a research framework is # | Objective & Findings Reference
developed. 27 | A framework to identify security | 23
21 | The instances of e-fraud and its impact | 16 requirements so  that online
are of Jamaica and the United Kingdom. transactions are secured. Employed
The legislator’s response to the pertaining a qualitative approach, talked about
crime. The increasing problem in light of security issues from customers &
the global credit crisis or ‘credit crunch' banks view, different views of
since 2007 is also depicted in the paper. consumer trust is shown in a tabular
22 | The e-commerce products face lot of | 47 format. To portray the security, case
challenges despite of many benefits. The study was used.
paper has shown services banking by 28 | Authentication threats like offline | 4
commercial banks in Kenya. credential-stealing  attacks  and
23 | This paper focuses on Tunisian bank | 63 online  channel-breaking  attacks.
customers to find the factors affecting Two proposed solutions Short-term
adoption. A base model, technology based on hardware token which
acceptance model (TAM) and theory of generate password and Certificate-
planned behaviour (TPB) is used, which based solution using PKI (RSA).
employs privacy, security, support of 29 | Book is categorically divided into | 24
government and technology. Structural five parts. Focusing on Internet &
equation modeling is employed to E-Commerce. Security Threats &
examine the inter-correlations among the Payment System is one of the most
proposed constructs. important topics. Emphasis is given
24 | The study is conducted in Iran. Tthe paper | 13 on Ecommerce, e-learning, issues,
indicated the security, web site look and main drivers, benefits & constraints
feel, and response time constitutes the of transacting online, security
eSg-e-Service Quality scale for e- issues, cryptography, e-wallet etc
banking. The scale is termed as E- 30 | A survey was conducted on 108 | 56
SERVQUAL. people to see how many people
25 | Relationships have been depicted between | 18 especially in which country share
performance and effort expectancy, the passwords and access internet
influence of society, risk as a strong on public platforms. Findings were
predictor of intention.  Behaviour of Married and de facto couples,
usage can be identified by the real remote communities’ people and
intention to use. disable people share the passwords
26 | A four dimensional model is defined on | 26 and majority of the people
the following parameters (1) openness specifically  the  developing
toward advanced technology as an countries citizens’ access Internet
individual ~personality dimension, (2) publicly. _
website usability, (3) Security and (4) 31 | The paper discuses how to win | 65
Green concern. customer trust by understanding the
social & cultural elements, Gap
The overall observation on the adoption behaviour of the between PKI, challenges & social-
banks as well as the users has been established reading cultural, W3 trust  profiling
through the discrete papers. The managers of the associated framework.
organizations, that is the banks need to ensure that the 32 | An experiment was conducted on 50 | 21
systems installed are technically sound on the security factor. customers in  a  controlled
The risk of falling prey to the online hackers and face any environment to find customer view
security breach is a highest concern amongst the end users. about usability, security in two
factor (2-factor) and its potential
conflict in the provision of
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authentication solutions , Push-
Button  Token, Card-Activated
Token, Chip and PIN Secured
Token

33

Different mode of communication,
Attacks on Electronic Banking
Services, Authentication Methods &
Mechanisms, Trusted devices and
the objectives of a trusted device

43

34

The paper revolves around the
security of internet. Ventures,
Concerns, issues, Attacks, Software
based solutions (Digital Signature,
Secure  Electronic  Transaction,
Pretty Good Privacy, and Kerberos),
Hardware based solutions
(Smartcard System, MeChip)

66

35

The paper proposed a concept the
mutual  authentication  process,
which can make the financial
system highly immune to phishing,
pharming attacks, and to identity
theft & man-in-the-middle attacks.
Security also is to be implemented
against a compromised client
environment.

11

36

A very small group was studied for
the anti-Phishing knowledge
retention for users. Two groups of
six participant each were judged on
ability to retain the training given
and actual practice. The approach of
sending anti-Phishing tips by email
was compared with a proposed
novel anti- phishing approach. 3
ratios Correct Decision Rate (CDR),
False Positive Rate (FPR), False
Negative Rate (FNR) were given.

37.

Theoretical paper discussed the
basics of E-banking, benefits,
issues, challenges and factors
responsible for e-banking
development. It also  covers
Authentication methods

34

38

The paper depicts the concept of
phishing and the counter effects of it
to the customer as it reveals the
personal information to the phisher
as they commit frauds. The authors
have given a proposed solution,
which banks can use to protect their
customers which is not very time
consuming and expensive.

39

This is an experimental paper used
to detect and predict the phishing
website. The experiment was
conducted on two publicly available
sites  "phishtank”  from  the
phishtank.com and Anti Phishing
Working Group (APWG) which

maintains a Phishing Archive". To
detect a phishing website the result
shows the two important criteria's
(URL & Domain Identity) and
(Security & Encryption). They also
talked about some less significant
criteria’s like Page Style, content
and Social Human Factor.

40

Focusing on the security of Online
Banking from hackers. Cyber
criminals, 4 scenarios of security
breach, Various Trojans like the
malicious Zeus and URLzone bank
malware Trojans, how Zeus works,
Cardinal rules of Information
security

40

41

Paper talks about the role of security
& usability, Benefits & objectives,
Research  methods for usable
security in EU. It also depicts the
communication and relationship
between security and usability in e-
banking.

19

42

Author has cited many live
examples depicting the security
breach because of the use of
passwords. How security can be
breached, how data is being sold to
third party, Has explained it with
varied examples, How to Survive
the Password Apocalypse. The two
factor authentication by Google.

32

43

The study highlights about phishing,
its countermeasures, how the hacker
actually targets the weakest link that
ought to be an innocent customer.
The findings also show the anti-
phishing techniques available today
that are significant for deployments
over the internet can be divided into
8 categories.

55

Security Threats papers were taken into consideration for
observing the threats encountered by banks and customers
online. There are many security threats like viruses, hackers,
crackers, phishing, pharming, etc. Various anti-virus, anti-
phishing solutions are proposed. The latest technique of OTP
(One Time Password), 2D authentication has also been
covered nicely

4. SECURITY SOLUTION

Security Solution papers are again divided into 2 subsections
(Biometrics and online transaction). This set of papers is
most relevant and significant to our theme information
security in e-banking. We are focusing on securing the
information so that the transaction should be completed
without any risk of security breach.
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Obijective & Findings

Reference

44

The technologies for electronic
payments are now deeply
understood, and various
companies are giving solutions
into the market-place, which is
currently dominated by card based
schemes. The basic concern for
users is to key in their credentials
online, which is now subsiding.

39

53

In this paper, a new algorithm
BREA (Byte - Rotation
Encryption Algorithm is
presented. The BREA algorithm is
a Symmetric Key Block Cipher
Algorithm with a block size and
Key matrix size of 16 bytes.
Mono alphabetic substitution and
Byte-Rotation technique is used.

51

45

Various Cryptography techniques
used since its inception till 2009

36

54

The paper proposed an approach
for securing Android sytem
through Biometric Mechanism.

31

46

Paper deals with various biometric
technologies along with a model
for b-banking based on TAM
model of Davis. Paper focuses on
way of enhancing adoption for
ebanking.

49

55

The author has proved
mathematically how different
RSA algorithms are vulnerable to
hardware fault attacks. The new
secure way is proposed for RSA
using CRT.

48

47

The use of internet & further
sharing on images across as
turned very common activity on
internet. The paper is focused on
providing security to images using
encryption technique.

54

48

The paper talks about a firewall
which filters out the attack
packets from the packets sent by
legitimate users before they reach
the victim. By this, they are
combining both Victim Based and
Router Based approaches against
IP spoofing.

35

56

In this paper the author has
presented varied schemes for
distributing and managing key in
mobile ad hoc. And the
advantages and disadvantages of
each method are being discussed.
It also highlights the varied
approaches being used for
certificate generation, discovering
and authentication of public keys.

37

49

Security Threats with many live
examples, benefits of biometrics,
three  factor  authentication,
methods offered by e-banking to
provide security

50

Author has defined an algorithm
which allows the user to choose
the depth of security according to
which it goes into multiple levels
of encryption.

28

57

The author has given detailed
description of Information
security using cryptography and
various algorithms. The proposed
algorithm has the better speed
compared  with  the  other
encryption algorithms taken for
research. Nevertheless, the
proposed algorithm has increased
the security by inserting the
symmetric layer.

61

51

Advancement in biometrics & its
use in security

52

52

This paper depicts multi-level
management and the  risk
mitigation approach on a trusted
device to authenticate
transactions. Relevant attack like
(social, physical, software) and
solution properties
(Reasonableness,  convenience,
Mobility, Integration, cost
administration), two real world
implementations with regards to
convenience and mobility while
maintaining the highest level of
security

60

58

The paper proposes an altogether
new way of digital signature
unlike traditional digital signature
which uses the concept of RSA. In
this multiple users are asked to
sign to prevent denial action
which makes it more secure and
strong to authenticate.

59

Two factor authentication
biometric key is used. In this
biometric key is generated from
two biometric features. Each
biometric feature will generate its
own key. These two keys are
combined with certain algorithm
to give biometric key. In this
paper, an algorithm is proposed
with which the biometric keys can
be processed to  generate
cryptographic key for suitable
encryption procedures.

46
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60

Symmetric Cryptography
algorithm is proposed

44

61

The author has tried to design a
new encryption algorithm using
ASCII values.

62

The author has showcased an
approach to hide data or secure
data on networks using LSB and
stegnography. An Encoder and
Decoder have been implemented
using MATLAB which takes in an
image as a cover, the secret
message is sent along with it after
encryption using a key.

14

63

This paper depicts the
implementation of Google
application cloud on 1JCT
Foundation. IJCT Foundation has

10

These days various researches are going on securing the
online transactions. Banks are also focused and are taking
special initiatives to secure the data. Let me explain it with an
example. ICICI bank website earlier used to have only login
and password as security. Later they added the concept of
generating OTP (One Time Password) for better security and
now they have even upgraded the security by asking the grid
of the credit/ debit card. As we can see the banks are putting
efforts to build and retain customers’ satisfaction and
confidence towards the banking security.

Although so much have been done when it comes to security
solution like firewall, SSL, HTTPS, many algorithms but still
we are striving for the best security measure which can
assure the banker and the customer about the security.
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