IJRET: International Journal of Research in Engineering and Technology eISSN: 2319-1163 | pISSN: 2321-7308

FLIO: FAILURE LINKS INTO OPTIMISTIC USING DIFFIE HELLMEN
KEY ALGORITHM

J. Antony Daniel Rex*

M. Phil., Research scholar, PG and Research Department of Computer Science, Government Arts College
(Autonomous), Salem (Tamil Nadu), India

Abstract
In Mobile ad-hoc network (MANET) a node may transfer the data to the destination with the help of the cooperative node. A
change in network topology may degrade the path of current data transfer, and then it causes the link failure. In this kind of
routing, security and key organization are important and complex problem. This research work tries to give a solution for link
failure by using Distributed Time Sequence Routing protocol (DTSR), the DTSR is used to locate the correct relay node and sink

node for data transmission.

Keywords: DSDV, Key Agreement, Link Failure, MANET, etc...

1. INTRODUCTION

In mobile ad-hoc network, there is no need of any
infrastructure network, Node can be move anywhere. So that
MANET can be defined as an independent mobile node that
communicates over wireless links  without any
infrastructure. Here every node at as a router it can transfer
the data to source to distention Router only fixes how to
forward packets to node. There are various routing protocols
are been used to MANET .if the path node have stable link
then the data will reach the distention, at the time of sending
data if the node topology has been change, then link failure
will accrue in MANET. The communication of each node
has to known each other then only the failure will not
accrue, for the intend they need key agreement for each
node, it also give the vulnerable to the node and secure to
the packets.

2. KEY AGREEMENT

In the proposed system Distributed Time Sequence Routing
protocol (DTSR) is used to send the data efficiently and
quickly on the network. DTSR protocol is used to transfer
the data without any modification. Availability parameters
are connectivity and functionality in the network
organization layer. Loss is the fraction of packets lost in
transit from sender to target during a specific time interval,
expressed in percentages. The Proposed system aim is to
improve the network throughput, Network delivery ratio,
and availability and data loss. Consequently, the Diffie-
Hellman algorithm is used with a form of authentication
which uses the certificates to ensure that symmetric keys are
established between nodes. The steering metrics are
evaluated in dissimilar literatures to indicate the significance
and measuring purpose of frequent routing protocols. A
cryptographic key exchange method was developed by
Whitfield Diffie and Martin Hellman in 1976. This method
is called as “Diffie-Hellman-Merkle” method. Key
distribution is an important aspect of conventional algorithm

and the entire safety is dependent on the distribution of key
using secured channel

Key exchange algorithm is:

Stepl: GLOBAL PUBLIC ELEMENTS
Select any prime no.: ’q’ Calculate the Primitive
root of g:’a’ such that a<q.

Step2: ASYMMETRIC KEY GENERATION BY USER
GA’
Select a Random number as private key X where
Xa<g. calculate the public key

YA where Yo =a* o mod q.

Step3: KEY GENERATION BY USER ‘B’
Choose an arbitrary number as the private key X g
where Xg< ¢ Calculate the public Key Y gz where
Ys =a*zmodq.

Stepd:  Exchange the values of public key between A and
B
Stepb: SYMMETRIC KEY (K) GENERATION BY
USER 'A’
KZYBXA mod g.

Step 6: SYMMETRIC KEY (K) GENERATION BY USER
B

K=Y*s mod q.
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3. EXPERIMENTAL RESULT
3.1 Packet Delivery Ratio

Packet Delivery Ratio (PDR) is shown figure 1 and it has
been calculated by dividing the number of packets received
by the destination through the number of packets originated
by the source.

PDR = Total number of data delivered
Total numbers of sending data
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Fig 1: Proposed System

4. CONCLUSIONS

Most of the Link failure will be occurs in MANET by
topology change, here this work Present the key distribution
scheme, based on intrusion detection method for using a
data transmission from source to destination on the network.
It based high level security and more energy efficient data
transmission on their network. Transfer the data form source
to destinations within the node coverage area using Diffe
Hellman key algorithm. In this algorithm is used to avoid
the link failure and it also provide the secure to the packet
transfer.

This work has used efficient Symmetric cryptographic
primitives, called key authentication protocol with shared
secret keys between communicating nodes on the ad-hoc
network. It prevents Denial-of-Service attacks and
modification of hop count attacks by malicious node.

In future, work may be conducted to improve the
performance metrics of packet delivery ratio and control
overhead of Secured DSDV by using efficient multi-hop
route cache techniques.
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