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Abstract 
Mobile Ad hoc Networks (MANETs) is a continuously self-configuring, infrastructure-less network of mobile devices connected 

without wires and also it is an open network environment where nodes can join and leave the network freely. Hence, the dynamic 

natures of MANETs is not secure than the wired networks. To overcome this issue, the Cluster-based Certificate Revocation with 

Vindication Capability (CCRVC) scheme is proposed. In the meanwhile nodes forms a cluster consists of a Cluster Head with 

some Cluster Members (CMs) situated within the transmission range of their cluster Head. Each node should have to acquire 

valid certificates from the Certification Authority (CA) before it can join the network that is responsible for distribution and 

management of certificates to all nodes and also CA is responsible for updating two lists, Warning list and Black list. Both the 

lists are used to hold the accusing and accused nodes information, respectively. Experimental results show that the proposed 

CCRVC scheme is effective and efficient to provide efficient and secure communication. 
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1. INTRODUCTION 

Certificate Management is the widely used mechanism in 

MANET'S. Since in a public key infrastructure [12] it helps 

in delivering trust and to protect applications and network 

services. A complete security solution of certificate 

management has three components such as prevention, 

detection, and revocation. Many research efforts took place 

in some areas such as certificate verification, certificate 

distribution [14], attack detection [2], [6] and certificate 

revocation [1]. In order to secure network communications, 

Certification is essential. 

 

Using the digital signature of the issuer, the public key is 

encrypted into an attribute. It is used to guarantee that a 

public key belongs to an individual and also in mobile 

Adhoc networks it helps to prevent tampering and forging. 

Many research efforts are made to weaken malicious attacks 

on the network. For enlisting and removing the certificates 

of nodes, certificate revocation plays a major task which has 

been detected to launch attacks on the neighborhood. This 

all will happen when attacks are identified. Certificate 

Revocation helps in removing misbehaving nodes from the 

network and gets blocked from all its activities suddenly. 

Certificate revocation’s basic security problem is aimed at 

providing secure communications in MANETs. 

To elevate the performance of MANET, Cluster-based 

Certificate Revocation with the scheme of Vindication 

Capability (CCRVC) is proposed. Topology is constructed 

as clusters. Some of the nodes joined to form a cluster 

consist of nodes within the transmission range and each 

cluster contains Cluster Head (CH) and Cluster Member 

(CM). To join the network each node should have a valid 

certificate. Certification Authority (CA) issues the valid 

certificates. Nodes are arranged as clusters that ensures 

preloading of certificate which is responsible for issuing and 

maintaining certificates of all nodes which can communicate 

with each other without any constraints. For holding the 

information of accusing and accused nodes, CA updates two 

lists such as Warned list and Black lists. 

 

Through votes, a malicious attacker’s certificate get revokes 

from valid neighboring nodes using Voting-based 

mechanism. Neighboring nodes issues certificates for new 

joining nodes. The certificate of an attacker is revoked, 

based on votes from its neighbor’s nodes. 
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Fig-1: Cluster-Based Architecture 

 

Without a valid certificate nodes cannot communicate with 

each other and that node gets isolated from network 

activities using certificate revocation. A main challenge is 

threshold determination. Nodes that are launching attacks 

cannot be revoked if it exceeds the network degree and can 

successively communicate with other nodes. 

 

False accusations which are malicious are not addressed by 

URSA from nodes is a critical issue. The scheme which 

allows all nodes that are connected in the network to vote 

together is proposed by Arboit et al. [1]. The primary 

difference from URSA is that nodes vote with different 

weights but URSA has no Certification Authority present in 

the network instead of that each node plays a role of 

monitoring the behavior of its neighbors. Here node’s 

weight is calculated in terms of dependability and 

truthfulness of the node that can be the number of 

accusations against other nodes and itself from others. The 

acquired weight is increased because of its reliability. The 

accuracy of certificate revocation is enhanced, when the 

weighted sum from voters against the node exceeds a 

predefined threshold so the certificate of an accused node is 

normally revoked. Because of voting between each node, 

communications overhead used to exchange voting 

information would be high and it rises the revocation time. 

 

Non-voting-based mechanism states that a given node 

deemed as a malicious attacker will be decided by any node 

with a valid certificate. The suicidal strategy which was 

proposed Clulow et al. [4] proposed that only one accusation 

completes certificate revocation quickly. Certificates of both 

the accused node and accusing node have to be revoked 

simultaneously. Each time accusing node has to sacrifice 

itself to remove an attacker from the network. Due to its 

suicidal strategy, the application of this strategy is limited 

even though this approach reduces both the time required to 

remove a node and communications overhead. 

Simultaneously, the accuracy is reduced. 

 

Park et al. [10] proposed a cluster-based certificate 

revocation scheme, where nodes are self-organized to form 

clusters. In this scheme, a trusted certification authority 

manages the control messages, holding the accuser and 

accused node in the warning list (WL) and blacklist (BL) 

which is maintaining by certification authority. The main 

advantage of the voting-based mechanism is that the high 

accuracy in confirming the given accused node as a real 

malicious attacker or not. 

 

The main disadvantages of non-voting-based method are 

slow decision process to satisfy the condition of certificate 

revocation and also it sustains heavy communications 

overhead to exchange the accusation information for each 

other. 

 

Cluster-based Certificate Revocation with Vindication 

Capability (CCRVC) scheme is proposed [10], [8]. In this, 

clustering plays a major role, where the cluster head is to 

detecting the falsely accused nodes within its cluster and 

regaining their certificates to solve the issue of false 

accusation. 

 

CCRVC achieves immediate revocation and lowering 

overhead as compared to the voting-based scheme and when 

compared to the non-voting-based scheme improves the 

reliability and accuracy. 

 

2. THE PROBLEM 

It is difficult to identify the attackers through wireless Ad 

hoc network since it is a self configured network. Various 

revocation techniques are used for enhancing network 

security. 

 

Two types of mechanisms used for certificate revocation are 

Voting based mechanism and non-voting mechanism. 

 

2.1 Voting based Mechanism 

In URSA, each node provides a vote to its neighbor node 

within the cluster. Here each node performs one-hop 

monitoring with its neighbor nodes and monitoring 

information is exchanged with its neighboring nodes. A 

predefined number is maintained as a threshold for getting 

negative votes by each node. When the threshold value by 

exceeds the number of negative votes for a node, the 

certificate of accused node gets revoked. Then, the node can 

get isolated from the network activities. However, the 

accused node would be communicating with other nodes in 

network when threshold value is assigned larger. The risk 

factor is that false accusation from malicious node is not 

addressed. 

 

Arboit et al. [15] proposed that voting varies with the 

weights. The weight of a node is calculated based on the 

reliability and trustworthiness which can be derived from its 

past behaviors. 

 

When the weighted sum from voters against the node 

exceeds a predefined threshold, the certificate can be 
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revoked. The certificate revocation accuracy can be 

enhanced and communication overhead would be high when 

all nodes are participated in each voting. 

 

2.2 Non-voting based Mechanism 

Due to the suicidal strategy, Certificate revocation can be 

completed by only one accusation that is simultaneously 

both the accused node and accusing node certificates will be 

revoked. 

 

In the non-voting based mechanism, the time required 

removing an accused node and communications overhead of 

the certificate revocation procedure can be reduced but the 

accuracy will be low. 

 

3. CONTRIBUTION 

Cluster-based Certificate Revocation with Vindication 

Capability (CCRVC) scheme is proposed. In this, the falsely 

accused nodes within its cluster are detected using the 

cluster head and using certification authority recovering 

their certificates to solve the issue of false accusation. 

CCRVC scheme compared to the voting-based scheme to 

achieve prompt revocation and lowering overhead and also 

CCRVC scheme compared to the non-voting-based scheme 

to improve the reliability and accuracy. Cluster-based 

revocation scheme revokes attacker nodes keep receiving 

only one accusation node from a neighboring node. 

 

The Certification authority scheme maintains two types of 

lists called warning list and blacklist to guard against 

malicious nodes from further framing other legitimate 

nodes. Moreover, false accusation can be addressed by the 

cluster head which is in the clustering architecture to revive 

the falsely revoked nodes. In this, the main focus is that 

once a malicious attacker has been identified, the certificate 

revocation procedure is done, rather than the attack 

detection mechanism itself. Within one-hop away, each 

node has the ability to detect its neighboring attack nodes. 

 

Clusters are formed with cooperation of nodes and within 

the transmission range each cluster consists of a Cluster 

Head with some Cluster Members (CMs). Before joining the 

network each nodes have to acquire valid certificates from 

the Certification Authority, which is responsible for issuing 

and maintaining certificates of all nodes, so that nodes can 

easily communicate with each other. 

 

Based on their reliability, nodes are termed as normal node, 

warned node, and revoked node 

 

Normal Node: Normal Node is a node which joins the 

network and does not launch attacks. This type of nodes has 

high reliability and also has the capacity to accuse other 

nodes and to proclaim itself as a CH or a CM. 

 

Warned Node: Warned nodes are the nodes which are in 

the warning list with low reliability They are considered 

doubtful because the warning list contains a mixture of 

legitimate nodes and a few malicious nodes. 

Revoked Node: Revoked nodes are the accused nodes that 

are listed in the blacklist with little reliability. They are 

considered as malicious attackers destitute of their 

certificates and removed from the network. 

 

4. SYSTEM DESIGN 

The system design involves the different steps involved in 

the proposed CCRVC scheme. The entire process is 

summarized in the Fig.2 which gives a clear cut idea about 

the proposed method. 

 

4.1 Process 

Each of the nodes sends an accusation packet to the 

certificate authority (CA) against attacker node when the 

neighboring nodes detect attacks from any one node. Based 

on the first received packet, the CA holds neighboring node 

in the Warning List (WL) and attacker node in the Black 

List (BL). The CA disseminates the revocation message to 

all nodes in the network after verifying the validity of 

neighboring node. To revoke attacker’s certificate each node 

update their local WL and BL only after receiving the 

revocation message. At the same time, CH determine that 

one of the node was framed by updates their WL and BL. 

Then CA receives recovery packet from some of the 

neighbor nodes to revive the falsely accused node. The CA 

removes the falsely accused node from the BL and holds 

both the falsely accused node and normal node in the WL 

only after receiving the first recovery packet and then 

disseminates the information to all the nodes. Finally the 

nodes update their WL and BL to recover the falsely 

accused node. 

 

 
 

Fig-2: System Architecture. 
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5. SYSTEM IMPLEMENTATION 

5.1 Simulation of AODV Protocol 

 
 

Fig-3: Creation of nodes and Transmission of packets using 

AODV protocol 

 

Creation of nodes and transmission of packets between 

those nodes is made by Normal Network with AODV 

protocol. The calculation of parameters such as end to end 

delay (EED), throughput (Tp), packet delivery ratio (PDR), 

energy (E) spent is done. 

 

5.2 Simulation of DoS Attack 

Implementation of DoS Attack during packet transmission 

makes the performance degradation. The parameters such as 

end to end delay (EED), throughput (Tp), packet delivery 

ratio (PDR), energy (E) spent are calculated. 

 

 
 

Fig-4: Dropping of packets 

 

5.3 Simulation of CCRVC Scheme 

Using proposed Cluster-based Certificate Revocation with 

Vindication Capability (CCRVC) scheme, transmission of 

packets between the nodes is done to avoid attack and to 

increase network performance. The Calculation of 

parameters such as end to end delay (EED) , throughput 

(Tp), packet delivery ratio (PDR), energy (E) spent is made. 

 

6. RESULT ANALYSIS 

Comparison between AODV, ATTACK and CCRVC with 

various parameters is done and output is shown using 

graphs. 

 

 
 

Fig-5: Graph Representing Variations of Delay 

 

 
 

Fig. 6 Graph Representing Variations of Energy 
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Fig-7: Graph Representing Variations of Packet Delivery 

Ratio 

 

 
 

Fig-8: Graph Representing Variations of Throughput 

 

All the above graphs show the variation of delay (D), energy 

(E), packet delivery ratio (PDR) and throughput (Tp) with 

respect to time. 

 

7. CONCLUSIONS 

A major issue is to ensure a secure communications in 

MANET, certificate revocation of attacker nodes is 

addressed. Cluster-based certificate revocation with 

vindication capability scheme has advantages of both 

voting-based and non-voting based mechanisms in which 

malicious certificate is revoked and false accusation 

problems are solved. This CCRVC scheme reduces the 

revocation time as compared to the voting-based 

mechanism. 

 

In the cluster based model falsely accused nodes are restored 

by the CH, which improves the accuracy when compared to 

the non-voting based Mechanism. The legitimate nodes are 

released and restored in a new stimulant method which also 

enhances the number of available normal nodes in the 

network for protecting the efficiency of quick revocation. 

Thus the scheme of CCRVC is more potential and coherent 

in certificate revocation of malicious attacker nodes, 

reducing revocation time, and improving the validity and 

reliability of certificate revocation. 
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