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Abstract

Cloud computing enables on-demand and convenient network access to a shared pool of resources. One of the major characteristics of
theservices in thecloud leads to an important problem in the cloud computing scenario. That is, user s data are processed on unknown
remote servers which are not under the control of service owner. Multiple users want to do business of their data or application using
cloud, but their fears of losing control over their data or application become an obstacle to the popularity of services of cloud. Data
owners must get information that their data is not misused on the cloud. To address these problems, here proposes a decentralized
framework to monitor the actual usage of the user’s data available on the cloud. The proposed framework in this work performs
automated logging and distributed auditing of relevant access performed by other entity, occurred at any time, at any cloud provider.
The service model considered in this work is software as a service. The methodology includes an object centered approach that uses
programmable capabilities of JAR to create an object that contains service owner s policies and data. When the data are accessed by
any external entity, logging mechanism is triggered automatically at that moment itself. Automatic JAR checking is also done to verify
the trustworthiness of the cloud server. Data encryption technique, policy checking and technique to prevent modification of JAR are
the important features of this framework.
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1. INTRODUCTION fects the popularity of services of cloud, as per the various re-
ports. So, research is needed to increase the accountability, au-
ditability of CSP to enhance trust in them [6]. To overcome the
above problems, here proposes a novel framework assuring
decentralized accountability in the cloud. Accountability of a
cloud consists of accepting responsibility forhandling of confi-

Cloud computing is emerging and considered as the next gener-
ation architecture for computing. It is a combination of compu-
ting resources that can be accessed with the internet. But in
cloud computing, since the data is stored anywhere across the

world, the service owner has little control over their applica- dential data for processing and otherwise using the data accord-
tions after uploading it in the cloud provider. Google, Amazon, ing to contractual and legal requirements from time it is col-

Sales force and Microsoft etc are the notable commercial and lected until when the data are deleted [1]. We need to identify
|nd|y|dual cloud computing services. Service owner of a cloud the need for accountability in the cloud [6].Consider a trust
service may not know the host systems where their data or ap- related scenario where a data owner or an application provider
pllcatlon |s_be|ng processed. T_o solve this problem, it is essen- (Fig 1) shows a typical trust-related scenario which many po-
tial to provide a good mechanism for users to track the activi- tential cloud users worried about. A customer stores some sensi-

ties. On their data in the cloud. So, service owner need to be tive information in a file within a virtual machine (VM) hosted
able to make sure that their data or applications are used based by a provider she has subscribed to. After uploading the file,

on the service level agreements that they have signed with the mechanisms for fault tolerance within the cloud will typically
cloud provider.Cloud environments have the following proper- perform back up process, and will carry out load balancing by

ties. Cloud provider can outsource the handling of data to others creating redundancies across several virtual servers and physi-
in the cloud. Also entities are free to leave and join the cloud cal servers within the domain of service provider.

according to their wish.

Hence information handling in the cloud moves through a situa-
tionthat does not exist in conventional environments. So the
approachesfor access control used in conventional environment
are not suitable for the cloud. The little confidence in providing
sensitive information to cloud computing service providers af-
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Unauthorized server

Fig.1. Asituation in cloud computing environment showing the
need of auditability and accountability in the cloud

These transactions and the creation of new duplicate files are
needed to be monitored, accounted and logged to trace the file
history and log the history of access and modifications of con-
tent, that means achieving auditability and accountability of
cloud. If an entity of the cloud provider tries to send sensitive
file/ data to a target outside the cloud as an unauthorized email
it is very essential to know what, when,where and how was
being leaked and by whom that leakage occurs.This will en-
hance the confidence of both CSP and the consumers. The
above problem statement can be solved using the proposed
framework. Automated logging and distributed auditing are the
highlights of this framework. Automatic JAR checking is also
done to verify the trustworthiness of the cloud server. Data en-
cryption technique, policy checking and technique to prevent
modification of JAR are the important features of this frame-
work. Section two describes the related work and section three
describes the problem statement. Proposed system is described
in section four. It is followed by conclusion and references.

2. RELATED WORK

Ryan K L Kop , Bu Sung Lee, Sinai Pearson[6] highlighted
accountability and auditability as an important perspective to-
wards increasing trust in cloud computing. They proposed
Cloud Accountability Life Cycle (CALC) and three abstraction
layers. Tools and approaches can be designed by the researchers
according to this life cycle. Marco Cassava Mont, Sinai Pear-
son, Pete Bram hall[2] specifically addressed two important
problems: letting users be more in control of their personal data
and making enterprises and organizations be more accountable
of their behaviors, while dealing with users’ sensitive informa-
tion.

They introduced a model based on policies that are sticky, to
associate tamper resistant privacy policies to obfuscated data,
along with trusted tracing services.Smith Sundareswaran, Anna
C. Squicciarini, Dan Lin [5] addressed the newly emerging data
privacy problems in the cloud caused by indexing. They pro-
posed a three-tier data protection framework consisting of three
protection strategies which differ according to the level of pri-
vacy required by the end users. Smitha Sundareswaran, Anna C.
Squicciarini, Dan Lin [8] proposed a framework called Cloud
Information Accountability (CIA) framework. The CIA frame-

work[8] provides end-to-end accountability in highly distri-
buted fashion. The approaches of authentication, access and
usage control are combined. Information accountability aims at
providing transparency to the data usage. Y. Chen et al [7] pre-
sented a novel software integrity verification primitive, based
on actual execution oblivious hashing computes a fingerprint of
the fragment of code.

3. PROBLEM STATEMENT

A service owner or an application provider is interested in up-
loading a software service S on the cloud, which can be ac-
cessed by a group of external users. Significantly, that service
owner does not have any physical control over the cloud ma-
chines in which his service is running, and he cannot directly
observe their status (Fig. 2).Before uploading the software, the
service owner and the cloud provider also enter into an agree-
ment A that describes how the cloud is going to handle service
S. Typically, A specifies at least that the cloud machines will
faithfully handle the software provided by the service owner. A
can also specify other constraints, such as a service level
agreement, an availability objective, or a rule that the informa-
tion provided to S should not be disclosed to another entity
without his concern. The problem is that the service owner of S
cannot ensure that S is handled by cloud provider according to
the service level agreement. There is a chance that cloud pro-
vider can gain extra revenue with S by outsourcing it. It is very
unwelcome to the service owner.

- Service A
Cloud

Provider

Consumers of
service A

A

Fig 2 A scenario in cloud computing. The service owner runs a
service on the cloud, but he has no control over the cloud ma-
chines

Accountability appears to be a promising approach to the prob-
lems mentioned above. Service owner of a cloud which is ac-
countable must be able to detect whether the cloud is function-
ing as agreed. Suppose Alice wants to do business with some
photographs using a particular cloud.

e Consumers must access the data according to their
access privileges only, different access privileges must
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be given to different customers based on the nature of
the work.

e Inany case of disputes, the corresponding service owner
can have access details of a consumer.

e The service owner wants assurance that integrity of data
is maintained.

e Requires distributed auditing facilities based on log
records, data will comprise of all types of files, integrity
of data must be maintained to avoid modifications by the
consumers.

e Need automatic checking of the trustworthiness of the
cloud provider to verify whether the cloud provider is
working as agreed.

A service owner needs to send his data and logging policies to
the cloud provider.In order to track the usage of the data, we
aim to develop novel automated logging and distributed audit-
ing techniques which satisfy the following requirements. In
order to adapt to dynamic nature of cloud, the logging should
be decentralized, automatic logging of every access to the data
and log files should be reliable and tamper proof to avoid mod-
ification by malicious parties, log records must be provided to
their data owners at equal intervals of time to make them aware
of the current usage of their application. Log records must be
retrievable by their data owners according to their needs.

4. PROPOSED SYSTEM

Here the proposed system is a framework assuring decentra-
lized accountability in the cloud. It will track the usage of own-
er’s data. This framework is developed to bring trust between
cloud provider or end user and the service owner regarding the
usage of data. This framework also enforces the proper han-
dling of the service owner’s data or application according to the
SLA. Another advantage of this framework is that, it can track
the usage of data, in future if any conflict arises then it can easi-
ly be traced down by the service owner. Wehave used the pro-
grammable capability of JAR (Java Archives) files to automati-
cally log the usage of the service owner’s data by any entity in
the cloud. Service owners will forward their application and
their policies for access control and logging together included
in JAR file, to cloud providers.An access to the JAR file will
initiate an automatic logging technique which is local to the
JAR file at that moment itself. Since policy mechanism is tra-
velling along with data it is called as strong binding. However,
this binding will be there even when duplicates of the JAR file
are made. So the service owner will have control over his data
at any location. This decentralized type of logging mechanism
is more suitable for the dynamic property of the cloud. The im-
portant feature is to log the actions that are performed on the
users’ data. In this system, we support three types of actions
such as view, download, timed access. Here we propose differ-
ent methods to record or enforce each action based on the log-
ging method. In pure log method, every access to the data will
be recorded.JAR will record the access information and the
duration of access in the case of access log method. The impor-

tant highlights of this framework are automatic JAR checking,
policy checking without java security policy, data encryption
technique and integrity checking of JAR.

4.1 Major Components and Modules
4.1.1 Service Owner Module

This module operates at the data owner. The service owner first
creates and stores a JAR file. The JAR file is given a particular
name. The JAR file creation also helps to define keywords,
which can be used by the consumer for easily searching the
programs. The JAR developed by the service owner contains
data/applications along with logging mechanism and class file
to maintain the integrity of the same. Data encryption technique
is used to protect sensitive data in the JAR. In our work, service
owner is going to do business with his photographs. An encryp-
tion algorithm is used to provide security to image files. Here
rather than appending java policy to the JAR, instant policy
checking algorithm is enclosed in the JAR. And it is responsible
for log record generation.JAR is created along with description
and executable JAR file is sent to the cloud. The structure of the
log record is given below.

UR=<ID, IP adr, Act, Start Time, End Time, App name >

4.1.2 Cloud Provider Module

The cloud service provider has the responsibility to manage and
control a cloud to provide services. Cloud service proider vali-
dates the providers and the consumers. It has the duty to add
new users .Data owners can upload their applications in the
cloud with the JAR file created for sharing with data consum-
ers. Consumers can search for the jar files .JAR file can be
downloaded by the consumers from CSP.

4.1.3 Consumer Module

The consumer is an entity that is subscribed to a particular CSP.
The CSP grants access to only authenticated entities. For this
purpose the users who want to access the services from the CSP
must have to pay a particular amount of money to the CSP. On-
ly authenticated entities are allowed to access the services from
the cloud. If the username and password is valid, then the
access is granted else the consumer is not allowed to enter into
the system. After entering the cloud, the consumer can search a
particular JAR file by providing certain keywords. If the file is
found, the consumer can download the file.

4.1.4 Auditing Module

The auditing is carried out by a trusted Third Party Auditor
(TPA).The data integrity, availability, security, reliability; au-
thentication, confidentiality etc are checked by an audit system.
Auditing is performed by a third party auditor. The audit
records are provided whenever it is needed. The audit record
contains the details of file usage such as the IP address of the
system, Date, Time and duration of use. Push mode and pull
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mode are the two distinct modes of auditing. Logs are periodi-
cally sent to the service owner in the case of push mode. But in
the case of the pull mode, the service owner can retrieve the
logs based on his needs.

4.1.5 Automatic JAR Checking Module

Consider a scenario in cloud computing as when there is a re-
quest from consumer for a JAR file, cloud provider provides the
requested JAR file, but it may not belong to the actual service
owner. That means, it may not be the JAR file which was pro-
vided or developed by the service provider.

That is, when a service owner wants to do business with his
application after entering into a service level agreement or con-
tract, he needs to upload his application on the cloud provider.
It may become popular among the consumers of the cloud pro-
vider. In that situation, in order to gain extra revenue, the cloud
provider may develop another application that provides the
same service. And the cloud provider may provide his own JAR
file for satisfying the consumer request. This JAR file provides
the same facilities as that of the actual service owner’s applica-
tion. Service owner needs to detect this problem since it affects
his business.

The technique to detect this problem is to simulate the consum-
er by the service owner. This is done by cross checking the
checksum of the JAR file. If they do not match, service owner
can conclude that his JAR file was not provided to the consum-
er upon request for the service. This simulation can be done at
the provider side independently. So service owner can automat-
ically check the trustworthiness of the cloud provider.

4.1.6 Integrity Checking Module

This is done to verify the integrity of the JAR at the consumer
end. Whenever an application is uploaded in the cloud, the ser-
vice owner automatically generates a checksum and it will be
sent to the auditor while sending the JAR to cloud provider and
auditor stores the same in its database. If the consumer tries to
modify the data or application, the checksum may be altered
and thus the auditor can detect misuses. This is carried out at
the auditor end. The auditor verifies the automatically generated
checksum with the checksum associated with the checksum
associated with the downloaded JAR file. If any mismatches
occur, it indicates the misuse of the downloaded file. Thus the
auditor can deny the access to the JAR file.

4.2 Overview of the Framework

The service owner first authenticates itself to the CSP by
providing username and password.If he is already subscribed to
that CSP,then access is granted. After entering the system he
creates executatble JAR file containing encrypted data. The
JAR file is sent to the cloud.The authorised consumers are
allowed to access the JAR files. The consumer can search for a
particular file using a specific keyword. The consumer can

download the files from the cloud. The auditor performs the
auditing of the files. This audit record consists of the date, start
time, end time etc.

1.Validation of service owne

’—' 2. JAR Creation

3. JAR sending—@ _
-
Orwmner .

Service Provider
Auntomatic JAR

Checking A
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Fig 3 Overview of the framework assuring decentralized
acountability in the cloud

4.3 Algorithms
4.3.1 Data Encryption Algorithm

Service owner needs to provide security to the data enclosed in
the JAR file. RSA, DES etc are not suitable for digital image. In
this paper, we have used a new secure algorithm for image en-
cryption, which is based on RC4 streaming cipher algorithm
and chaotic logistics map [4]. The algorithm works as follows.
First, the external key is converted to initial value. Chaotic lo-
gistic map function [4] is used to generate a key stream using
this initial value as input. A permutation is processed and the
result is then XOR-end with the bytes stream of digital image.
This encryption algorithm has the capability to develop the ci-
pher-image cannot be easily understood using mere vision ,
cipher image and the plain image are free from statistical corre-
lation, it will be very sensitive to key changes and it will not
have change in contents of image during decryption and en-
cryption process[4].

Chaotic Logistic Map Function
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Chaotic logistic map [4] is a chaotic system which is popular. A
CLM function [4] is givenin (1).

Xne1 = Xn (1 -Xp) 1)

Where L is a control parameter on the interval = [0, 4] and X,
is real number on the interval X,= [0, 1] .This system is said to
be chaotic if A has a value on the interval A= [3.569955672, 4].
In this paper, we use L =4 so the complete formula is shown in

2).
X1 =4 X, (1-X5) (2)

Image Encryption Algorithm

The structure of encryption method consists of three main units.
They are converter unit, CLM function unit, RC4 stream cipher
unit. Key is converted to initial value XOby the converter unit.
CLM function unit generates 256-bytes of array V[i] or also
known as key array using the initial value X, (output of conver-
ter unit).

The final step is RC4 stream cipher process where the content
of the array BJ[i] (contents equal to 0 through 255 in ascending
order) and array VI[i] is interchangedwith each other and then
the final result will be XORed with byte streams of cipher im-
age to produce plain image or XORed with the plain image to
produce cipher image[4].

Algorithm 1. Initial Permutation of array B
1. j«0to255do {
2. j<(*+B[i]*+V[i])mod256
3. SWAP(BII1,B[j]) }

Fig 4 Algorithm for initial permutation of array B

Algorithm 2. Permutation Process(Permutate(i,j))
i—(i+1)mod256

j<—({+B[i])mod256

SWAP(BII1,B[j])

t—(B[i]+B[j])mod256

return(t)

arwpnE

Fig 5 Permutation process

Algorithm 3 . Encryption Process for RGB channel
1. i,j<0
2. foreach(imageWidth){
3. foreach(imageHeight){
4. pixel—getPixel(imageWidth,imageHeight)
5. Permutate(i,j)
6. RED«—(B[t] @xel.RED)
7. Permutate(i,j)

8. GREEN«(B[t] jgxel. GREEN)

9. Permutate(i,j)

10. BLUE«(B[t] pipl.BLUE)

11. /*Save Pixel Info*/

12. image.SavePixel«—(imageWidth,imageHeight,
color(RED ,GREEN,BLUE)

13. }}

Fig 6 Encryption/Decryption process for each RGB channel

Initialization of array is done by storing values from 0 to 255.
It is the first step in the algorithm for image encryption.
4.3.2 Algorithms for Logging and Auditing

Input: threshold value: dumping time specified by service own-
er, pull: command from service owner for log record.

while ( true) {

if (time < threshold value || pull ==0) {
Proceed to encrypt the log record ;

/* Start communication with the auditor,

If no response ,log record indicates an error*/

}

else //time>=threshold value || pull =0

{
1}

N~ wWNE

JAR simply dump/push the log record

©w

Fig 7 Log retrieval algorithm

1. /I Check permission before giving access to the data
/I Send ipaddress of the consumer to cloud provider
and will return the access permission of that consumer
if(permission = = 0)

/I Privilege to download and view not present

else if (permission = = 1)

// Grant only view privilege

else

/I Give download privilege

N

N AW

Fig 8 Permission checking algorithm

5. EXPERIMENTAL RESULTS
5.1 Experimental Settings

The experiment was done on a system with an Intel(R)
Core(TM) i3-2310M processor running at 2.10 GHz, 4 GB of
RAM. Algorithms are written and implemented in java platform
and edited using Net beans editor. Results presented here are
values from 9 continuous trials .The factors chosen for analysis
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are size of JAR files and time taken for creation of JAR; log
files mainly in milliseconds File size against computational cost
and security strength per computational cost were also meas-
ured.

5.2 Analysis of Performance

In the experiments, the difference between size of the jar files
and original files is analyzed. The size of JAR file is smaller
than the original data since JAR format allows compression of
files for efficient storage. Creation of log file is analyzed with
respect to time taken by the system. As the size of original data
increases, the size of JAR file also increases. It was found that
the security strength increases with encryption and checksum
calculation. Computational cost increases with the file size.

5.3 Time for JAR Creation

The time for JAR creation is recorded by analyzing the time for
listing the files in specified directory and archiving the data and
class files into a single JAR file. The time for creating JAR in-
creases with increase in data size.

700000
e 600000
=9 /
E 500000 ‘———’__,,
I =]
S.5 400000
+ —
o3 300000
BN
= 9 200000
100000
0
OO OO O OO OO
CEREIIRIS
Size of JAR file (KB)

Fig 9 File size against time for JAR creation

The time for JAR creation is less when compared to the existing
system. In the existing system, java policy file is added to the
JAR .But in proposed system ,policy checking is not done using
the java policy file.

5.4 Computational Cost Analysis

The computational cost of existing and proposed system is
compared and it is plotted in the graph shown in figure
8.Computational cost increases with file size. A file of size
10KB has computational cost (with checksum calculation) of .3
ms and a file of size 60KB has computational cost of .8ms in
the proposed system. But in existing system, the computational
cost for 10KB of file is .1 ms. So from the graph shown infigure

8,we can understand that the computational cost of proposed
system is slightly greater than that of existing system. It is due
to the addition of class files for integrity checking, data encryp-
tion and policy checking. In the proposed system, the checksum
calculation to verify the integrity of the JAR and the communi-
cations between the auditor etc added the computational cost
than the existing system .In the existing system, the computa-
tional cost is .1 ms for a JAR file of 10KB.But with checksum
calculation, the computational cost is raised to .3 ms. Even
though the computational cost increased due to checksum cal-
culation, security of the JAR file is enhanced.

3.5
« 3
£
2 25 — Comput
3 5 ational
e Cost
2
B 15
-
3
g 1 7
Comput
o "
C o5 - ational
=] Cost(DA
0 )
10 20 30 40 50 60 100200300
File Size (KB)

Fig 10 File size against computational cost

In the figure 8, computational cost(DA) stands for propose sys-
tem and the other one corresponds to existing system.

5.5 Security Analysis

Security strength increased due to the addition of encryption
and checksum calculation. Due to the strength of encryption
technique, the security of the data provided inside the JAR file
is very high. Security strength is measured in ms. In the graph
shown in figure 9 ,the security strength per computational cost
of existing and proposed sytem is compared. The security
strength of proposed system is high due to data encryption
technique, checksum calculation etc. In the graph shown in
figure 9, security strength per computation cost (DA) corres-
ponds to the proposed system and the other one belongs to the
existing system. So it is clear that the security strength has been
increased due to the additional layer of security that we have
given. In the existing system, the policy of the user is checked
using java policy file. And the encryption algorithm used in this
paper[4] is capable to develop the cipherimage cannot be un-
derstood by mere vision and the cipher image and the plain
image are free from the statistical correlation, it will be very
sensitive to key changes and will not have change in contents of
the image during decryption and encryption process.
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Because of all these features, the security of the proposed sys-
tem is higher than that of the existing system.
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File Size(KB)

Fig 11 File size against security strength/computation cost

In the figure 11, the file size is plotted against security strength
per computational cost.

5.6 Access Privileges

A newly registered user can either upload the JAR or can search
for a JAR depending on the user type. User can access the JAR
only based on their access privileges. A user can only view the
data if he does not have downloaded right. In the existing sys-
tem, service owner cannot ensure that the cloud provider is pro-
viding his application for the customer request. But in the pro-
posed system, the service owner can automatically check
whether this problem is there with the cloud provider by using a
simulation process.

6. CONCLUSIONS

The proposed framework aims at automatically logging any
access to the application of the service owner in the cloud along
with a mechanism to perform distributed auditing. This ap-
proach provides the service owner a complete control over the
application even in cloud. The main features of this work are
that it helps the service owner to audit even copies of data that
are created without his concern. The automatic JAR checking
mechanism, policy checking and integrity checking of JAR are
the important features of this framework. In the proposed work,
in order to reduce overhead in the service owner, a third party
auditor is used.

In the future, this work can be extended to provide additional
layer of security to the application of the service owner. This
work can be enhanced to support mobile applications also.
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