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Abstract 
Smartphone’s are being more and more popular as the technology being evolve. The Smartphone’s are capable of providing the 

location aware services like GPS. They share all the location information with the central location server. When user submit any 

query then these query also carries some personal information of the user. This query and information is then submitted to the 

LGS server. At the LBS server this information is not much confidential. Someone can use this information to make user panic. To 

overcome this we are proposing the new collaborative approach to hide user’s personal data from the LBS server. Our approach 
does not lead to make changes in the architecture of the LBS server. And we are also not going to use the third party server. Here 

we are going to use the other user’s device to search other users query so that other user can be get hide from the LBS server. 
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1. INTRODUCTION 

Many smart phone user the GPS as a location aware system. 

The Smartphone’s are generally works on the Wi-Fi 

network. Which can capable of doing the connection in 
between two or more devices and making the use of mobile 

data on the mobile devices. The Wi-Fi allows the 

Smartphone’s to use the location aware services. Location 

consciousness refers to devices that determine their location 

actively or passively. The location coordinates are taken 

from Navigational instruments  for vehicles. The surveying 

equipment finds location by a well-known device named 

location wireless communications. Network location 

awareness (NLA) traces the location of node in the network. 

But when we are using the location aware services this 

connects us to the LBS server. When we fire any query then 

this query also sends our personal location data. By using 
this data one can make misuse of that data. For example one 

can blackmail or harm us by using our location information. 

User’s personal information may lead to the religious war, 

personal or public beliefs and may lead to political affair. 

This may cause harassment to the user. If sometime the user 

goes out of home then one can break into user’s house and 

can blackmail him. The LBS sever consist of all this 

information so one can make a trade of it. For example one 

can sell it for advertise or other public activities. That’s why 

keeping the trust on the LBS server is not a much 

confidential way. The private information can be fall into 
the non-trusted party. So there is a great need to prevent the 

user’s private data to be shared from the LBS server. 

 

2. LITERATURE SURVEY 

In the existing system the all the users are get connected to 

the LBS server for requesting their queries. These all queries 

also content the user’s personal information. Some of the 

existing methods are stated as follow. 

 
Fig -1: Architecture of the existing system 

 

2.1 Green GPS System 

The Green GPS is the navigation based technology which 

gives assumption to the car driver about the travel distance 

and the respective fuel require. It maintains two databases. 

First one is OSM database. This maintains the map data and 

corresponding street parameters in XML format. Second, 
one is car\driver database. This maintains the car and driver 

specific parameters. The user gives his input to the front end 

GUI which displays the routs. Then these routes are get 

converted into the latitude and longitude by the geocoder. 

Then system uses the Gosmore routing to find fuel optimal 

shortest and fastest routes. 

http://en.wikipedia.org/wiki/Navigational_instrument
http://en.wikipedia.org/wiki/Wireless_communications
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Fig -2: Green GPS Architecture 

 

2.2 Traditional LBS Approach 

The following figure shows the traditional approach of the 

LBS server. Here we can see that user is requesting to the 

LGS server for location. User is firstly getting connected to 

the wireless antenna. The by using the internet the user 

query is get submitted at the server. This query consists of 

the user location as shown in the figure. Here privacy is the 

main problem. Without any privacy preserving mechanism 

the server can find out list of all mobile users and may 

misuse this information. The server consists of large amount 

of the information. 

 
If the information on the server is not being secure then the 

third party person can use that private information to 

blackmail or make harassment to the user. 

 
Fig -3: Architecture of Traditional GPS 

 

2.3 Deanonymizing the mobility traces. 

This consists of methods which can overcome: We can 

deanonymize the location traces which are easily picked 

from social network graph. The main idea behind this 

approach is that identity of user is traced by those meets: we 

are identifying anonymized users because a set of traces in 

contact graph which identify anaoymized users and they are 

structurally correlated with social network graph. 
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Fig -4: Mobility traces. 

 

3. PROPOSED SYSTEM 

In our proposed system we are going to hide the particular 

user from the LBS server. The user will able to get all the 

require information without being connected to the LBS 

server. The below figure shows the architecture of the 

proposed system. 

 
Very first user in the particular region will place request to 

the LBS server. Along with his request his personal data will 

also get stored at server side. The server will provide the all 

require services to the user 1. 

 

 
Fig 5-: Architecture of proposed system. 

 

When another user try to request to the server in the same 

region then that user will not directly get connected to the 

LBS server. It will get connected to the previously 
connected users that is here it user 1. Then the user 1 will 

act as an LBS server to the all upcoming users in the same 

region. 

4. CONCLUSION 

Here we come to conclude that traditional way to use the 

location aware system is not secure and it can be very 

harmful to the user’s privacy. To overcome this we 

proposed the new framework in which we do not change the 

architecture of the LBS server. Then also we are hiding the 

user specific data from the server by using the mobile 
crowd. 
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