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Abstract

In today’s fast paced world with an enhancement of technology and innovation, healthcare systems have become so advanced
with their technologies to monitor health variations. The prominent issue common man faces today is the number hours we spend
in queues. This problem is not just for hospitals, but applies to every sector such as education, restaurants, malls, etc. Besides the
issue mentioned above, there is another concern that we face with traditional filing system that are followed in many
organizations. Loss of information has come into the radar of research, with the advancement of technologies and various ways to
access them. Preservation and security of confidential information and data is expensive and requires skill to maintain them.
Technology enhancement has made RFID technology more affordable over the years and is still a secure way to control the
information and the usage of this technology hasn’t been explored enough. This system can be implemented as a module in any
management system or security based system to allow or restrict access to any information.

In order to resolve the above issues we integrated a database to secure confidential information with an easy and user friendly
interface to be used by the hospital staff. RFID cards can control the access and manipulation of data. The application software
for desktops integrates a RFID reader to enable easier access of information from the database, in this case the medical records
and patient data. In this paper we describe the successful implementation and integration of the RFID reader with the application
and the methodology that has been implemented to achieve a successful outcome.

Keywords: Health Care, Radio Frequency Identification Tags (RFID), Passive and Active Tags, Low Frequency Tags,
High Frequency Tags, Ultra High Frequency Tags
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1. INTRODUCTION during implementation of the application. Sections 7 will
. . . illustrate the future scope of the application in real world.
A Hospital Information System is an element of health
informatics th_at focuses mal_nly on the.admlnlstratlgnal 2 REID READER AND TAGS
needs of hospitals. In many implementations, a HIS is a
comprehensive, integrated information system designed to 2.1 Introduction
manage all the aspects of the hospitals options such as . . L . .
medical, administrative, financial and legal issues and the Radio-frequency identification (RFID) is the wireless use of
corresponding processing of services. electromagnetic fields to transfer data, for the purposes of
automatically identifying and tracking tags attached to
The purpose of the application is to assist hospital staff in objects. Some tags are powered by electromagnetic
tracking and maintaining patient records over a period of induction from magnetic fields produced near the reader.
time. Also patients can save time by not standing in long Other types have a local power source such as a battery and
queues at the front desk to retrieve their files before seeing may operate at hundreds of meters from the reader [2].
the doctor. Besides saving time at the hospitals, the benefits ) ) _
the patients can have are the consistent and updated records. RFID advantages can be briefly explained as follows: -
This will help them review their issues with the doctors and *  Reader can read and write data to RFID tags without
also have secure database of their medical records. direct contact and no line of sight problem.
o Data from the multiple RFID tags are accessed by the
The rest of the paper is organized as follows, Section 2 gives reader by radio waves.
an insight about the various types of tags and about the e  Fast read and write with the time taken for read/write
RFID reader. Section 3 explains the design of problem being a few milliseconds. _
statement. Section 4 gives a brief analysis of the e Modern RFID tags are made with very good memory
methodology ~used. Section 5 demonstrates the capacities ranging from 16 - 64 Kbytes which is many
implementation results. Section 6 shows the issues faced times more than a typical barcode.
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e  RFID tags can work with GPRS and has been used for
tracking.

. RFID tags can also integrate with other technologies.
For example, it is used with wireless sensor networks
for better connectivity [4] [5].

2.2 Passive and Active Tags

Radio Frequency Identification (RFID) is similar to the
barcode systems but RFID reader use radio waves to
recognize and capture information from the RFID tags.

RFID tags consist of an integrated circuit(IC) and an
antenna. This is packaged in a protective plastic packing like
in a card form (Fig 1). These tags come in two types:

e  Active tags: They consist of a self powered battery and
send out radio signals to find the matching reader.
They come in Read- Only and in Read- Write format.
These are considerably more costly than the passive
tags.

e  Passive tags: These tags do not have battery and also
come in Read- Only and in Read- Write format [9].
Passive RFID also have advantages of long life and
being small enough to fit into a practical adhesive
label. Hence passive RFID tags are used for many
applications. A passive RFID tag consists of mainly
three parts: an antenna, a semiconductor chip attached
to the antenna, and some encapsulation to protect the
tag from the environment. Passive RFID tags don’t
carry any powered device and became active only
upon exposure to external energy. The RFID reader
does the work for activating and communicating with
the tag. The passive RFID tag antenna captures energy
from the reader and is responsible for communicating
the data between tag and reader [4].

Fig 1: RFID reader and passive tags from D-Logic (Device
used in this application)

2.3 RFID Frequency

RFID tags fall into three regions in respect to frequency:

o Low frequency (LF, 30 — 500 kHz): Low frequency
tags are cheaper than any of the higher frequency tags.
They are fast enough for most applications, however
for larger amounts of data the time a tag has to stay in
a readers range will increase. Another advantage is

that low frequency tags are least affected by the
presence of fluids or metal. The disadvantage of such
tags is their short reading range. The most common
frequencies used for low frequency tags are 125 -
134.2 kHz and 140 - 148.5 kHz.

. High frequency (HF, 10 - 15MHz): High frequency
tags have higher transmission rates and ranges but also
cost more than LF tags. Smart tags are the most
common member of this group and they work at
13.56MHz.

. Ultra high frequency (UHF, 850 - 950MHz, 2.4 -
2.5GHz, 5.8GHz): UHF tags have the highest range of
all tags. It ranges from 3-6 meters for passive tags and
30+ meters for active tags. In addition the transmission
rate is also very high, which allows to read a single tag
in a very short time. This feature is important where
tagged entities are moving with a high speed and
remain only for a short time in a readers range. UHF
tags are also more expensive than any other tag and are
severely affected by fluids and metal. Those properties
make UHF mostly useful in automated toll collection
systems. Typical frequencies are 868MHz (Europe),
915MHz (USA), 950MHz (Japan), and 2.45GHz [3].

Frequencies for LF and HF tags are license exempt and can
be used worldwide; however frequencies for UHF tags
differ from country to country and require a permit [5][8].

In this proposed application we have made use of the LF
tags.

2.4 Security

There are various security mechanisms for securing the

radio frequencies

. Kill command: The command will render the tag
unusable once received. To prevent an adversary to
call those commands they are password protected.

e  Sleep command: A tag cannot always be killed. The
sleep command works similar to the kill command.
Once received the only command accepted is the
password protected wakeup command.

. Relabeling: Describes an approach where the customer
can re-label the item tag with a string of user's choice.
Some of the old information however remains in a
password protected area.

e  Split approach: This approach allows item tracking by
its unique identifier and still allows the customer to
keep track of its own items.

e  Proxy approach: Describes the RFID guardian. It
assumes that all tags are protected by a PIN that the
user can set. Once an item is bought the guardian sets a
new PIN. If another reader wants to have access to the
data, the reader requests that information from the
guardian which retrieves it from the tag and forwards
it to the reader if the reader is authorized.

e Distance approach: Tags use the signal-to-noise ratio
to get a rough estimate of the readers distance. The
closer the reader, the more information is released.
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. Blocking approach: In this application we will be
using the blocking approach. RFID tags use a special
protocol that controls the access to the shared medium
(air). When a reader is in an area with multiple tags it
first discovers all tags in its range and then it polls
each of the tags [1] [8].

3. DESIGNING PROBLEM STATEMENT

According to the express newspaper of the UK, we spend
nearly 80 hours a year just queuing up in places to get our
services [6]. According to a study commissioned by the
Ministry of Social Affairs and Health Insurance Fund found
that long queues are the biggest worry for patients using the
nation’s health care systems and people are willing to spend
extra and to skip ahead of the lines. 45 percent of the
respondents of the survey named long waiting times as the
most pressing problem [7].

Healthcare is one of the most important part of a society.
Development and advancements in the health sector of a
community can add to the development of the society. Each
day thousands of patients use healthcare facilities and
challenge the administration to run all functions smoothly.
Previously, all records were manually stored in file systems
and in large file rooms. When a patient arrives they ask or
their file number and they retrieve the records. Now with the
help of a similar file number they can retrieve all data such
as personal records, medical and even results of tests and
scans.

This system is allowing health care providers to do their
tasks and jobs more efficiently and effectively. These
systems can be modified and altered as the growth of the
organization improves. A good information system can
provide benefits such as:

. Enhances information integrity

. Reduces transcription errors

. Reduces duplication of information entries

. Optimizes report turnaround times

Modern hospital typically uses fast computers that can be
connected to one another through optimized networks such
as LAN’s. These systems are programmed to collect process
and retrieve patient information and utilize it for
administrative and medical purposes. Information systems
are generally customized to the user’s needs and will every
from customer to customer. HIS can be customized to suit
the user groups and can have more user friendly and
multilingual interfaces to suit the diverse workforce [8].

3.1. Modular Structure of the Application

Every RFID tags has a unique hexadecimal number that
identifies the tag as an individual and unique tag to the
reader. Using this, each tag is allotted to one patient. In the
hospital’s database each patient is identified uniquely using
the RFID number. The following diagrams shows a concept
structure of the application.

Fig 2 demonstrates the overall flow of the application. There
are 4 segments designed in the concept application, such as
Receptionist, Doctor, Pharmacist and DBA The following
flowcharts (Fig 3,4,5,6) demonstrates the individual flow of
each module [2].

The basic flow of the application starts when the receptionist
tags the patients RFID tag, each RFID tag is identified using
a unigue number that is built into the tag. This unique
number identifies the patient as a registered patient of the
hospital. This allows the receptionist to allot appointments
for to the right patient (Fig 3).

If the patient has arrived due to an appointment, the patient
walks in to the doctor’s office. The doctor scans the RFID
card and all the information will be retrieved from the
database, the doctor can update and modify the information

(Fig 4).

The pharmacist follows the same procedure to get access to
the patient’s medication list prescribed by the doctor (Fig
5).

£

Fig 2: Application Overview
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4. METHODOLOGY USED

In this application, SDLC is being used for its
implementation. It is a framework defining tasks performed
at each step in the software development process. It consists
of a detailed plan describing how to develop, maintain and
replace specific software. The life cycle defines a
methodology for improving the quality of software and the
overall development process [10].

Operate and Analyse user

maintain the system requirements
Document and Design the
test the system program
Code the

program

Fig 7: Software Development Life Cycle

Below are the Hardware and Software and System
specification used to implement this application.

Software Used:
) IDE: Netbeans 7.4
. Programming Language: Java
. Database: MySQL

System Specifications Used:
e  Operating System : Windows 8.1 ( Anything above
Windows7)
¢ RAM: 4GB
e  Storage: 2GB and above

Hardware Requirements:
. RFID Reader ( RDIF Reader from dLogic is used in
this application)
. RFID enabled cards

5. IMPLEMENTATION RESULTS
5.1 Database Implementation
5.1.1 Employee Type

' i:ig 8: EmpType Table

5.1.2 Employee Registration

i PRI 1 NULL

S i NULL

varchar(18) | YES i NULL
varchar(18) | YES i NULL
varchar(28) | YES i NULL
date i YES i NULL

char(1) i YES i NULL
int (18 i YES i NULL
varchar(38) | YE§ i NULL
i Bloodgroup | varchar(3) | YES i NULL
i EDID int(4) i YES i NULL
float<6,2) 1 YES i NULL
date i YES

Fig 9: EmpReg Table

5.1.3 Patient Registration

varchar(18) | N0
varchar(18) | YES

varchar(18) 1 YES

| 1S

| char() 1 YES

L int(l 1 YES

| varchar(38) 1 YES

| BloodGeoup | varchar(3) 1 YES

- e -
Fig 10: PatientReg Table
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5.1.4 Appointment Table

| Type | Null

_________ e e ———

archar(1d) 1 YES

archar(3D) 1 YES
archar(f) 1 YES
ate | YES

Fig 11: Appointment Table

e —————— ——— ——

[
1
1
1
1
-~
1
[
1
1
[
1
1
[
1

5.1.5 Medical History

| NULL
varchar(h) 1 VES t NULL
Hemoglohin 1 int(3) | 1ES | NILL
Description | varchar(208) | YES | NULL
icat] varchar(208) | VES t NULL
late | VES I NILL

varchar(18) 1 YES

Fig 12: MedHis Table

+ ———— e e —— e —— —— = ——

5.2 SCREENSHOTS OF THE APPLICATION

5.2.1 Login

The Login page is for the Hospital staff such as front desk,
doctors, etc. Each profession is designated with a user name
and password. This helps to control the confidentiality of the
patient’s information; only doctors have permission to
access the information

KN

Employee Login

5]
/( Welcome To
\ . Hospital Management System

Log In For Employess

User Name  (MeghaS

Password |eswees

Login

Fig 12: Login Page for Hospital Management System

5.2.2 Reception

When the receptionist (front desk) logs in and will have
come to a screen where the receptionist has an option to
register a new patient, make an appointment or just view all

the existing patients in the hospital.
-

E Reception

Registration of New Patient
Appointment

View All Patients

Logout ‘
Fig 13: Reception Page

5.2.3 Patient Registration

The receptionist can register a new patient to the hospital
database. The RFID number can be obtained when a new
card is scanned on the RFID reader.

4 Patient Registration = [

First Name Tooha

Last Name Sarfaraz

Date OFBith 19910901 5|
Gender Male o Female
Mobile Number 0558340712

Email tooba.s@hatmail com

Blood Group  |B+ v

RFID Number | OxFIB36E2

Register Clear

Back
Fig 14: Patient Registration

5.2.4 Patient Appointment

The receptionist can assign appointments to patients using
the RFID numbers.
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SN

|4 Patient Appointment
Appointment
RFID Number | 0xF1BS56F2 |
Doctor Name ‘Hegha Satish ‘V‘
Time [12:30pm |

Date 2014-12-03 @

Fig 15: Patients Appointment

5.2.5 View Registered Patients

The receptionist can view all the existing patients in the
hospitals database.

P ] x|

PD Firsthame | LastName 0B Gender Habile Emal | Blood Group
DE1MCFA  (Sukfwant Kaur n-e F A06757435  |Sukiwantsag . (Bt
E1AG4CFA  |Nimrod Jogeph 09021 F S623451%8  nim@gmal.co.[B-
UiB1ABAITE  (Varsha Safsh 00-12-28  F 087656543 |varsha@n0tmm 0+
0iF1B89FT  [Bhavika Wakwana 19991227 F 551837597 |bhaw@gmailw AB-
OSFICBFST  (Vikram Raghvan 20141229 551245307 |vim@nolmai\‘c..‘ B+
0sF200E67  Hobin Babu 20060101 W 500876543 |]0bm@hot]maimA-
DF209387  [Abaul Rahman (10071229 ) 508456312 [abdul@gmall... 0+
F283547  |Zaara Faima 201428 F O7E543N framag@gmailc. A

Total Number of Pafients =&

Back

Fig 16: View all registered patients

5.2.6 Doctor

When the doctor logs in, they have to scan the patients
RFID card, and the doctor clicks on search. All information
of the patient such as the name, age, blood group, etc., will
appear in those designated areas.

E

4 Dactor
DATE  2014-11-24

RFID Number ~ |0xF1C8F97 Patient Name | Vikram Raghvan hge |15
Gender Male Blood Group | A*

Show Basic Health Details Medical History
Hew Record
Destription ‘ Hedication

Sprained right ankle | Ortroven Gel and application of ice

LogOut Clear

Fig 17: Doctor Frame

5.2.7 View of Basic Health Details

In the doctor frame (above fig), when the doctor clicks on
the ‘Show Basic Health Details’ button, It will open this
frame, in which basic details of the patient such as height,
weight will be displayed.

| Health Details - =
Patient ID OxF1C8F97 Date 2014-10-30

Height 1850 |
VWeight [ec.00 |
Blood Pressure [17as50 |
Hemoglobin | 15 |

HISTORY
Date Height Weight BF Hemoglobin

| Back | | Clear |

Fig 18: View Basic Health Details

5.2.8 View Medical History

In the doctors frame, when the doctor clicks on ‘Medical
History’ button. It will open this frame that will show all the
previous medical records of the patient prescribed by the
other doctors as well as the medication.
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B Metical ity -
Wedical History
Date Descripfion Medication
010-01-09 Flu Panadal
011003 Stomach ache Biscopan
20140319 Fever Adol
Back

Fig 19: View Medical History

5.2.9 Pharmacy

The pharmacist logs into the application through the log in
page. The pharmacist has to scan the patients RFID card.
The medication prescribed will be displayed.

|

E Pharmacy
RFID Humber |0xF1C8F97 Date |2014-10-19
HistoryMew

Wedication

»

Otrovan and application of ice

NOTE: The last on the list is the lastest one.

LogQut Clear/Mew

Fig 20: Pharmacy

5.2.10 Database Administrator

The DBA logs in through the log in frame. The DBA can
add new employee, delete an employee or patient, and
update the employee details.

[ Database Administrator = =
UPDATE

Fig 21: Database Administrator

5.2.11 DBA - Add Employee

The DBA can add an employee such as a doctor,
receptionist, etc.

[ DBA - Add Employee - olEd
EmployeeD  [104 |
First Name [sasha |
Last Name |Green |

[sashac |
Password [sasha |
Date of Birth |1 972-11-21 @
Gender ) Male @ Female
Mobile [0509828473 |
email |sasha@gmai\cnm
BoodGroup  [B- [+]
Designation |Receptionist [+]
Salary [2000] |
Date of Joining 20141104 “@
‘ Back ‘ | Clear ‘ ‘ ADD Employee ‘

Fig 22: DBA Add Employee

5.2.12 DBA - Delete Employee
The DBA can delete employees using their employee ID.

]

[ DBA - Employee Delete

Employee ID 101

e

Fig 23: DBA — Delete Employee

Volume: 03 Issue: 11 | Nov-2014, Available @ http://www.ijret.org 341




IJRET: International Journal of Research in Engineering and Technology elSSN: 2319-1163 | pISSN: 2321-7308

5.2.13 DBA- Update
The DBA can update the patient and employee details.

& DBA-Update Employee - I
Employee ID ‘10‘4‘
First Name ‘Sasha
LastName  [Green
UserName ‘Sa_sh_aG_
Password ‘sasna
Date of Birth  [1972-11-21 [}
Gender O Male ® Female
Mobile ‘0509825473
email lsasha@gmai.com
Blood Group [B» l"
Designation Receptionist vw‘
Salary [2000
Dateof Joning [2014-11-04 I=]

‘ Back ‘ ‘ Clear ‘ Update

Fig 24: DBA- Update

5.2.14 DBA Patient Update

The DBA can update registered patients records. The RFID
number can be retrieved from the reception if needed.

[£] DBA - Patient Update =
RFID Number 0xF1C8F97

First Name Vikram
Last Name Raghvan

Date OFBirth  |1998-12-28
Mobile Number | 0364537634

Email viki@hotmail.com

Blood Group ‘Af ‘V‘

Fig 25: DBA- Patient Update

5.2.15 DBA Employee Update

The DBA updates employee’s data using the employee
update frame.

&

DBA - Update - 0

Patient Details Update Employee Details Update

Back

Fig 26: DBA Employee Update

6. IMPLEMENTATION ISSUES

During the course of the development of the application we
encountered a few challenges mentioned below:

Design Phase: Assuming the design interface of a
complex hospital management system and framing it
down to a few functionalities.

RFID Connection: The RFID reader was a
challenge to connect to the main software as it’s an
external hardware and it involved a special functions
for the programming language to read the tags and
for the application to recognize the reader. The
manufacturing company had provided the software
with no documentation, so it was difficult to
understand the code [11] [12] [13][14][15].

7. FUTURE SCOPE

In the near future, the following additional features can be

added:

Biometric employee login

Tracking system of inventory of medical equipments
Tracking systems in child wards

Web based application

Mobile application

Patients can access their medical records through
mobile apps

Generations of reports

Statistical measurements of various data

Integration of lab tests and scans

Inventory for medicines and alternative medication
Health variation tracking systems for older patients
Error reporting over networks

Email integration

RFID can be replaced with NFC’s using the same
principle as the RFID technology

Complete administrative work can be digitalized

8. CONCLUSION

This paper presented a concept application of RFID
technology being made to be used in information systems.
RFID technology has a big scope and potential. Since this
technology has become more affordable, it can be
implemented in a lot more ways.
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RFID is already being widely used in supply chain and
logistics, but we can make use of RFID’s more than that.
We can even create the simplest tracking system like for our
keys and glasses or even more complicated system like the
home automation systems with RFID’s with just a little
knowledge and time.

This paper has showcased a module that can reduce waiting
time in medical industry. This technology can also be
implemented to reduce waiting time in other industries as
well. With the implementation of this technology, firms can
make more profit as there will be less waiting time and more
people can be attended to in a short period of time.
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