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Abstract 
In this paper, the author presents an enhanced version of modified AES for image-audio steganography technique. The proposed 

technique improves the security level of encryption and steganography process. Digital image processing is a wide area for 

research. Images are widely used today. Processing on images means some editing, preprocessing, restoration, compression, 

steganography and encryption. Steganography is concealing secret information into cover information. Encryption is mainly used 

for encoding the content of an image into something that cannot be understandable by unauthorized persons. Authorized are those 
who have the legal access to the content. Nowadays everyone is after information so; it becomes the need today to secure the 

(confidential) information. The proposed AES technique is an enhancement of modified AES method, which focuses on improving 

the security of steganography images. Modified AES is described in four steps: first step is key expansion, second is sub bytes 

modification, third is new shift rows and at last mixing of columns is applied to the matrix. This technique will provide better 

security and good quality encryption and decryption. Results shows that this method takes less time with the high quality of 

encrypted image 
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-------------------------------------------------------------------***------------------------------------------------------------------- 

1. INTRODUCTION 

The need of transmission of data increases day by day due to 

the vast requirements over the world. Everything, every 

business depends upon data or information. So, the basic 

need is to securely transmit the digital information. An 

image can be described in terms of a two dimensional 

function with parameters x and y, here x and y are plane 

coordinates. Digital image processing means process digital 

images using digital computers. The main component of an 

image is a Pixel. Image consists of pixels and these elements 

(pixels) are processed in digital image processing. 

 
The processes can be of 3 types in image processing a) low 

level processes b) mid level processes c) high level 

processes. Low level processes involve preliminary 

processes like noise reduction; contrast enhancement; 

sharpening images. Low level processing is distinguished by 

the fact that its input and output both are images. Mid-level 

processing engaged in segmentation of images tasks such as 

segmentation, depiction of objects those are appropriate for 

computer processing and classification of individual items. 

The input in mid level processing is images but its output is 

the features extracted from input images. At last higher-level 

processing engaged in making sense of a collected works of 
recognized elements (objects) like in image analysis. 

 

Steganography, defined as the capacity of covering 

information or data in such way that avoid the exposure of 

covered data. It takes a huge collection of undisclosed 

communications procedures that wraps the message’s 

survival. The procedures are invisible inks, microdots, 

arrangement of characters and covert channels, digital 

signatures, and spread spectrum. Steganography is only used 

for security purpose of information that we want to send to 

another side safely. There are basic elementary classes of 

steganography 

a) Subliminal communication: This type of communication 

hides that some information is transferred in a particular file. 

For passing the information from sender to receiver secretly 

hidden in one another type of information is wrapping as a 

single unit. The secret canal is a medium of transformation 
of information. There are number of ways to conceal a 

information: by adjusting least significant bit of pixel in a 

cover information. 

b) Integrity and authentication: By using steganography 

technique we can say that our information is much more 

secure. Since nobody can alter any information till they can 

know the proper method of extracting the information. 

Integrity defines that our information is not altered by any 

other sources. Once you lock the data by sender key, it only 

provides the authentication to valid receiver to open and 

extract the original information from the file. In this paper, 
we present a technique which performs steganography with 

the help of encryption by using the image as following 

steps: 

 

2. METHOD FOR IMAGE STEGANOGRAPHY 

Image steganography permits the secret information to be 

concealed in a cover image. There are various techniques 

existing in the world by which we are able to hide the 
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information in the wrapper image. Information hidden in the 

image can only be regained by the authorized person who 

knows the proper method of extracting the information. 

Firstly, we will check that information entered in the image 

is image, audio, text. If the information is image then 

convert the RGB value of image into ASCII and consign 
into the vertical fusion of cover image. If the information is 

audio then convert the eight bits into pixel and replace into 

cover image RGB. If the information is text then translate 

the text into values and situate into the RGB channel of 

carrier image. 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 1 Information hiding 

 
For hiding the information we use the encryption process as 

modified AES in following steps: 

(a) Key Expansion: generation of a number of keys. 

(b) Sub Bytes modification: values are altered using s 

boxes values. 

(c) New Shift Row: rows are cyclically shifted 

according to first value existing in the matrix even 

or odd. 

(d) Mix Column: mixing of columns takes place by 

vector method.. 

 

3. METHODOLOGY USING PROPOSED AES 

FOR IMAGE ENCRYPTION 

3.1 Key Expansion 

In this step, firstly we choose the image of size pxq, where p 

and q are the pixels of image. We encrypt as a password 
which is further used in Bit Rotate the 16 pixels by using the 

two round keys. Formation of Rcon values takes place which 

is not constant but formed by initial key and transpose of 

values will give better results. Using s-boxes and Inverse of 

s-box will develops the non linearity in expansion of the 

key. 

 

Sub Bytes Modification: In the sub byte modification we 

will alternate the every single byte in the state with the help 

of s-box. 

 

3.2 New Shift Row 

The Shift Rows step is performed on the rows of the state. It 
cyclically Shifts the bytes of each row depending upon the 

first element of state. 

 

If the value is even rotate first row first column to left. 

Second column second row to left no change in the method, 

but rotate third row third column to left will not be 

performed. 

 

If odd rotate first row first column to left. Second row 

second column to will not be performed. Third row third 

column are shifted to the left. This means that when state 
table element has even and odd values one step will not be 

performed hence it saves the time. 

 

3.3 Mixing Columns 

In the Mix Columns step, we will define the reducible 

polynomial. 

- Find the inner vector product with the sum of 

correct row vector. 

-Multiply (G F (2^8)) as polynomial multiplication 

such as the polymultiple (inner vector, state of in 

matrices, column state) 

-Finally, Bit XOR (temp state, poly state) 

 

3. DECRYPTION PROCESS 

In this section, the decryption process of algorithm is 
discussed. The decryption process is just opposite of the 

encryption procedure. One should follow the encryption 

steps in reverse order 
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4. BLOCK DIAGRAM OF REVERSE 

MECHANISM 

 
Fig. 2: Decryption of information 

 

5. RESULT AND DISCUSSION 

This section explores the various results of Enhances AES 
mechanism when applied to some plain images. The results 

are shown below in the form of encrypted images. 

 

Table 1 Result of Enhanced AES 

Cover Image Encrypted Image 

  

  

  

 

Table2: SteganographyBy using Proposed AES 

Cover Image Information 

to Embed 

Time 

Taken 

 

We embed 

Text ABC 

17.342 

 

 

Cat.jpg 8.7424 

 

 

Filewaterm

ark.wav 

 

14.239 

 

 

6. CONCLUSION AND FUTURE SCOPE 

The image encryption algorithms provide security to 

different media at acceptable level. The proposed algorithm 

improves the security at two different levels. This complex 

relationship provides more security to image encryption. It 

helps us to reduce the time to some extend. In future we will 

embed the information in any of three medias as we have 

done in image media 
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