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Abstract 
Firewalls are widely getting used for securing the private network. Firewalls check each incoming and outgoing packets and 

according the rules given by network administrator and it will take the decision whether to accept or discard the packet. As per 

the huge requirement of services on internet the rule set becomes large and takes more time to process one packet and it affects 

the throughput of firewall. So firewall optimization has a great demand to get good performance. Exiting research efforts 

developed techniques for either intra-firewall or inter-firewall optimization within a single administrative domain. In addition, 
existing techniques are inefficient in reducing packet processing delay, because they optimize firewall rules by only reducing the 

number of rules, but lack the intelligence to decide the order of rules. This paper proposes an adaptive cross-domain firewall 

policy optimization technique using statistical analysis, while protecting the policy confidentiality. To the best of our knowledge, 

we are the first to propose a technique that dynamically decides the order of rules based on the network statistics. The proposed 

technique not only identifies and removes redundant rules but also identifies the order of rules in the rule set to improve the 

performance of the system. The optimization process involves two tasks: First, collaboratively reduce the number of rules between 

multiple firewalls, while protecting confidentiality of them. Second, using network usage statistics, identify the order of rules in 

the rule set The feasibility of the proposed technique is shown with the help of the prototype implementation. The evaluation 

results show the effectiveness and efficiency of the proposed solution. 
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1. INRODUCTION 

Firewalls are widely used in securing private networks of 

organizations, corporate world, and personal networks. 

These firewalls are keeping at the entry point of private 

network to our secure network. Firewall checks each 

incoming and outgoing packet and according to policies set 

by the network administrator it will gives the decision 

whether to accept or discard the packet. These policies are 

nothing but the access control list and each firewall or router 
have two types of access control list1) for filtering incoming 

packet 2) for filtering outgoing packets. Firewall checks 

packet according to first match semantics means packet 

checks each rule sequentially until it found the match point 

and so on. So performance of firewall depends on rule set. 

Due to huge services available on internet network 

administrator set rules according to need of user and this 

rule set becomes bulky and packet processing time gets 

decreased. Optimization of firewall is needed to increase the 

firewall performance. Various different techniques are used 

to optimize the firewall like optimization of rules [1], inter 
firewall optimization [5],[6], intra firewall optimization [2], 

[3], [4] etc. Intra firewall optimization works on single 

administrative domain so no need of privacy protection and 

inters firewall optimization works on two different 

administrative domains with privacy protection. While 

working in two different administrative domains we have to 

look after the privacy protection of firewall policies. 

Previous work has been done in the area of inter firewall 

optimization by protecting the privacy of firewall [5], [6]. 

Moreover, low-cost hardware firewalls have a very small 

limit on the number of rules. For example, a low-cost 

hardware firewall, such as TL-ER6020, supports only 32 

access rules. Once you hit a maximum limit number, TL-

ER6020, will refuse to add more rules. Due to the limitation 

on the number of rules supported, it is necessary to optimize 

firewall access control rules. 
 

1.1 Cross Domain Interfirewall Optimization 

Technique 

In this technique the focus is given on working of the 

firewall in different administrative domains. Optimization is 

done by removing redundant rules with preserving the 

privacy of the rules. Let us consider the two different 

administrative domains CO and IT, F1 denotes the policy on 

firewall one’s outgoing interface and F2 denotes the policy 

on firewall two’s incoming interface given in Fig1. The 

physical interfaces are denoted as I1, I2 connecting two 

routers respectively. For any rule in F2,if suppose any 

packet that match rule r but not matches any rule above r in 

F2 is discarded by F1.Such a packet never cones to F2 and 

rule becomes the inter firewall redundant rule. While 
removing the inter firewall redundant rule we have to 

consider the privacy of the policies designed at the different 

administrative domains. One should not disclose the firewall 

policies to other. While doing this privacy protection with 

encryption we are persevering the policies of firewalls from 

each other. 
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Fig -1: Interfirewall Connectivity 

 

1.2 Challenges for Proposed System 

Various technical challenges found during work of firewall 

security. 

 The key problem faced by today’s firewall is to 

outline a protocol that will allow two adjoining 

firewall to identify the own redundancy with respect 

to each other without considering the policy of other 

firewall [8]. 

 Redundancy removal without knowing the each 

other’s policy even becomes harder [15]. 

 While designing the threat model we have to 

consider that two firewalls are not revealing the 

policies of each other. But the malicious participant 

may visit.[15] 

 As previous work require knowing each other’s 

policies and will get implemented in one 

administration [15]. 

 

2. LITERATURE SURVERRY 

Previously lot of work has been done in the area of inter 

firewall optimization and intra firewall optimization 
technique. In the intra firewall redundancy removal 

technique [2], [3], [4] authors aims to remove redundant 

rules in the single administrative domain. As the work has 

been done in single administrative domain the privacy of the 

policies designed is not concerned. The backward and 

forward redundant rules identification has been done by 

Gupta [11]. 

 

Prior work also shows that the Inter firewall redundancies 

removal [5], [6].In this techniques work focused on the 

redundancy removal in the two different administrative 

domain. When work has been done on the two different 
administrative domains the policy privacy should be 

concerned. Therefore it is applicable to one administrative 

domain only. 

 

Firewall compressor proposed by X. Liu, E. Torng, and C. 

Meiners, [12] give us a framework and this framework 

remarkably reduces the rules in firewall. After implementing  

this technique firewall semantics gets unchanged. They 

proposed dynamic programming which gives us optimal 

solution which compresses one dimensional firewall and in 

second approach he gives a systematic compression of 
multidimensional firewall. 

To get better performance from firewall Tihomir 

Katic,Predrag Pale [1], proposed logic to optimize firewall 

rules. As rules of the firewall get set by the network 

administrator he have to regular check of the newly 

designed rule with existing rules. In large organization as 

there is very huge design of rules is present it is not possible 
to check the so new rule with existing rule. And in case of 

less experienced administrator, he finds more difficulty to 

do this. Administrator finds difficulty in finding the rule 

redundancies. The proposed technique by the author use log 

rules and other parameters related to rules in replacement of 

using IP address, protocol and ports. Authors developed 

software called FIRO which a command tool related to 

firewall. The work of firewall is related with IP tables of 

LINUX Platform. 

 

Many other firewall optimization techniques are proposed 
by researcher in different areas. Some of the famous firewall 

optimization algorithms are Trie tree-based algorithm [13], 

Decision Tree-based algorithm [14], and TCAM-based 

algorithm [15]. 

 

Alex X. Liu Fei Chen [23], proposed us a new technique 

which removes redundant rules present in inter firewall 

without having any knowledge of each other’s policies. 

They proposed a protective framework. In this model they 

work collaboratively and enforce the firewall policies. This 

solution is far better than proposed Cross Domain 

Cooperative Firewall (CDCF) because, the encryption 
technique used in CDFC is little bit slower than three 

magnitude order proposed by Alex X. Liu Fei[23]. 

 

Fei Chen,Bezawada Bruhadeshwar, and Alex X. Liu [7] 

proposed a cross domain optimization technique with 

preventing the privacy of firewall policies in cooperative 

environment. To get the goal of this they propose two 

methods. 1) They propose a novel approach and give a 

protocol which detects inter firewall redundancy removal in 

one firewall. 2) They implemented the protocol and got 

tremendous result in removing of redundant rules. 
 

When they designing this protocol they consider one threat 

model in that they consider two firewalls are semi honest. 

For preserving the privacy of the firewall they use the 

encryption techniques and encrypt the policies of firewall 

and use Pohling-Hellman Algorithm as encryption 

technique. 

 

2.1 Our Observations 

The existing solutions lack to reorder the rules according to 

the hit priority of the rule. They mainly focus on reducing 

the number of rules, while neglecting the priority based 

decisions of the rules. Firewalls use first-match semantics, 
as a consequence, if the rules with a highest hit ratio are not 

up in the rule order, it directly affects the throughput of the 

firewall. 
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2.2 Proposed Solution 

This paper proposes a solution that not only reduces the 

number of rules in the firewall ACL, but also reorders 

firewall rules based on hit-rates of the rules. The set of ACL 

rules used in a firewall is specified as a sequence of rules. 

The rules can overlap with each other. Therefore, the 

proposed approach identifies overlapping spaces of the rules 
and reduces the number of rules. Furthermore, to provide 

traffic-aware optimization the proposed solution reorders the 

firewall rules according to their hit-rates. The proposed 

approach used statistical analysis to determine hit-rates of 

each rule. When a lower priority rule r2 conflicts with a 

higher priority rule r1 that has a different action, we say that 

r2 depends on r1. Reordering of rules should result in rules 

that are equivalent to the original ones in the net effect. 

 

3. DESIGN SECTION 

The primary objective of the proposed approach to increase 

the throughput of the firewall To achieve this, we need to 

minimize the packet processing time of the firewall. In 
particular, the proposed approach optimizes (reduces) the 

number of rules and order them according to their hit-ratio. 

 

The steps of the proposed algorithm are given below: 

1) Perform statistical analysis on firewall log files to collect 

information about type of packets and action taken by 

firewall. 

2) Select the rules with highest hit-rate and assign them high 

priority. 

3) Now on the firewall rules, identify overlapping spaces to 

reduce the number of rules. 

4) For each rule from top to bottom, the proposed algorithm 
is executed. 

5) Once dependent rules are identified using overlapping 

spaces, remove them and create a new rule. 

6) Repeat this process until all rules are processed. 

 

Fig-2 illustrates architecture of the proposed technique. The 

proposed technique contains three modules namely 

1. Statistical Analysis Module (SAM) 

2. Rule Optimizer Module (ROM) 

3. Traffic-aware Optimization Module (TOM) 

 
The SAM is responsible for analysis of log files and 

generates statistics reports. The generated reports contain 

statistics about protocol, well-known ports and server IP 

address. The output of SAM i.e. stat data and this stat data is 

provided as an input to TOM module. The ROM is 

responsible for reducing the number of rules in the firewall. 

The rule extractor rule and iterartor will extract the firewall 

rules. Afterwards model removes the overlapping spaces by 

using overlapping rules finder. The overlapping spaces 

means, the spaces where all packets matches same set of 

firewall rules but with different decision of at least two 

rules. After finding these spaces model will generate new 
rules without policy conflicts. The compressed rules serve as 

an input to TOM.  Based on inputs from SAM and ROM, 

the TOM module decides the priority of rules to improve the 

throughput of the firewall by re-arranging the rules. This 

model takes stat data and optimized rules as an input and 

check the priority of rules. If higher priority rule is present 

after lower priority rule then packet processing time get 

increased so this model will reorder the rules according to 

priority of rules. 

 

 
Fig -2: Architecture of the Proposed System 

 

4. EVALUATION AND RESULT 

To evaluate effectiveness of the proposed solution, we tested 

it on synthetic firewalls. In addition, we measured efficiency 

of the proposed solution using synthetic firewalls. The 

prototype of the proposed solution is implemented using 

Java on Ubuntu 12.04 LTS (long term support) operating 

system. The evaluation experiments were carried on a 

Desktop computer running Ubuntu with quad-core process 

and 8 GB RAM. 
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Due to security concerns, it is hard to obtain access to real 

adjacent cross-domain firewalls managed by different 

administrative groups. Therefore, to evaluate effectiveness 

and efficiency, we generated a large number of synthetic 

firewalls. Each synthetic firewall rules examine five header 

fields from a network packet namely source IP address, 
destination IP address, source port number, destination port 

number and protocol of the packet. The number of rules 

used in the synthetic firewalls varies from 100 to 250. To 

measure the efficiency, the processing time and 

communication cost of every synthetic firewall was 

measured. Fig-3 shows average processing time on the 

synthetic firewalls. Fig-4 shows the average communication 

cost on the synthetic firewall. We used two synthetic 

firewalls namely firewall1 and firewall2 to find the 

communication cost. 

 

Fig-3 Average processing time for the synthetic firewall. 

 

 
Fig-4 Average communication cost for the synthetic 

firewalls 

 

5. CONCLUSION 

Firewalls play a key role in network security and access 

control. Existing optimization techniques are inefficient in 

increasing the throughput for the firewall by reducing the 

packet processing time. This paper proposes an adaptive 

cross domain firewall policy optimization technique using 

statistical analysis, while protecting the policy 
confidentiality. The proposed technique not only identifies 

and removes redundant rules but also identifies the order of 

rules in the rule set to improve the performance of the 

system. The optimization process involves two tasks: First, 

collaboratively reduce the number of rules between multiple 

firewalls, while protecting confidentiality of them. Second, 

using network usage statistics, identify the order of rules in 

the rule set. We showed the feasibility of the proposed 

approach with the help of our prototype implementation. 

The evaluation results showed the efficiency of the proposed 

solution. 
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