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Abstract 
Online social network which play a most imperative role in today’s world, but the major issue in online social network is 

displaying undesirable content in user walls. Main involvement of this paper is to propose an automated system to automatically 

filter the undesirable messages for online social network user walls using content based filtering .so, that the user can able to 

control directly the message which has been posted on their walls. In content based filtering the information item is been selected 

based on correlation between the content of the item and the user preferences. 
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1. INTRODUCTION 

Today online social network become most popular 

interactive medium to communicate with people and, share 

considerable amount of information and also gaining new 

friends over the internet. More than 300 social networking 

sites have common features in existence. The basic feature 

of social network is the ability to create and share a personal 

profile. This profile page includes a photo, and some basic 

personal information such as name, age, sex, location. Most 

of the social networks on the Internet also let you post 

videos, photos, and personal blogs on your profile page. One 

of the most important features of online social networks is to 

find and make friends with other site members. These 

friends also appear as links, so visitors can easily browse 

your online friend network. According to face book statistics 

1million link, 2millon friends are requested, 3million 

messages have been send for every 20 minutes on face book. 

The content present in social network is constituted by short 

text, and the notable example is the messages written by 

Online Social Network users on particular private or public 

areas, known as general walls. Proposing an automated 

system, to filter undesired comments from online social 

network is the aim of the present work. This is named as, 

Filtered Wall (FW).In previous work the wall owner does 

not have the control of their  own private area and this 

shows there is no content based preferences. Therefore it is 

not possible to prevent unwanted messages such as political 

or vulgar once. To fill this gap, In proposed system ,user 

specify what are the contents not to be displayed on his or 

her walls by providing certain set of filtering rules .Thus, the 

present idea support content based preferences ,that is the 

user have the direct control of their walls. This is can be 

done using Machine Learning (ML) text categorization 

procedure .And, this ML have the capability to 

automatically assign with each messages as a set of 

categories based on contents. And, also using the blacklist 

management to control the message posted on user walls 

2. PROBLEM DEFINITION 

Today most of the people splurge more time in social 

network sites such as Face book, twitter, LinkedIn, Google 

plus etc…And the major issue in social network is user does 

not have a control over their walls because it does not 

support content based preferences .Therefore it is not 

possible to prevent undesired messages such as political or 

vulgar ones which is posted on the private space of the 

users. Likewise, huge volumes of data are extracted and 

posted to the social sites, so it becomes a sophisticated task 

to social network management. Most of the proposal is 

mainly focus on providing a classification mechanism to 

avoid useless data. 

 

3. PROPOSED SYSTEM 

The main focus of this paper is to develop a system for 

online social network user to prevent unwanted messages 

based on content given by the user. And, also using the 

machine learning system to provide the flexible way to 

control the incoming messages. Enforce blacklist rule to 

avoid unwanted messages from unauthorized users to keep 

the wall secure. 

 

The three layer architecture in the below fig 1.In this three 

layer, first layer shows the social network manager, second 

layer shows the social network application and finally 

graphical user interface. 
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Fig 1: Filter wall system architecture 

 

In the above Fig 1 first layer called social network manager 

which is used to provide the basic online social network 

functionalities that is the user profile and the relationship 

between the managements. Proposed system is placed in the 

second layer called as social network application in that it 

perform content based message filtering and short text 

classification based on the user profile. User interacts with 

the system through graphical user interface and this will 

manage the filter wall and blacklist management which is 

present in the social network application layer. Moreover, 

GUI provides a filter wall that is the wall will publish only 

the message that is authorized according to the filtering rule. 

The main components of the proposed system are content 

based filtering and short text classification. And the system 

makes use of blacklist management to improve the filtering 

actions. This blacklist is used to prevent unwanted messages 

from undesired users .so that the system can able to decide 

whose are user can enter into the blacklist and how long the 

message can present inside the blacklist. 

 

4. METHODLOGY 

The main focus of this paper is to avoid and filter unwanted 

messages from online social network; this is supported by 

content based filtering and short text classifier. 

 

4.1 Content Based Filtering 

Assume that content based filtering user can operate 

independently, and the result shows that the information 

selected based on the correlation between the content of the 

item and user preferences. The information selected is 

textual in nature so it makes use of text classification. 

Content based filtering is present in the second layer in our 

proposed work called as social network application layer 

.This filter focus on filtering the short text messages rather 

than wide range of topics. And this content based filtering 

fully based on machine learning paradigm. 

 

4.2 Short Text Classifier 

In our approach the short text classifier is called as multi 

class soft classification process and this process is composed 

of two phases called as text representation and machine 

learning based classification. 

 

4.2.1 Text Representation 

Extracting the particular features from a given set of 

information is critical task; this will affect the entire 

performance feature of classification. For our work we have 

taken two features such as bag of words and document 

property from literature[2].Text representation is called as 

vector model  [3] in which text document is represented as 

𝑑j and the real weight of the 𝑑𝑗 = 𝑤1𝑗, … . , 𝑤𝑇𝑗 t is the set 

of term that occur at least once from the collection of 

documents 𝑇𝑟 and 𝑤𝑘𝑗𝜖 0; 1  represent 𝑡kcontribute to 

document 𝑑𝑗.in back of words the terms are indentified with 

the help of words. In case of non binary weight 𝑤𝑘𝑗, 
document 𝑑𝑗 is computed according to the Inverse 

Document Frequency weighting function in literature[9] is 

defined as 

 

𝑡𝑓 − 𝑖𝑑𝑓 𝑡𝑘, 𝑑𝑗 = #(𝑡𝑘, 𝑑𝑗). log
|𝑇𝑟|

#𝑇𝑟(𝑡𝑘)
 

 

Where #(𝑡𝑘, 𝑑𝑗)denotes the number of times 𝑡k occur in 

document 𝑑𝑗 and #𝑇𝑟(𝑡k) denote document 

frequency𝑡𝑘.document property is adopted by collecting the 

correct words, bad words, capital words, punctuation 

character, exclamation marks etc. 

 

Correct Words: This can be expressed in terms of 𝑡𝑘 ∈T∩
𝐾, where 𝑡𝑘 is the term of document 𝑑𝑗, and k denotes the 

known words. 

 

Bad Words: This can be computed same as correct words 

feature, where here K denote the bad words 

 

Capital Words: This will denote the amount of words used 

capital letters in the document and calculate the percentage 

for the capital words. For example document containing the 

word GOOD Work (here GOOD is capitalized and Work is 

not capitalized) percentage can be calculated according to 

the capital letter given in the document. 

 

Punctuation Characters: This can be calculated by the 

ratio of total number of punctuation character in the message 

by total number of characters in the message. For example 

the documents contain the message as hi!!!How are you? is 

4/15. 

 

Exclamation Marks: calculated by the ratio between the 

total numbers of exclamation marks in the message by total 
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number of punctuation characters in the message. For 

example consider Hello!!What doing? Is 2/3 

 

Question Marks: this can be calculated by the ratio 

between total numbers of question mark in the message by 

total number of punctuation character in the message. For 

example consider hi “Where are you?” is ½ 

 

4.2.2 Machine Learning Technique 

In previous section we have discussed about shot text 

classification and it is called as hierarchical two level 

processes and it is named as first level and second level. In 

first level messages are classified as neutral and non-neutral. 

Second level partitions the non neutral messages. To 

understand the machine learning technique let us consider 

M1 and M2 as first level and second level classifier and y1 

be the neutral class. The machine learning works as follows: 

1. Let Mi be the message and it is processed such that 

xi vector is extracted from the feature. Consider 

two sets such as 𝑇𝑟𝑆𝑑 and 𝑇𝑒𝑆𝑑 are transformed 

into 𝑇𝑟𝑆 =   𝑥𝑖, 𝑦𝑖 , . . ,  𝑥 𝑇𝑟𝑆𝐷 , 𝑦 𝑇𝑟𝑆𝐷   and 

TeS=  𝑥𝑖, 𝑦𝑖 , … ,  𝑥 𝑇𝑒𝑆𝐷 , 𝑦 𝑇𝑒𝑆𝑑   . 
2. Binary set is created for message M1 as𝑇𝑟𝑆1 =

{(𝑥𝑖, 𝑦𝑗)𝜖𝑇𝑟𝑆| 𝑥𝑖, 𝑦𝑗 , 𝑦𝑗 = 𝑦𝑗1}. 

3. Multi class set is created for message M2 as 

𝑇𝑟𝑆2 = {(𝑥𝑗, 𝑦𝑗)𝜖𝑇𝑟𝑆| 𝑥𝑗, 𝑦𝑗 , 𝑦𝑗𝑘 = 𝑦𝑗𝑘 + 1, 𝑘 =
2 … . . , |Ω|} 

4. To find whether the message is neural are non 

neutral for the message M1 is trained with TrS1 

and Then the performance of message M1 is 

evaluated using TeS1 

5. Performance of the M2 is evaluated using TeS2.for 

this message M2 is trained with Non neural TrS2 

message. 

 

5. IMPLEMENTATION 

Our proposed system is implemented to avoid unwanted 

messages from unauthorized users using blacklist and filter 

rule. 

 

5.1 Blacklist Management 

Blacklist rule is used to avoid unwanted messages created 

by the unauthorized users. This is the mechanism which is 

managed by the system, such that the system may able to 

decide who are users enter into the blacklist and how long 

the message can be present in the system. That is the wall 

owner must decide who are the users enter into his/her 

private wall and how long they present in the wall. The wall 

owner must specify the blacklist rules. This blacklist 

management will block the users based on the user profiles 

and the relationship in the online social networks such that 

the wall owner key entity to identify the users. 

 

5.2 Filtering Rule 

Filtering rule is defined as the author or creator who 

specifies the rules for example suppose rajev is an online 

social network user and he always wants to avoid the high 

vulgar messages. And rajev want to filter only the message 

coming from indirect friends and not for the direct friends. 

This can be done using filtering rule as follows: 

 

((rajev, friendof, 1,1),(vulgar,0.60),block) 

((rajev, friend of, 1,0.3),(vulgar,0.70,block) 

 

The values given in the above examples are trust value 0.60 

and 0.70.if the friend of rajev with the trust value of 0.60 

wants to publish the message as “h*v*ng *x*”on rajev’s 

private wall. After posting this message it will produce the 

grade value as 0.65 for the class vulgar message. Therefore, 

the message that containing huge degrees of vulgar content 

will be filtered from the system and the filtered message will 

not display in the user private wall. Hence, it reduces the 

unwanted content and improves the performance of the 

system. Moreover, filtering rule is the action performed by 

the system on the message to satisfy the rule. 

 

5.3 Enhancement of Filtering Wall 

 When the user wants to post a message on a private 

wall, he/she tries to enter into a wall and the user 

tries to post messages on the private wall but it is 

intercepted by the filter wall 

 Secondly machine learning text classifier is used to 

extract the metadata from the given content of 

messages. 

 Then the filter wall make use of this metadata 

which is provided by the short text classifier and 

along with the data extracted from the user profile 

by enforcing the blacklist rule and filtering rule. 

 The filter walls publish or block the message 

depending on the result of previous step. 

 

6. RESULTS AND DISCUSSION 

The values of unwanted content such as neutral, non–

netural, violence and vulgar are determined based on the 

first level and second level category of the message. 

 

 
Fig 2: Test values for first and second level messages 
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Where set of classes such as neutral and non neutral belongs 

to first level, violence and vulgar belongs to second level of 

messages. And it is denoted by Ω= {𝑛𝑒𝑢𝑡𝑟𝑎𝑙, 𝑛𝑜𝑛 −
𝑛𝑒𝑢𝑡𝑟𝑎𝑙, 𝑣𝑖𝑜𝑙𝑒𝑛𝑐𝑒, 𝑣𝑢𝑙𝑔𝑎𝑟. 

 

The above fig 2 shows the test result of first level and 

second level for neutral, non-neutral, violence and vulgar 

messages. 

 

7. CONCLUSIONS 

In this paper we have proposed a Filter wall to filter 

unwanted messages from online social network private 

walls. And we make use of blacklist management and 

filtering rule to provide rules to the system. Blacklist rule is 

used to avoid unwanted messages created by the 

unauthorized users. This is the mechanism which is 

managed by the system, such that the system may able to 

decide who are users enter into the blacklist and how long 

the message can be present in the system. So, we can avoid 

unauthorized person and we can keep our private wall 

secure. 
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