IJRET: International Journal of Research in Engineering and Technology eISSN: 2319-1163 | pISSN: 2321-7308

TOTAL INTERPRETIVE STRUCTURAL MODELLING ON ENABLERS
OF CLOUD COMPUTING

Ambikadevi Amma.T?, N.Radhika?, Pramod.V.R®

'Research Scholar Karpagam University Coimbatore, TamilNadu
2Associate Professor, Computer Science & Engg Dept, Amrita vishwa vidyapeetham, Coimbatore, TamilNadu, India
641105
3Associate. Professor, Dept. of Mechanical Engineering, NSS College of Engg, Palakkad, Kerala, India 678008

Abstract

Cloud computing is the delivery of computer resources over a network through web services, while the actual physical location
and organization of the equipment hosting these resources are unknown to the users. Cloud computing strategy is subjected to
many enablers. Interpretive structural modeling is a well proven tool for finding the interrelationship among the enablers. Total
Interpretive structural model is an essential innovative version of interpretive structural modeling technique(ISM). In Total
Interpretive Structural Modeling (TISM), influence/enhancement of enablers and their interrelationship is considered. Total
interpretive structural model steps are identification of elements, pair-wise comparison, level partition, interaction formation,
diagraph representation and formation of total interpretive structural model. The methodology of TISM is used to delineate the
hierarchical relationship of enablers of cloud computing. Cloud computing is based on the concept of virtual machines. Hardware
cost can be reduced by using virtualization. Different types of virtualization are operating system —level virtualization, application
virtualization, service virtualization, memory virtualization, storage virtualization, virtual file system, data virtualization etc .Lack
of trust between cloud users and providers has hindered the universal acceptance of cloud as outsourced computing services. To
promote Multitenency we must design the cloud ecosystem to be secure, trustworthy and dependable

Keywords: cloud computing, enablers, partition levels, interaction matrix, TISM.

1. INTRODUCTION.

Cloud Computing is a new scenario in which customers can
use the services and infrastructures by paying an amount for
the usage. This is beneficial to some of the IT organizations
undergoing severe budgetary constraints for the
development of infrastructures and enhancement of
hardware’s and software’s. The core technologies used in
cloud are web applications, services, virtualization and
cryptography. The services rendered through cloud are
Software as a Service (SaaS), Infrastructure as a Service
(laaS), and Platform as a Service (PaaS). In Software as a
Service, the service providers provide the users the service
of using any type of application software. In laaS, the
service providers provide the networking equipment, storage
backups and servers. In PaaS service providers provides the

clouds can break through the private cloud to access
additional computing resources from the public cloud.

The main characteristics of clouds are (a) On demand self
service- Users can use the services without human
interaction (b) Ubiquitous network access- Using standard
mechanisms and protocol cloud services are accessed using
network usually internet. (c) Resource pooling:- Resource
pooling is done using a homogeneous sharing between
service users. (d) Elasticity: Resources can be stored up and
down rapidly. (e) Pay-as-you-go: Resource usage is
constantly measured and pay only for what you use.

Some of the IT organizations are undergoing severe
budgetary constraints depends on clouds for the

platform to the users any type of operating the systems along
with hardware’s & Software’s.

The deployment models available for cloud are private
cloud, public cloud and hybrid cloud. In public cloud the
users are accessing the cloud services using internet
facilities. Private cloud. The deployment models available
for cloud are private cloud, public cloud and hybrid cloud.
In public cloud the users are accessing the cloud services
using internet facilities. Private cloud provides resources to
users within an enterprise or organization over an intranet
using a self service interface. Hybrid cloud is a combination
of both public cloud and private cloud. In hybrid, the private

infrastructure and services. The strategy of cloud computing
is facing many barriers. The major attributes of cloud
computing are Multitenency, massive scalability, elasticity,
pay as you use and self provisioning of resources of the
cloud[ 1 ]. An acronym “SPI” stands for the services of the
cloud, Software—as-a-Service (SaaS), Platform-as-a-Service
(PaaS) and Infrastructure-as-a-Service (laaS) [ 1 ]. Cloud
computing impacts an individual consumer, individual
business, small and medium size businesses and enterprise
businesses etc. Data are moving from and into the cloud in
large amounts, so the security control failures or impact of
mistakes will affect the customers. The idea behind the
paper is to get the inhibitors in the cloud environment and

Volume: 03 Issue: 06 | Jun-2014, Available @ http://www.ijret.org 398




IJRET: International Journal of Research in Engineering and Technology

elSSN: 2319-1163 | pISSN: 2321-7308

make a study under ISM and get the relationship among the
inhibitors

Cloud computing is the delivery of computing as a service
rather than a product, whereby information are provided to
computers and other devices as a utility over a network.
Cloud computing describes a new supplement
consumption, and delivery model for IT services based on
internet protocols, and it typically involves provisioning of
dynamically scalable and often virtualized resources. Cloud
computing providers deliver application via the internet,
which are accessed from a web browser.

2. LITERATURE SURVEY

Cloud computing is an emerging scenario of computing
style where applications, datas and resources are provided to
users as services over the web. Consumers are not worried
about the implementation of the cloud but they care about
what the service does for them. Cloud computing provides
configurable computing resources like servers networks
storage and applications as and when required with
minimum effort over the internet. The major critical success
factor of cloud computing are consistent data availability
and security. Data centre facility uses to house computer
systems and associated components. It includes redundant
power supply, data communication connections and security
devices etc. Clouds are location independent providing
abstract datacenter. Virtual servers, storage devices and
networking are provided without human interaction. A
consumer can provision computer facilities like server times
and network storage. The cloud capabilities are available
over the network and accessed through standard
mechanisms like mobile phones laptops and personal digital
assistants. Using multitenant model the providers computing
resources are pooled to serve multiple customers. The
computing resources include storage, processing, memory,
network bandwidth and virtual machines. Cloud capabilities
can be rapidly, elastically and even automatically sealed out
and rapidly released to quickly scale in. By leveraging a
metering capacity at some level of abstraction, cloud
systems automatically controls and optimize resource use.
Transparency is provided for both the provider and
consumer regarding the resource usages. The resource usage
is monitored, controlled and reported. Standardization and
visualization are the keys to reduce infrastructure costs
while meeting the dynamic needs of business.

Many organizations are migrating to cloud to derive
flexibility and cost reduction benefits from their computing
environment. Reasons why cloud computing is popular with
business are cost factor, flexibility and service provisioning
of the resources. Self service portal allows the clients to help
themselves and makes the offering more available from a
service perceptive. Automation reduces IT operations costs.
Cloud paradigm improves service delivery by applying
engineering disciple and scale of economics in an internet
inspired architecture.

Cloud deployment models are public cloud, private cloud
and hybrid cloud. In public cloud the business rents and pay

for what they use on demand. In private cloud the service is
on their organization network in its IT environments and
delivers servicers to their users only. Hybrid cloud uses the
combination of both public and private cloud. Public cloud
services are available to customers from a third party service
provider via the internet. Public clouds provide cost-
effective means to deploy solutions. Companies can use it
on demand and with the pay-as-you use policy

Private clouds are deployment made inside the on-premise
data centers and run by on site servers. Like public cloud
private cloud offers cloud computing environment such as
elastic on demand capacity, self service provisioning and
service based access.

Hybrid cloud is a combination of interoperating public and
private clouds. Hybrid models allow elasticity pay- as- you —
go pricing, network isolation and secure connectivity just
like privately owned data centre.

Cloud computing provides massively scalable computing
resources from anywhere simplifies service delivery. It
provides rapid innovation and dynamic platform for next
generation datacenters. Use of virtualization and limited
capabilities for monitoring access to applications hosted in
the cloud. Data privacy is another factor concerning
security. Quality of services like availability, reliability and
performances are major security issues. No well defined
service level agreements to meet standards. Integration and
interoperability are also barriers to cloud.

Some of the features of the cloud are discussed herewith.
Self service is one of the important features of the cloud.
Using role-based access control it separate authenticated
end-users. Dynamic workload management enables the
datacenters  with automation. Resource automation
establishes secure Multitenency and helps prevent
contention in the load aware resource engine. Enabling the
feature charge back, show back and metering the
transparency in cloud business is attained. Cloud is
integrated with the products in the datacenter. It is possible
to meter the cloud resource usage. Cloud support most of the
operating systems and is possible to vary hardware
configuration. Role-based access administrations are used
for providing secure Multitenency and bring security to the
self-service cloud portal.

3. METHODOLOGY

ISM is an interpretive methodology goes as the judgment of
the group decides the relationship of different elements in
the system. An overall structure is extracted from the set of
elements hence it is structural in the basis of mutual
relationships and the overall structure are portrayed in a
diagraph model hence it is a modeling technique. Total ISM
is also following some of the steps of ISM. Reachability
and partition levels are adopted as it is in the process of
TISM .1t is having a step by step process and is briefly
outlined below.
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3.1 Step I: Elements Identification and Definition

First step in any structural modeling is to identify the
elements whose relationship is to be modeled. For this

purpose the enablers of cloud computing are identified from
literature survey and discussions with domain experts and is
shown in tablel.

Table 1: Major enablers of cloud computing and their definitions

Enabler | Major enabler of clovd | Definition

Number |computing

1 Data protaction Data available in clovd should be protected from external attacks.

2 Confidentiality All datas should have avthentication and auvthorization for protection
alzo eneryption.

3 Data integrity Data shovld not be changed inanunavthorized manner.

4 Data availability Data shouvld be available to support the operations.

5 Multiteneney Sharing of resouvrees across 2 large pool of customers.

B Operational efficiency | Efficiency of operation depends on the interfaces, w2b connaction and availability of
gata.

1 Elasticity Application can expand and contract on demand.

g Interoperability Provision to operate different elovds in different countries.

g Authorization To manage vser accouvnts and various 2ssurance.

10 Auditing Control based defined oprineiples and eriteria for security,
availability, confidentiality, integrity and privacy

11 Guidanes Handling identity and access managemeant

12 Standards Standards are defined by governing body or 2 market lead. It scarce a3 clovd s
concerned,

13 Data lineage Mappineg application data flows or data path visvalization.

14 Data remenance The residval representation of data that has been in some way erased or
removed.

15 Data provenance Data has integrity 2nd computationally accurate.

3.2 Step 11: Contextual Relationship Definition

Model of the structure is developed by relating the elements.
The contextual relationship between different elements are
identified for the study is depicted in tablel.for example the
contextual relationship between different enablers for study
is enablerl will influence/enhance enabler2 etc. Experts’
opinion is solicited to capture the contextual relationship
among the elements.

3.3 Step 111 Relationship Interpretation

This step forwarded over the traditional ISM. Contextual
relationship in ISM remains silent on how that relationship
really works. In TISM explanation of how the enablers
influence /enhance with each other is considered. It also
explain in what way they influence /enhance each other

3.4 Step 1V: Pair-Wise Comparison

A pair-wise comparison of elements is used to develop
SSIM (Structured self interaction matrix.) in formal ISM.
This interpretation indicates direction of relationship only.
TISM make use of the concept by answering the interpretive
query in step Il for each paired comparison first element
should be compared to all the elements in the row .For each
comparison the entry should be Yes (Y) or No (N).The
reason for yes should be provided. Comparing all the row
elements a paired relationship in the form of interpretive
logic —knowledge base is obtained Table2.
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Table 2: Interpretive logic-knowledgebase

1 |2 |3 4 5 ] 7 g g 1011 |12 |13 |14 |15
1 Y O|¥Y [Y¥Y |Y [N ¥ |Y¥Y [¥ |¥Y |¥Y |Y |N|N|N|N
2 Y [Y |N Y N Y Y N N N [N [N |N |N|N
3 Y O[Y |Y Y N Y Y N Y N [N [N |N |N|N
4 Y |Y [Y |¥Y (W |Y |¥Y [N |N |N|N|N|N|N|N
5 Y O|IN[Y |Y¥Y [¥ |¥ |Y¥Y [¥ |N |N|Y |Y |N|N|N
] Y [N O|N N N Y N Y N N Y |Y |N |N |N
7 Y [N O|Y Y N Y Y Y N N [N [N |N|N|N
Z Y [Y |N N by Y Y Y Y N Y |Y |N |N |N
o N Y [N |¥Y [N I[N [N [N |Y¥Y |Y |Y |N|N|N|N
10 N |[Y |N N N N N N Y Y |Y [N |N N |N
11 NN [N |N [N [N |N [N |[N |[N|Y |N|N|N|N
12 N [N |Y Y N N Y Y N N Y |Y |N |N |N
13 N Y [N N [N N |[N [N |Y |Y |Y |N|Y |Y |Y¥
14 N [N N N N N N N Y Y |Y [N N Y |Y
15 NN [N N [N [N [N [N |Y |Y [N [NI|Y |Y |Y
3.5 Step V: Reachability Matrix and Transitivity
Check
Corresponding to Y in the knowledge base cell is replaced
by land N is replaced by 0. Check for transitivity and
reachability matrix is shown in Table 3.
Table 3: Initial Reachability matrix
1 2 3 4 5 B 7 2 o 101112 (13 |14 |13
1 1 1 1 1 0 1 1 1 1 1 1 |0 (0 (0O (0O
2 1 1 0 1 0 1 1 0 0 0 |0 |0 |J0 |0 |0
3 1 1 1 1 0 1 1 0 1 0 |0 |0 |0 |0 |0
4 1 1 1 1 0 1 1 0 0 o |0 |0 |0 |0 |0
5 1 ] 1 1 1 1 1 1 0 0 |1 |1 |0 |0 |0
i 1 ] 0 0 0 1 0 1 0 o |1 |1 |0 |0 |0
7 1 0 1 1 0 1 1 1 0 o |0 o o |0 |0
2 1 1 0 0 1 1 1 1 1 o |1 |1 |0 |0 |0
o 0 1 0 1 0 0 0 0 1 1 1 |0 [0 (0O [0
10 0 1 0 0 0 0 0 0 1 1 1 |0 (0 (0O [0
11 0o |0 0 0 0 0 0 0 0 o |1 |0 |0 |0 |0
12 0 |0 1 1 0 0 1 1 0 0 |1 |1 |0 |0 |0
13 0 1 0 0 0 0 0 0 1 1 1 |0 |1 1 |1
14 0 |0 0 0 0 0 0 0 1 1 1 |0 (0 (1 (1
15 0 |0 0 0 0 0 0 0 1 1 |0 |0 |1 1 |1
3.6 Step VI: Level Partition in Reachability Matrix repeated until the levels of each element is found out. Level

e . . partition is shown inTable 4.
ISM based level partition is carried out. Reachability set and

antecedent sets for all the elements are determined.
Intersection of the two sets is found out. The elements for
which the reachability set and intersection set are same
occupy the top level in ISM hierarchy. Top level elements
will not influence the remaining elements hence it can be
removed from further calculation. The same process is
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Table 4: 1°7 Level partition

Enablers | Reachability set Antecedent set Intersection | Level

1 1,2,3,4,6,7,89,10,11 | 1,2,3,4,5,6,7,8 1,2,3,4,6,7,8

2 1,2,4,6,7 1,2,3,4,8,9,10,13 1,2,4

3 1,2,3,4,6,7,9 1,3,45,7,12 1,3,4,7

4 1,2,3,4,6,7 1,2,3,45,7,9,12 1,2,34,7

5 1,3456,7,8,11,12 |58 58

6 1,6,8,11,12 1,2,345,6,7,8 1,6,8,12

7 1,3,4,6,7,8,12 1,2,3,45,7,8,12 1,3,4,7,8,12

8 1,2,5,6,7,8,9,11,12 1,5,6,7,8,12 1,5,6,7,8,12

9 2,49,10,11 1,9,10,13,14,15 9,10

10 2,9,10,11 1,9,10,13,14,15 9,10

11 11 15,6,8,9,10,11,12,13,14 | 11 1

12 3,4,7,8,11,12 5,6,7,8,12 7,8,12

13 2,9,10,11,13,14,15 13,14,15 13,15

14 9,10,11,14,15 13,14,15 14,15

15 10,13,14,15 13,14,15 13,14,15

Table 5: levels of enablers

Enablers Reachability Antecedent Intersection Level
1 1,6,12 1,2,3,4,6,7 1,6 6
2 2,4 2,34 2,4 8
3 3 3 3 9
4 2,4 2,3,4 2,4 8
5 1,3,45,6,7,8,12 58 5,8 5
6 1,6,12 1,2,3,4,6,7 1,6 6
7 3,4,7,12 7,12 7,12 7
8 1,3,45,6,7,8,12 58 5,8 5
9 2,4,9,10 1,3,8,9,10,13,14 9,10 2
10 2,49,10 1,3,8,9,10,13,14 9,10 2
11 11 1,5,6,8,9,10,11,12,13,14 11, 1
12 3,4,7,12 7,12 7,12 7
13 2,13 13 13 4
14 14,15 13,14,15 14,15 3
15 14,15 13,14,15 14,15 3

3.7 Step VII: Diagraph Development

and the directed links are drawn as per the relationship
shown in reachability matrix.It is shown in Figure 1.

The elements are arranged graphically in levels and links are
drawn as per the relationship. Diagraph is used to represent
the elements and their interdependence in terms of nodes
and edges. The elements are arranged graphically in levels
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Fig 1 Diagraph with significant transitive links

3.8 Step VIII: Interaction Matrix

The final diagraph is translated into a binary interaction
matrix form depicting all the interactions by 1 in cells.
Remaining cells entry is 0. Cells with entry 1 are interpreted
by picking the relevant interpretation from the knowledge

base in the form of interpretation matrix.The interaction
matrix is shown in Table 6.and explanation is following the
matrix representation

Table 6: Interaction Matrix
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[=llellellellellelle}l] Jdlellel] Jlellellal)
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(=l llellellell il Jllellellelle}l el i lel]
[ellellsllellell gl Jlellelle}lle}le] (] ]
OO|0 |0 |O|r|O|O|O|O|O(O|0|Om
O|0O|0O(rR|O|0O|0|0|F|OO|O|0|0|O0Mm
OO OO0 |0|0|0 (O |O|O|0|O0m
PR |P|O0O|0|0O0O|0O|O|0O|O(O|0|O|m

E1-E5- Multitenency means same data is pooled among a
pool of users. Data protection is Important in the sense the
pooled data should be accurate I all means.

E1-E6- Operational efficiency depends on data protection.
Data is to be stored securely in the cloud. Therefore cloud
service can be increased by increasing operational
efficiency.

E1-E9- Authorizations in the sense, only privileged
customers are directed to use cloud. Data can be protected

by providing security measures
methods.

using cryptographical

E2-E4- Data availability to customers depends upon
protected data. Cloud services can be improved by providing
datas availability.

E2-E7- Elasticity, means datas can be increased and
decreased as per the users
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E3-E1- Data integrity means datas should remain without
any change in the original data. This can be done if and only
if data is protected securely.

E3-E2- Data for consumers should remain in the original
form. Confidentiality of approach of cloud may improve if
data integrity is preserved.

E3-E9- By providing authorization the data integrity can be
preserved.

E4-E2- Datas searching in cloud database must be available
for the user thereby increasing the confidentiality level of
the users.

E5-E8- Multiple users are able to use the same data from the
pool of data. Interoperability of the system can be improved
by Multitenency

E5-E13- mapping of data depends upon data availability.

E6-E1- Operational efficiency is directly proportional to the
data protection cloud. Efficiency can be increased by
protecting data in cloud. Consumers may have very good
opinion of the data so many are forced to use the cloud
thereby increasing the efficiency.

E7-E1- the data using can be increased or decreased
depending on users view. Elasticity can be applied if and
only if clouds data is protected.

E7-E12- Common standard in cloud is necessary since the
clouds operation is from different countries.

Drata protection can be
done by authorisation
using cryptosraphss e

S e

Drata protection '\
increases confidentiality: .
"

Drata integrity is related to
data protection

E8-E5- Interoperability among different clouds may affect
Multitenency.

E9-E10- The hacking can be prevented by giving protection
using authorization.

E9-E11- Guidance can be improved by improving
authorization.

E10-E9- Auditing can be improved by using authorization.

E12-E7- Common standard for cloud will definitely improve
elasticity.

E13-E14- Data reminance depends upon data lineage.
E14-E9- Data reminance depends on data auditing

E14-E15- Data prominence and data reminance are related
to each other

E15-E14- . The residue of the data and the data
computationally correct depends each other.

3.9 Step IX: Total Interpretive Structural Model

The information contained in the interpretive matrix and
diagraph are used to obtain TISM

The nodes are replaced with boxes containing elements.
Interpretation is depicted on the side of the links. The total
interpretive structural model is shown in Figure 2.

,; Thrid partsys

- auditing is related
g u
- to data ineaze i

L

-
Cloud standard is "~
essential to keep
interoperabdlitss of
clowuds =7 !

Bemm=a

Data integrity is very essential and
cloud service providers should ha-we
to take precaution by authorisation

Fig 2: Total Interpretive Structural Model
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4. RESULTS AND DISCUSSIONS

Inhibitors are put in different levels, so as to get the
interrelationship of inhibitors. Level partition is done by
considering reachability set, antecedent set and intersection
set as described in the section. There are nine Partition
levels. The elements coming under each level is discussed
below. The inter relationship of enablers are found out.
From the diagraph, guidance is first level element i.e. The
top most element .Removal of the top most elements will
not affect the system. The second level elements are
authorization and auditing. Third level element data
provenance and data reminance. Data lineage is coming
under fourth level. Multitenency and inter operability are in
the fifth level. Data protection and operational efficiency are
in sixth level. Standards and elasticity are coming under
seventh level. Data availability and confidentiality are
coming under eight levels. Data integrity is in ninth level.
Interrelationship among them is also shown in the Figure no.
1. Data integrity is very essential and cloud service
providers should have to take precautions for data integrity.
Data integrity is directly related to confidentiality and data
availability. Confidentiality has an indirect relation to data
protection. Standards are related to interoperability. The
reason is that if all cloud service providers are having same
standards then the operation on cloud become very easy.
Data protected in cloud means data integrity is preserved. So
they are related to each other. Operational efficiency
depends on the availability of data. If all the datas are
available operational efficiency can be increased. Data
protection can be done by considering authorization.
Authorization can be done by giving password protection
and by providing cryptographic protection. Data lineage
means mapping of data’s and visualization of data. Data
lineage is very important for auditors’ assurance. So it is
related to auditing. Confidentiality can be increased by
proper authorization. In the sense protection of data by using
password and cryptography.

5. CONCLUSIONS

Enablers of cloud computing are studied and their
interrelationship is figured out. Total interpretive structural
modeling is used. Difference between ISM and TISM is that
in TISM the interpretation and logic behind the expressed
relation is clarified where as in ISM no such clarification is
given. Relationship of the inhibitors is shown in diagraph.
Clarification in TISM may be through the experts.
Contextual relationship in SSIM remains silent in ISM
whereas in TISM the real working is considered. TISM of
enablers of cloud computing is drawn and the relationship is
explained in interaction matrix. Data integrity, data
availability, data security, confidentiality, operational
efficiency, standards, authorization .interoperability are
coming as major enablers. Major enablers should be
considered before going for cloud installation.
Confidentiality and data protection are related to each other.
Elasticity is depending on standards and standard can
enhance interoperability proper standard will entertain the
cloud computing services hence the Data lineage

dependence on data auditing. The reason is that data
consumed or used can be audited by third party auditors.
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