IJRET: International Journal of Research in Engineering and Technology elSSN: 2319-1163 | pISSN: 2321-7308

AD HOC NETWORKS: FILTER BASED ADDRESSING PROTOCOL

Tanaya Mehendale', Y.D.Chincholkar?

!Student, Electronics and Telecommunication, Sinhgad College of Engineering, Maharashtra, India
2professor, Electronics and Telecommunication, Sinhgad College of Engineering, Maharashtra, India

Abstract
Wireless networks are becoming more popular now-a-days. These networks can either be infrastructure based or infrastructure
less networks. The infrastructure networks have a base station or central point of co-ordination. But in infrastructure less
networks the base station or central point of contact is not present. They are termed as ad hoc networks. These networks
dynamically change their topology and do not have any central point of contact. Main applications of such networks include
rescue operations where laying down of wires is not possible, military applications or battle field operations. Addressing is a key
issue in such type of networks. As they change their topology dynamically and also face frequent partition and merging events
assigning addresses in such a network is a key issue. In this paper a dynamic addressing scheme which is dependent or filters is
considered which assigns addresses to the nodes in the ad hoc network.
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1. INTRODUCTION

Whenever two or more devices want to exchange any kind
of information they form a network. This network can be a
LAN covering a building, or a MAN which covers a city or
spread across the world which can be a WAN. All the
networks formed for the purpose of communication either
have an access point or a centre point of contact which
manages the network or do not have any central point of
contact. The former networks are called as infrastructure
networks and later are the infrastructure less networks or ad
hoc networks. The infrastructure network has fixed topology
and central point of contact which is responsible for all the
communication taking place between the devices or entities
in the network. Exact opposite is the case with the ad hoc
networks. The networks which are formed for purpose only
are called as ad hoc networks. These networks are
established for a particular purpose, this purpose can be
exchange of information. Once the purpose is completed the
connection is broken or terminated. They lack infrastructure
and do not have any central point of co-ordination. Also the
nodes in the network keep on changing the topologies with
time. Any node or device taking part in communication is
identified by a unique address. Addressing is a main and
very important, challenge in ad-hoc networks as the nodes
dynamically change their topology and lack central point of
contact. Ad hoc networks cannot use any protocols like
DHCP or Network Address Translation. A central server
assigning the addresses to the devices is not possible in ad
hoc networks which is used in DHCP.A unique addressing
scheme based on sequence filters is proposed in this paper
which not only dynamically assigns addresses to the nodes
in the network but also with less amount of control overhead
and more packet delivery ratio. Moreover to detect the
partition and merging events a hashing is used instead of
random numbers.

1.1 Need of Dynamic Addressing Scheme

Address collisions should be avoided. No two nodes at a
given instant of time in the same partition should have same
address. Security should also be considered. The protocol
should check if the node joining a network is authorized
node or an adversary node. If a node utilizing a particular IP
address joins another partition its address should become
available to other nodes in the networks. The protocol
should consider the dynamically changing topology and
partition and merging events in the network. Addresses
should be assigned with less amount of control overhead and
minimum delay [1].

2. LITERATURE REVIEW

A hardware based addressing scheme was proposed which
uses the MAC address of a device to assign the unique IP
address to the node. This works perfect for the addresses
IPV6 addresses. But ninety percent of the nodes still use
IPV4 addresses and in these addresses the no of bits are
smaller than the MAC address. The solution used is hashing
the MAC address to fit in the address suffix. But this also
includes random choice of address and does not guarantee a
collision free address allocation [2].

A new addressing scheme called as duplicate addressing
scheme was proposed. In this protocol, every joining node
randomly chooses an address and floods the network with an
Address Request message (AREQ) if the randomly chosen
address is already allocated to another node; this node
advertises the duplication to the joining node sending an
Address Reply message (AREP). When the joining node
receives an AREP, it randomly chooses another address and
repeats the flooding process. Otherwise, it allocates the
chosen address. But the drawback of this method is that it
does not take into account network partitions which are
abruptly done at any time in the ad hoc networks [3].
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A few extensions to duplicate addressing scheme are also
proposed. These extensions use hello messages and partition
identifiers. A group of nodes changes its partition identifier
whenever it identifies a partition or when partitions merge.
A protocol based on DAD is also used to solve address
collisions in the presence of network merging events. This
protocol considers that two partitions are merging when a
node receives a Hello message with a partition identifier
different from its own identifier [4].

A weak DAD was proposed which uses a unique key and
routing protocol in addressing. Every node is identified by
its address and a key. The collisions with the other nodes are
identified by information from the routing protocol. If some
nodes choose the same address and key, however, the
collision is not detected. Also in this case the routing
protocol structure is changed. Weak Duplicate Address
Detection (DAD) protocol requires each node in the network
to have a unique key. Weak DAD requires that packets
meant for one node must not be routed to another node, even
if the two nodes have chosen the same address. This is
achieved by using the key information for duplicate address
detection .In this approach; the routing protocol related
control packets need to be modified to carry the key
information. In the weak DAD scheme, the packet can still
be misrouted in the interval between the occurrence of
duplicate IP addresses in the network and their actual
detection [5].

MANET conf was proposed after weak DAD. Two types of
address lists are present, first allocated and allocation
pending. A joining node asks for an address to a neighbor,
which becomes a leader in the address allocation procedure.
The leader chooses an available address, stores it on the
Allocated Pending list, and floods the network. If all nodes
accept the allocation request and positively answer to the
leader, then the leader informs the allocated address to the
joining node, moves the allocated address to the Allocated
list, and floods the network again to confirm the address
allocation [5].

Another addressing scheme based on high entropy is used.
The first node in the network is called as Prophet chooses an
address. Then it assigns address to any node which contacts
it randomly. Thus an address assignment tree is constructed.
Prophet does not flood the network as a result the network
overhead is limited. But this protocol requires large address
range than any of the previous protocols to guarantee that no
address is repeated. So to avoid duplication mechanism like
DAD is required which increases the protocol complexity
and overhead too [6]

A Dynamic addressing protocol was proposed. In this each
node has its own address set. This node subdivides its
available address set with joining node and assigns the
joining node with the available address from the address set.
This method works perfect for the small ad hoc networks.
But in large ad hoc networks the problem occurs when the
all the addresses in the address set are being assigned. Then

DAP requires the use of DAD in case of merging events
which in turn increase the control overhead [7].

3. FILTER BASED ADDRESSING PROTOCOL

A new protocol is developed which automatically configures
addresses using a Filter based approach. It uses two types of
filters first is the bloom filter and second is the sequence
filter. The bloom filter is used as a partition identifier and
sequence filter is used as a storage filter used to store the
unique IP addresses. Bloom filter is a data structure which
contains n bits. This n bit vector is composed of set of A=
{al, a2...an}.At first all the bits are set to zero. Each
element is then hashed by each of the hash functions. Any
kind of hashing system can be used like MD5 or a lookup
table method. The output represents a position to be set as 1
on the n-bit vector. This hash of the filter is used as a
partition identifier which is unique for all the nodes present
in a single partition. Here usage of hash filters instead of
random numbers reduces the probability of address
collisions. This helps to reduce the address collisions with
less amount of control overhead in partition merging events.
This hash of the filter which is the partition identifier is
periodically advertised in the network and thus partitions are
detected. The sequence filter compacts the addresses and
stores them in a sequence. The first address in the filter is
called as initial address. It concatenates this address with an
r-bit vector where r is the address range defined by the
network suffix. Here a term named ‘delta’ is used. This delta
gives the distance between the initial address suffix a (0)
suffix and current element suffix which is denoted by a (i)
suffix. If the bit is 1 then the chosen address is already
present in the address filter and if the bit is O then the
address is not present in the address filter and it can be
allocated to other node requesting for the address.

In the proposed addressing method network prefix of 254
addresses is defined. The nodes in the network randomly
choose addresses in the network at first. Whenever the new
node joins the network selects an IP address randomly. Then
it calculates the delta a. If delta position is found out to be 1
then the address is being used by some other node for
communication. If the position indicates 0 then the address
is available and the new node can choose the address and
further use for communication. This method decreases the
control overhead, increases the packet delivery ratio,
decreases no of message drops.

By the use of filters the nodes are dynamically assigned IP
addresses. The protocol also takes into consideration the
partition and merging events which are prominent or very
usual in ad hoc networks. The control over head is reduced.
Number of message drops is also reduced. Delay is reduced
as the whole IP address has not to be checked. By the use of
sequence filter checking of the delta position is to be done.
If it is 1’ the IP address is already assigned and if it is ‘0’
then the IP address is not used and can be assigned to any of
the node [9].
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4. SIMULATION RESULTS

The tool used for simulation is Network Simulator 2.34.
NS2 uses two different languages for simulation namely
OTcl and C++.NS2 combines these two languages in a
proper manner. C++ is a compiled programming language
and NS2 is the interpreted programming language. In C++
the changes take place slowly but running of the code is
really fast. Opposite is the case with OTcl language. Thus
NS2 combines both of them and forms an efficient tool for
network simulation. The executable command used in NS2
is ‘ns’. The variables which are declared in OTcl are called
as handlers which are mapped to object in C++.These
handlers generally do not contain any kind of functionality
but the actual function like sending and receiving packets is
defined in the object mapped in C++. The interfacing or
linking of C++ and OTcl is done through tclcl. This tclcl is a
inbuilt directory which contains the code to interface the
interpreter which is the OTcl and the backend section coded
in C++.NS2 uses a different tool show the simulation
results. They are seen in the separate utility called as
‘Network Animator i.e. NAM. If the results are to be
obtained in the form of graph NS2 has a different utility
named as Xgraph. The above figure gives a basic idea of
architecture of NS2.1t shows C++ linkage to OTcl through
TcICL. After simulation a trace file is generated. Depending
on the results we actually see the simulation in the NAM
window which is a kind of animation. The graph is plotted
in Xgraph window. Below are the simulation results

Figurel gives a scenario of simulation in ns2.The window
displayed is nam window i.e. the network animator window.
As seen in the below figure there are twenty nodes present,
there sources and three destinations. The simulation window
is of 500 seconds. Each node is sending Hello messages at
respective instant.
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Fig 2: Control overhead v/s number of nodes.

The above figure shows the graph of control overhead v/s
number of nodes. In comparison the FAP without a sequence
filter which is the basic aodv protocol. Clearly the figure
shows that the overhead is less when we consider the
protocol with the use of sequence filters.
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Fig 3: Number of message drops Fig 4: Number of Collisions.

The above figure_shows the r!umber of message drops. I-_|ere From the above figure it is clear that the number of
also the comparison of basic AODV protocol and Filter collisions is less when the protocol is implemented with the
based addressing protocol is made. The figure clearly shows filter based concept instead of just the AODV
the number of message drops is less in the proposed implementation.

protocol as compared to the basic protocol without a filter.
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5. CONCLUSIONS

Ad hoc networks are formed for the purpose only. Once this
purpose is completed the connection is terminated.

Ad hoc networks are infrastructure less networks with lack
of central point of contact. The nodes in the network
dynamically change their topology hence addressing in such
networks is a key issue. In this paper a filter based
addressing scheme is implemented. The nodes in the
network frequently suffer partition and merging events. To
detect these events a filter signature is used instead of
random numbers which further adds to the robustness of the
protocol. The simulation is carried out in Network
simulator2.The graphs of number of message drops, control
overhead and numbers of collisions are plotted. It can be
clearly seen that the protocol with the use of filter is better
than the protocol without the use of filter.
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