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Abstract 
The design of new electronic systems is getting more complex as more functionality is integrated into these systems. To design 

complex system, a predictable design flow is needed. A soft processor based System-on-Chip (SoC) is often mentioned as the 

hardware platform to be used in modern electronics systems for fast prototyping on FPGA. In this paper, a novel area and power 

efficient on chip communication architectures has been proposed for image encryption and decryption using single soft 

processor(Micro Blaze). Proposed System On Chip explores On chip Communication architectures features to efficiently implement 

the application. The SoC offers scalability and guarantees on the timing behavior when communicating data between various 

processing and storage elements. Proposed SoC has been implemented on Spartan6 FPGA and evaluated at 83.33MHz. It has 

occupied only 19% of resources available on target FPGA , consumes very low power. The proposed on chip communication 

architectures compared with device utilization on FPGA and power consumed. 
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1. INTRODUCTION 

SoC architectures are used to provide the required 

computational power for novel embedded systems. The ITRS 

predicts that while manufacturing complex SoC will be 

feasible, the production cost will grow rapidly as the costs of 

masks is raising drastically. The growing complexity of 

embedded systems leads to a large in their development effort. 

At the same time, the market dynamics for these systems push 

for shorter and shorter development times. The NRE cost 

associated with the design and tools of complex chips is 

growing rapidly. To address these issues, a platform based 

design methodology is proposed. The main objective of this 

design methodology is to increase the re-use of soft cores and 

IPs. The SoC consists of both hardware, and the software 

controlling the soft processor or DSP cores, peripherals and 

interfaces. The design flow for a SoC aims to develop this 

hardware and software in parallel. 

 

Most SoCs are developed from pre-designed hardware blocks 

for the hardware, together with the software drivers that 

control their operation. The hardware blocks are put together 

using EDA tools. The software modules are integrated using a 

Software development environment. In this paper, a novel soft 

processor based SoC architecture is proposed for Image 

encryption and decryption, which is based on shared processor 

local bus (PLB) and developed using Xilinx Platform Studio 

(XPS)[1][2]. 

 

Proposed SoC has three layers, hardware layer which is based 

on soft processor (Micro Blaze), Standalone OS layer which 

has low level drivers for different controllers and interfaces 

and application layer which is developed using above two 

layers as shown in Figure1[3]. 

 

 
 

2. MICRO BLAZE SOFT PROCESSOR 

The micro blaze embedded processor soft core is a reduced 

instruction set computer (RISC) optimized for implementation 

in Xilinx Field Programmable Gate Arrays (FPGAs). 

 

Compared to other general purpose processors, micro blaze is 

quite flexible with a few configurable parts and capable of 

being extended by customized co-processors. There are a 

number of on-chip communication strategies available 

including a variety of memory interfaces. The operating 

frequency of micro blaze on spartan-6 SP605 kit is 83.33Mhz. 

Hence we use micro blaze soft-core processor in order to 

develop hardware platform for JPEG compression application. 

 

Micro blaze processor has an instruction decoding unit, 32x32 

bit general purpose register file, arithmetic unit and special 
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purpose registers. In addition, it has an instruction pre fetch 

buffer. The arithmetic unit is configurable, as shown in core 

block diagram. The Barrel Shift, Multiplier, Divider and FPU 

are optional features. Micro blaze processor has a three- stage 

pipeline: fetch, decode and execute. For most of instructions, 

each stage takes one clock cycle. There is no branch prediction 

logic. Branch with delay slot is supported to reduce the branch 

penalty. Micro blaze is a Harvard architecture processor, with 

both 32-bit I-bus and D-bus. Cache is also an optional feature. 

Three types of buses, FSL, LMB and OPB are available. FSL 

bus is a fast co-processor interface. LMB is one-clock-cycle, 

on-chip memory bus while OPB is a general bus with 

arbitration. 

 

MicroBlaze has an orthogonal instruction set architecture. It 

has thirty-two 32-bit general purpose registers and up to 

eighteen 32-bit special purpose registers, depending on 

configured options. 

 

3. PROPOSED SoC ARCHITECTURES 

We proposed two On Chip Communication architectures. First 

one is based on IBM Coreconnect Bus Processor Local 

Bus(PLB) and second  on chip communication is AMBA AXI 

interconnect[3] System on chip for Image encryption and 

decryption  has three layers as shown in figure 1. The three 

layers are hardware platform followed by operating system 

(OS) and the required application that is to be carried out. In 

this third layer is Image encryption and decryption.  First layer 

is hardware platform. It is generated using micro blaze. Micro 

blaze is flexible and can be configurable customized soft core 

processor. Second layer is operating system.  Standalone OS is 

used  for controlling hardware platform. The application is 

developed using the two layer.  Hardware platform for the 

image encryption and decryption  requires components like, 

Block RAM, Instruction Local Memory Bus controller , 

Data Local Memory Bus controller, Micro blaze Debug 

Module, UART, System_ACE controller for Compact 

flash, Multiport Memory controller for DDR3 SDRAM, 

PLB-Bus. All these hardware components are configured 

for Image encryption and decryption. Its architecture is as 

shown in the figure 2a. And second On chip 

communication architecture is based on AMBA AXI 

Interconnect for Image encryption and decryption as shown 

in Figure 2b[4][5]. 

 

 

 

 
 

 
 

4. IMAGE ENCRYPTION AND DECRYPTION 

The Image encryption and decryption is developed on 

proposed SoC using AES algorithm. Embedded C is used to 

develop the AES algorithm and to access images from 

Compact flash.  AES comes in three favors, namely AES - 

128, AES - 192, and AES-256, with the number in each case 

representing the size (in bits) of the key used. All the modes 

are done in 10, 12 or 14 round depends on the size of the block 

and the key length chosen. AES merely allows a 128 bit data 

length that can be divided into four basic operation blocks. 

These blocks operate on array of bytes and organized as a 4*4 

matrix that is called the state. The algorithm begins with an 

Add round key stage followed by nine rounds of four stages 

and a tenth round of three stages which applies for both 

encryption and decryption algorithm [6] [7] [8]. 
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These rounds are governed by the following four stages: 

 Substitute Bytes 

 Shift rows 

 Mix columns 

 Add round key 

 

The tenth round Mix columns stage is not included. The first 

nine rounds of the decryption algorithm are governed by the 

following four stages: 

 Inverse Shift rows 

 Inverse Substitute Bytes 

 Add round key 

 Inverse Mix columns 

 

Again the tenth round Inverse Mix columns stage is not 

included. The Overall flow of the encryption and decryption 

algorithm of the AES algorithm is show in Figure 3. 

 

 
 

5. IMPLEMENTATION 

This AES algorithm is implemented for the text. But It can be 

used  for the images, pdf file formats, any other types of 

documents. For every image there will be a header and footer 

which gives the information regarding resolution, pixels, 

starting and ending of image. In order to acquire the proper 

image this header and footer information should be proper so 

we need not to encrypt this part and the remaining part which 

contains pixel information will be encrypted and decrypted. In 

this paper jpeg images are used for the encryption and 

decryption.  First copy the header part into the encryption file. 

The header part does not go for the encryption to support the 

jpeg format. After copying the header part in the encrypted 

file, encrypt the remaining data using AES algorithm and then 

copy the footer part without encryption. For the decrypted 

image, use the same procedure. The header and footer part 

does not go for the encryption or decryption to support jpeg 

format. 

6. RESULTS 

Proposed On chip communication architectures for image 

encryption and decryption has been implemented using Xilinx 

EDK tool and Image encryption and decryption application 

developed using SDK tool. Device utilization of two 

communication architectures are compared as shown in figure 

5.Figure 5 provides how many SLICEs and LUTs are used for 

proposed SoC design. On chip power detail are as shown in 

figure 6, provides power consumption of PLB based SoC, AXI 

based SoC. The SoC occupied only 19% resources and it is 

area efficient design. The design consumes very low power of 

0.67 W. Experimental results as shown in figure 4 provides 

encrypted and decrypted images with  original image and 

takes only 45 sec for both encryption and decryption process. 

The proposed design has been evaluated with 83.33MHZ. AXI 

based SoC has better performance when compared with PLB 

based SoC. 
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7. CONCLUSIONS 

In this paper, a novel shared bus based SoC architecture and 

AXI based SoC has been proposed and implemented on 

Spartan 6 FPGA using single soft processor. The effectiveness 

of design flow and SoC architecture is illustrated by 

experimental results obtained from the image encryption and 

decryption on proposed SoC design. In comparison to 

hardware methods and software methods which are often used 

to implement cryptographic applications, proposed SoC offers 

fast prototyping , area efficient and consumes less power. This 

work can be extended to research on HW/SW portioning and 

Multi Processors SoC (MPSoC) with shared bus 
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