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Abstract
In this analysis, we have developed an asymmeliwicklxipher which is involving a key bunch matrixX A [a;]) in the process of
encryption, and B ( = [{) in the process of decryption. The keysaee used as powers of the plaintext elementstlam#eys pare
used as the powers of the ciphertext elements.,Hegehave made use of Euler's totient function &udler's theorem in the
development of the cipher. The cryptanalysis cjesiiows that the strength of the cipher is quieificant.

Keywords: Encryption, Decryption, Key, Plaintext, Cipherttard Cryptanalysis.

*kk

1. INTRODUCTION

The literature of Cryptography [1] is replete wimumber of
block ciphers, in which majority of ciphers are syatric and
a few are asymmetric. The popular symmetric cipleesHill

cipher [2], Feistel cipher [3], Data Encryption &dard (DES)
[4], Advanced Encryption Standard (AES) [5] and evaV
variants of these ciphers. The well known asymroetipher
is RSA [6] developed by Ron Rivest et al.

In a recent investigation, Sastry and Sirisha [@véh
developed a block cipher in which the encryptiorcasried
out by a key bunch matrix E ( =[]), and the decryption is
done by using another key bunch matrix D (dg]] which is
obtained by using the relation

(&jxd;) mod 256 =1, (1.2)

in which both ¢ and ¢ are odd integers lying in the interval
[1,255]. Here it is to be noted that the encrypti@y and the
decryption key are different though they are relate a
particular way. In all the ciphers, developed bgsipon the
cipher under consideration, the keys in the keychumatrix
are used as multiplicands of the plaintext elements

In RSA, we have two keys -- one key called publky land
another one called private key. The encryptionaigied out
by using the public key of the receiver and thergetion (at
the receiver’'s end) is done by using his own peuvay. Here
it is to be noted that, the public key {e, n} ame tprivate key
{d, n}, in which, n is the product of two distingtrime
numbersp andg, and e andd are two positive integers
governed by the relation

ed modd(n) =1 1.2)

Where,
®n)=(p-1)(q-1). (1.3)

In the RSA, both e and d are used as exponentsjnotie
process of encryption and the other one in the gg®oof
decryption.

In the present investigation our objective is toedep a block
cipher, wherein, we use the keys in a key bunchimaay A
= [a;], as powers of the plaintext elements (Ppg)[in the
process of encryption, and the corresponding k&pk])

are used as powers of the ciphertext elementsg;# the
process of decryption.

The basic concepts utilized in the developmenthef ¢ipher
under consideration can be summarized [1] as faldWhen
nis a prime number, the number of integers leas thcan be
obtained in the form of the Euler’s totient functifl] given

by
®(n) = n-1. (1.4)

On the other hand, when n is the product of twamepri
numbers, say p and g then

®(n) =d(pq) = (p-1)(9-1). (1.5)

The Euler's theorem well known in the literature of

Cryptography is given by
a® modn =1. (1.6)

On using this theorem, we readily prove that

p*“*™*1 modn = p modn 1.7)
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Let us now take the basic equations of a blockariph the
form

C=Fmodn (1.8)
and
P = C mod n. (1.9)

From (1.8) and (1.9), we get
P = F¥mod n. (1.10)
On writing ed = K(n)+1, (1.11)

we find that (1.8) and (1.9) are valid relationsttod cipher in
view of (1.7). From (1.11), we find that

ed mod®d(n) =1 (1.12).

In the light of the above discussion, the basic atiqus
governing the cipher are given by (1.8), (1.9) é&hd2).

In the present paper, our interest is to develdyoak cipher
wherein n is a prime number. Thus in view of thiatien
(1.4), equation (1.12) assumes the form,

edmod(n—-1)=1 (1.13)

In this analysis, we take n=257 as 257 is the ségreme
number which encompasses all the EBCIDIC codes;twaie
lying in [0-255].

In what follows we present the details of the oigation of
this paper. In Section 2, we deal with the develeptof the
cipher. In this we display the flowcharts and ttgodthms
describing the cipher. In Section 3, we presentlastration
of the cipher and examine the avalanche effectti@ed is
devoted to the study of the cryptanalysis. Finailysection 5,
we mention the computations carried out in thislysis and
draw conclusions.

2. DEVELOPMENT OF THE CIPHER

Consider a plaintext. On using the EBCIDIC codés tan be
written in the form of a matrix P given by

P = [pyl, i=ltom,j=1tom (2.2)
in which each pis an integer lying in [1-255].

Let

A=Jag], i=1ltom,j=1tom (2.2)

be the encryption key bunch matrix,

and
B=[by], i=ltom,j=1tom (2.3)
be the decryption key bunch matrix.
Herea; andb; are governed by the relation
(ayxbi) mod 256 = 1 (2.4)

as we have taken n=257.

The basic equations governing the cipher can bienrin the
form,

C = [ci] = [p4™"] mod 257 (2.5)
and
P = [py] = [¢;”" ] mod 257. (2.6)

The flowcharts and the algorithms concerned tcetiayption
and the decryption can be presented as shown below.

Read PA, r andm
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Write (C)
Fig 1 The process of Encryption
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Fig 2 The process of Decryption

2.1 Algorithm for Encryption

1. ReadP,n,A,randm
2. for(k=1tor)
begin

for(i=1tom)
begin

for(j=1to m)
begin
pi= (p5™) mod 257
end
end
P =
P = Mix(P)
end
3. C=P
4. Write (C)

2.2 Algorithm for Decryption
1. ReadC,n,B,randm

2. for(k=1tor)
begin

C = IMix (C)

for(i=1tom)
begin

for(j=1to m)
begin
Cj = (CijbIl ) mod 257
end
end
C=¢]
end
3. P=C
4. Write (P)

In this analysis, r represents the number of rouimdshe
iteration process. Here we have taken r=16. Thetiom Mix
() which is used in each round of the iteratioagass can be
explained as follows.

Let P =], i=1tom,andj=1to m be the plaintextaat
particular round of the iteration process. Let uppose that
there are ‘s’ elements in the matrix P which areiratheir
values as 256. Then the{m s) elements of P, which are not
equal to 256, can be written in the form of a nxatdving 8
rows and (frs) columns. On writing the binary bits in each
column as a decimal number we gef<8h decimal numbers.
These numbers can be placed, in a row wise maimmal, the
other places, one after another, excluding theeglagherein
256 is present, we get, a new matrix P of size mXhus
mixing is done in a perfect manner.

3. ILLUSTRATION OF THE CIPHER

Consider the plaintext given below

Respected uncle,

| am very much delighted to inform you that the Ara
Pradesh is now getting partitioned into two parthe
Hyderabad which was ruled earlier by our own peoptav
clubbed with another nine districts, is going to dseved as
Telangana, and the rest of the thirteen distrigtsgaing to be
branded as Seemandhra. This bifurcation is sintibathe
disintegration as Pakistan and India which we had pefore
Independence. We cannot forget the instance in hwhic
Pakistan was divided into two segments, and the pthyed
by India in that bifurcation. This division of AndghPradesh is
certainly going to help our community. With regard&ur
Mohammad. 3.1
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Consider the string of the first 16 charactersha# plaintext
(3.1) given by

Respected uncle,
On using the EBCIDIC code we get

082 101 115 112
101 099 116 101

P= [100 032 117 110 (3.2)
099 108 101 044

Let us now choose the encryption key bunch matrix Ahe
form

021 057 171 039 |
101 067 089 223

A= 067 157 171001 | (3.4
037 203 233 017

On using the relation (2.4), the decryption keydiumatrix B
can be obtained in the form

061 009 003 051
109 107 233 031
B = 107 181 003 001 (3.5)
173 227 089 241
On applying the encryption algorithm the ciphert€xtan be
obtained as

011 049 137 225
237 042 153 007
115 036 177 086 | (3.6)

C= 059 123 231 136

On using the decryption algorithm, given in Sect&irwe get
back the original plaintext P.

Now let us study the avalanche effect.

On replacing 82, the first row first column elemeoft the
matrix P by 83 we get a one bit change in the pdain On
using this modified plaintext, the key given by4)3.and the
encryption algorithm, given in Section 2, we get tiphertext
C in the form

085 068 132 236
239 093 149 020

c= | 115 142 133 146
005 068 244 116 | (3.7)

On comparing (3.6) and (3.7), after converting theta their
binary form, we notice that these two ciphertextedby 58
bits out of 128 bits. This shows that the ciphegxpected to
be a strong one.

Now let us consider a one bit change in the keyTIAs is
achieved by replacing the first row second colunement of
A by 56. On using this modified key, the origin#&iptext and
the encryption algorithm, we get the correspondiipipertext
C given by

073 157 180 120

_ 006 255 023 208| (3.g)
C= 040 153 162 075
114 219 124 094

On comparing (3.8) and (3.6), brought into theirany form,
we find that these two ciphertexts differ by 6%hbut of 128
bits. From this also, we conclude that this cipbea potential
one.

4. CRYPTANALYSIS

In the development of every cipher cryptanalysiaysl a
predominant role in deciding whether a cipher iwitg
sufficient strength or not. The basic attacks Hrat available
in the literature of the Cryptography are

1. Ciphertext only attack (Brute force attack)

2. Known Plaintext attack

3. Chosen plaintext attack

4. Chosen ciphertext attack

Usually, every cipher is designed so that it carbebroken,
atleast, by the first two attacks [1]. The firstotwttacks are
thoroughly studied by offering analytical proofsowkver, the
strength of the last two attacks is also to be dimtiby
applying all possible intuitive approaches.

Let us now consider, the ciphertext only attacku(Brforce
attack). In the case of this attack the cipheriexknown.
Keeping this ciphertext in view we have to detemnihe key
which leads to a sensible plaintext.

In the key bunch matrix A=fj], each aij is an odd integer
lying in the interval [1-255] as its value. Thusté are 128
possible values for aij. In the matrix used in targlysis, as
we have melements the size of the key space is

nf 7nt 0.7rh 21m
128 = 2 %1] * 10.

On assuming that the time required for the compariaif this
cipher with one value of the key in the key spasel0®’
seconds, the time required for the computation wath
possible keys in the key space is approximatelyakfpu

2.1 -7 2.1%15
10 x 10 = 3.12x10 eays.
365x24x60x60
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In this analysis as we have taken m=4, the timeired for
this cipher is

3.12 x 16%° years.

As this number is very large, we cannot break fipher by
the ciphertext only attack.

Now consider the known plaintext attack. To proceét this
we know the pairs of plaintext and ciphertextyremy as we
require. If we assume that we are carrying out @mg round
of the iteration process, that is if take r = & basic equations
involved in the cipher are

Py = (™) mod 257, (4.1)
P = [pil, (4.2)
P= Mix(P), 4.3)
C=P. (4.4)

Here we know the;p occurring in the right hand side of (4.1),
and the C present in the left hand side of (4.4).tiis C is
known, we know the P occurring on the left hanc i€l (4.3).
On using the IMix ( ), we readily obtain the pij iwh is
occurring on the right hand side of (4.2). Thusknew thep;
which is on the left hand side of (4.1). As we kntive p;
which is on the right hand side of (4.1) the key=Ag;] ) can
be determined by making attempts with all the guesialues
of aij. Thus this cipher can be broken by the kngMaintext
attack when r=1.

Let us consider the cipher when r = 2. In this dasebasic
equations governing the cipher are given by

Py = (™) mod 257, (4.5)
P=[py], (4.6)
P= Mix(P), @.7)
Py = (™) mod 257, (4.8)
P = [pyl, (4.9)
P = Mix(P), (4)10
C=P. (4.11)

Here also we know the initial plaintext;(occurring in the
right hand side of (4.5)), and the ciphertext C(4rl1). On
using this C and the IMix () we can find the pgcarring in
(4.9), this gives the pij which is on the left hagide of (4.8).
From here, we cannot proceed further in the upwlaettion.
Though , occurring on the right hand side of (4.5), is&no

to us, we are stuck up at this stage as the othantigjies
involved here are not known. In the light of the@adb facts the
key A ( = [a;] ) cannot be determined by any means. Hence
the cipher is unbreakable by the known plainteteckt when r

is equal to 2. This implies that the strength o thipher is
quite significant as we have taken r=16.

Now let us explore what will happen in the cas¢hefchosen
plaintext attack and in the case of the chosenectpht attack.
On inspecting the equations (4.5) to (4.11), anchgusur
intuition in an effective manner, we readily notitteat this
cipher cannot be broken either by the chosen @sirdattack
or by the choosen ciphertext attack.

From the above analysis, we firmly conclude thi tipher is
a strong one, and it cannot be broken by any cngbytic
attack.

5.COMPUTATIONS AND CONCLUSIONS

In this paper, we have developed an asymmetrickbdgqher
in which we are having a key bunch matrix A (ag]] for
encryption, and another key bunch matrix Bl[b;]) for
decryption, wherein, these two matrices are comueby the
relation

(aij X bij) mod 256 =1 . (5.1)

In this analysis, we have used the keys in thebkech matrix
A as powers of the plaintext elements in the precet
encryption, and the keys in the key bunch matriasBpowers
of the ciphertext elements in the process of dawmgp

Basing upon the algorithms, given in Section 2, have
written the programs for the encryption and thergi@oon in
C language.

From the cryptanalysis carried out in this investign, we
have seen that the strength of the cipher is reabdekas the
powers are playing a vital role, and the Mix ( hdtion is
supporting further very thoroughly.
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