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Abstract
In a distributed system, there are numerous semiogider. The user must be authenticated to emeahe services provided by the
service provider. It is challenging to recall akaet words for users. So to clarify this probleimgke sign on is used which is an
authentication contrivance in that permit a sindleense to be validated by multiple service previdche Wang, Yu, and Qi Xie find
that Chang — Lee Scheme undergoes from two attaek®f which is that the aggressor is outside serpirovider converses with the
authenticated user twice and get the license nacgds right to use data in distributed systemse Blecond attack is the outsider
easily receiving right to use to, use services aithany license by mimicking authenticate useris Ttolence also associated with
Hsu and Chang Scheme. To sidestep these attackg, Wanand Qi Xie employed RSA-VES. For enhanceamehsoundness of

authentication, this paper services One Time Pas$wmWang, Yu, and Qi Xie Method. Now a days OlElysiimportant role in an
authentication, so that using OTP for secure sirsi| on its easy to provide soundness for autbatitin.

Keywords—Authentication, RSA-VES, distributed system,
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Syc@ingle Sign On(SSO),0ne Time Password(OTP).

1. INTRODUCTION

In computer network, interchange inforimat firmly
between two users is a challenging task because tae
probabilities that fraud users or service provighety enter into
the system to use services without any license eXahange
information securely authentication is requiredtiantication
is the vital activity in the distributed system afait exchange
between two user and service provider. After mutual
authentication, the next step is that we have toegde a
session key for the privacy of data exchange by users and
also the service provider so that data can be aentnsecure
channel securely. It is difficult to design autheation because
there are many chances of fraud users or servimgdars can
generate duplicate license to right to use data dhistributed
system.

In a distributed system, there are a number ofieeroviders
so that to right to use those service users muste ha
authentication. And it is difficult for users tornember those
secret words and also these increased overhedabd@ystem.
So that to reduce overhead as well as to reducahafforts to
remember all those secret words, there is an atith&on
mechanism called as SSO, SSO scheme allows sidgteity
and secret word to right to use multiple services the
distributed system no need to create differenttideand secret
word for each service provider so that it redudesdverhead.
There are three necessary requirements for SS@rdidtion,
which require to be fulfill as unforgeability whialmeans that
user and service provider cannot forge a licensenéw user
the right to forge new user is provided to onlysted authority.
The another requirement is that license privacyamsethat
unapproved users cannot recover all the licenderamic user

to write to use services from different service vider by

communicating with the approved user, and theldasnot the
least requirement is soundness it deals with oppr@aved user
able to write to use services provided by servioevider it

means an unapproved user cannot right to use ssrwithout
any license [14]. These requirements indicate 8@&0 can
work with the uniqueness and secret word, themoisieed to
keep different secret words for different servicevider means
using a single identity a user can right to useaglproved
services in the distributed system.

To converse on a distributed system securely tleereed of
authentication that means users interacting arentbaded user
and also service provider is also authenticatetlitisdould not
be a fraud service provider then only we can estala secure
connection to share secret information in insecciannel.

There is need of a third party, we can say thattéa party
which has authority to provide licenses to thersisad service
providers so that when we want to converse we eaifiyvthat

users and service provider are approved or ndelfis to find

fraud users or service providers because the oalg party has
the power to add new user or new service provider.

The Chang —Lee scheme uses the secure SSO mechamism
they applied the RSA algorithm to fair exchangedafa, but
these schemes are suffering from the certificatowering
attack that is when any unapproved service provicin
converse with the approved user without any lieetwgce or
more than that then the service provider is ableetmver a
license. After getting authority to an unapproveervice
provider can forge a number of unapproved users. Sdtond
attack is an impersonation attack without any tiedte, it
indicates that any unapproved user without angnke can be
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able to right to use the services provided by serwrovider
this attack is applicable to Chang —Lee which ievpn by
Wang, Yu, and Qi Xie and they employed efficientifigble
encryption RSA signature to improve Change- Leee8thin
soundness and certificate privacy. The Hsu and §lsaheme
are also suffering from the certificate recoveriajack and
impersonation attack without any certificate. Inisthpaper
proposed that adding One Time Password to Wangaivdl,Qi
Xie so that it can provide soundness for authetitina

A one-time password (OTP) is the one in which deaxad is
valid for only for one login session if we wantltgin again we
need new OTP. OTP is better than (static) secredsvand
there is no necessity to recall the secret wordyetiene or
create a new secret word for different service ragaid again.
OTP is not vulnerable to replay attack because avenat use
the same secret word for new login so if anyonedryse the
same secret word then session rejected. No onesessSDTP
because it varies for each login it never validlésrg duration.
OTPs are very hard to learn by heart for humandsei One
Time Password generation algorithms typically maise of
uncertainty that is OTP is generated randomly ti®ere need
of physical interaction. This is helpful otherwismyone
guesses future OTPs by noticing previous OTPs amd get
right to use for the session. Different methods fbe
generation of OTPs are given as:
e By using time-synchronization in-between the savi
provider and the users providing the secret wdrdk (i
valid only for a short period of time)

* By using a mathematical algorithm to create a new

Cipher Text (CT)
6. CT=(PTfmodn
7. PT=(CTfmodn

1.1 Notations Table

SR. Notation M eaning
No.
1 SCPC Smart Card Producing Center, which is
a trusted authority
2 Ui, Pj User provider and Service provider
3 IDu, IDp Identity of user and service provider
4 ei, di Public/private key pair of RSA
encryption, decryption algorithm of
identity i.
5 Si User (Ui) certificate, provide by SCPC
6 Sx Long term private key of SCPC
7 Sy Public key of SCPC
8 EK(P) A symmetric key encryption of plajn
text P using key K
9 DK(C) A symmetric key decryption of cipher
text C using key K
10 | oj(SKj,P) The signaturej on P signed by Pj with
signing key SKj
11 | Ver(PKj,Pgj) | Verifying signaturesj on P with public
key PKj
12 | h() Used for One way Hash function
13 | || Used for concatenation

secret word which can be done by using previous 2 | ITERATURE SURVEY

secret words (These are effectively a chain andt mus

be used in a predefined order).

In 2000, Lee and Chang [3] proposed a user ideatifin

« By using a mathematical algorithm where the new scheme and also key distribution conserving usscuity in
secret word is generated by a challenge (e.g., A distributed systems, for authentication it is neeeg to identify
random number chosen by the service provider) and/o Users who are capable to right to use the serpicesded by a

using a counter.

The RSA algorithm is used for secure message betwsers.
RSA algorithm deals with key generation, encryptiand
decryption are given as-

1. Choose two prime numberspandqg. For

should be of similar bit-length.
2. n=pqg.

nis used as the modulus for both the public and

private keys. Its length, usually expressed in, bgs
the key length.

3. Compute (n) =¢ (p) x¢ (@) = (p - 1) (q - 1), where
¢ is Euler's quotient function.

4. Select an integexsuch that 1 €< ¢(n) and ed

=1 mod ¢(n) is released as the public key exponent.

5. Findd as d = e (mod o(n)),
the multiplicative inverse of e (moduign)).
d is kept as the private key exponent.
Plain Text (PT)

i.e.,dis

security
purposes, the p and g should be chosen at randam, a

service provider, and, Lee and Chang are one vkeostieps just
before user identification. The factoring problendane way
hash function is based of Security of the schente Jervice
providers can only the one who acknowledged thecwepl user
and able to establish a session key with, approged, these all
things is handled by the security scheme. One rong that
scheme does not need to create secret word tafdéeward, in
2004, Wu and Hsu [6] find that the Lee—Chang’'s suhés
affected by a masquerade attack which deal wittbémaned user
has assumed legal user identity and can right éodasa which
is that legal user is approved. In masquerade cemiovider
can be masqueraded to interchange a session Keywiser so
unapproved service provider can take authorizasiont will
easily add the unapproved users in the system. kduHsu
make changes in Change- Lee scheme that is refeffigent
user identification scheme and also key distrilyutitn 2004,
Yang et al. [7] Prove that Wu-Hsu’s scheme has sdraeback
so Yang et al. Make improvement in the Wu — Hswesah by
adding more security requirement.
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Later, in 2006 Mangipudi and Katti [8] have findtdbat Yang
et al.’s scheme is affected by a denial of seraitack in which
unapproved user can continuously send packet teaheer so
that server will blocked and approved user canhlg @ right to
use the services provided by the service proviflerimprove
such a DoS attack, Mangipudi and Katti further psmgd a
secure identification and key agreement protocath wiser
anonymity (SIKA). In 2009 Hsu and Chuang [9] firtht both
Yang et al.'s and Mangipudi—Katti’'s scheme can fiected by
identity disclosure attack any outsider user cagilyearack the
identity of the approved user and proposed amamgment in
Yang et al.'s and Mangipudi—Katti's scheme. In 2@2ang —
Lee [13], proposed secure single sign-on mechan@nyg RSA,
which allow mobile users to use the single idenéibd secret
word to right to use multiple services in the disited system.
There is no need to create different identity aecket word for
every service provider with one identity and seaverd can
right to use to multiple services called as SSO.

In 2013 Wang, Yu, and Qi Xie [15] find drawback@hange-
Lee Scheme that it is affected by certificate recimg attacks
and impersonation attack without certificate atseytimprove it
by adding soundness and certificate privacy.

2.1 Review of Wang, YU, and QI XIE Scheme

To improve the Chang-Lee scheme Wang [13], Yu, @hXie
[15] design an RSA-based verifiable encryption igihatures

(RSA-VES), which is used to secure exchange of RSA

signatures and provide soundness and certificateqy. The
working of VES includes three parameters a SCPC taml
users we can say ul and u2. When ul want to seasage to
u2 it first encrypt message with SCPC's public lend send
message to u2. Then u2 again directs the same geelsaek to

ul, so u2 send same message to m2 this for prdtecte

communication. Then u2 gets ul key from SCPC oitsélf.
This process is for secure communication. The #hgaris
given as:

2.1.1 Initialization Phase

SCPC (Smart Card Producing Centre) selects twce la@fe
primes pand qtosetN=p Xq.

Then, there are two primesgnd ¢such thatp=2p- 1 and q =
2q + 1. SCPC has two sets its RSA public/private iy (e, d)
such that e X d = 1 mod 2fy where e is a prime use for
encryption and decryption. Let QN be the subgrdigrjoares in
Z*N  whose order #G ='g is unknown to public but its bit
length IG = |N| - 2 is publically known. SCPC randy choose
generator g of QN, choose an ElGamal decryption kkegind
calculate the equivalent public key y = gu mod M. do the
Diffie-Hellman key give-and-take SCPC selects gatweg € Z2*
N, where n is a new large prime number. SCPC aterss a
cryptographic hash function h(-) : {0,1}K , whesecurity

parametere >1 is chosen to control the tightness of the ZK

proof. Finally, SCPC publishes (e, N, h(e),q, v, g n), and
keeps (d, u) secret.

2.1.2 Registration Phase:

In registration, after receiving a request, SCP&igle Ui fixed-
length unique identity IDi also issues certific&e= h(IDi)2d
mod N . SCPC’'s RSA signature on  h(IDi)2 is ahmdtto
compute Si, which is an element of QN, which wil the main
thing we computed.

In Chang —lee Scheme, for every service providemnwiftose
identity IDj has to preserve a pair of signing keyhich is
required for a secure signature scheme (not naigsRSA).
oj(SKj, P) indicate that the signatus¢ on plain text signed by
Pj using signing key SKj. Ver(PKj, &) indicate that verifying
of signaturesj with public key PKj, gives outputs as “1” or “0”
to understand that signature is valid or not.

2.1.3 Authentication Phase

In authentication phase, using RSA-VES, we authatdi the
user and for service provider uses signature ftivestication. In
detail it is given as,
l. User Ui request to the service provider Pj with gen
nl.
Il. After getting request (Req,n1) to service providgrPj
has to calculate the session key Zawpd n where k is
a random number and KZ, sets u = Z || IDj || n, then
send message m2 to user as m2 = (Z, v, n2) whege n2
nonce2 set by service provider Pj, after issuing
signhature v =j(SKj, u).
[l Here Ui get the message m2 from Pj, and sets u
=Z || IDj || n. Ui stop communication if  Ver(PKj,
u ,v) = 0 cause signature is invalid. In other case
Ver(PKj, u ,v)# 0 Ui accept the request, then Ui select
random number ¢ Z* n and compute wtg
mod n, kij = Z mod n, Kij = h(ldj || kij) which is a

session key. The user authentication process is tha

user encrypt message(certificate) Si that is 1= 8.y
mod N, p2 = §mod N, where r is with binary lengtg |
and r is any random integer number. Then Ui cateul
a= ()" mod N and b ='§mod N where a & b are the
commitments, in that rl1 is random integer givemlas
+{0,1} < ("9  Later on Ui calculate the evidence by
proving that Si (certificate) is encrypted (P1,Rddh
public key y. For that Ui compute ¢ = h(Kij || wng ||
ylIP2lIYllgllallb),

S =rl — c.r(inZ). After that, user authentication proof
for NIZK is x= (P1, P2, a, b, c, s). At last Ui sen
encrypted message to Pj as m3 = (w, x, CT) whédre C
= Eq; (IDi || n3 || n2) where n3 is new nonce with user
identity and n2 is Pj's nonce with key.

V. For verification process compute kij = wod n, from
these we can calculate session key as Kij = (IKij)||
after that using this session key to decrypt CToae
recover PT as (IDi, n3, n2). Also the Pj calculate y*'
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=P/ h(IDi)> mod N, a= (§°. (*)°mod N, b =§ .

P,° mod N, then verify that if (c,%){0,1}* X +{0,1}
EW e =h(Kij [[wIn2 |YIIP2[1¥1lgllallb)is
satisfied or not, if result is non- negative irad& that

Pi and Ui shared same session key Kij so confirm
request sending message to Ui as m4= (V) here V =
h(n3), otherwise communication stop if value is

HOTPK.C) =
OX7FFFFFFF

TruncatdHMAC(K,C)) &

The mask is to disregard the most significant dit t
provide better interoperability between processors

For HOTP being useful for an individual to inputao
system, the result must be transformed into a HOTP

negative. value, a 6-8 digit number that is implementation
V. Ui receives m4 from Pj then Ui verify message if he dependent.

found that it is right message means that theyeshar

same session key Kij otherwise Ui stop

communication.

HOTP-Value = HOTR,C) mod 16, wheredis the
desired number of digits

In the above algorithm HMAC and SHA algorithm isedsto

3. PROPOSED SYSTEM
. compare OTP sent and received from client are samet.
As Wang, Yu, and Qi Xie [15] work on soundness and

certificate privacy of SSO requirement, but sthietscheme
required reliability for validation to secure SSSo for this CLIENT OTP MODULE
paper proposed work is to provide authenticatidialiity to
make a secure SSO strong which is possible usirgy Thme
Password. {}

Validation is the first step for a secure commuticaso it is
necessary to provide strong validation, so thappraved user
cannot rip-off the certificate from approved used @an able to {}
right to use the services. To provide strong autbation One

Time Password is helpful cause it never generatee ssecret
word and secret word is sent to the approved usérat illegal
user cannot right to use data. There is a differethod of One
Time Password this paper uses timestamp methodstheged
counter, which decrement when secret word is seniser if | |

BROWSER

OTP MODULE

user is logging in that period then only he/she ight to use
the facilities otherwise session terminated.

The algorithm is given as follows: WEB SERVICES

TOTP and HOTP are two variables. TOTP is based O M
where timestamp substitutes the incrementing couribe @
current timestamp is turned into a time-countedbfining the

start of an epoch (T0) and counting in units aheetstep (TS).
For example, TC = (unixtime(now) - unixtime(TO)y &

SQL SERVER

TOTP = HOTP (Secretkey, TimeCounter), where HOTP is

defined below. Fig 1: Flow of System

Figure 1 shows the flow of the system in whichtfpart is a
Client OTP generator which will generate an OTP sedd to
the client and wait for limited timestamp. The over is the
interface between the user and the client. Nexthes OTP
module this module is the one which check thattirethe
enter OTP and sent OTP are the same or not irtithastamp
* Cbe a counter if it is true then only the client get right to use the web

* HMAC(K,C) = SHAIK @ OxSc5c... || SHAIK & services otherwise period rejected. And the SQueses used
0x3636... IC)) be anHMAC calculated with {5 the storage purpose.

the SHA-1 cryptographic hash algorithm
e Truncateis a function that selects 4 bytes from the result
of the HMAC in a defined manner
Then HOTPK,C) is mathematically defined by

TOTP-Value = TOTR{,TC) mod 16, wheredis the desired
number of digits

Let:
* K be a secret key
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COUNT | —-| ENCODE AS MESSAGE
KEY [ > HMAC
/_,-"1_
oTP ¢ ENCODE AS DECIMAL

Fig 2: OTP generation

Figure 2 shows that one counter is set for the Qffich
casually generate a number. Because of OTP is walidfor a
small duration of time and if in that duration Od@Besn't enter
then the session is rejected. So first initialize tounter, then
encrypts the message using HMAC and the key thasage is
again encoded with decimal from which we get thd?OT

This paper uses the algorithm for key selectionHMAC. In
Fig: OTP generation is given as algorithm theyt faiseck that
the size of the key and the block size/ messageasiz the same
or not if it is not same then we have equalizedkieto block
size if it is less than a block size, then by addimore zero to
the key if is greater than block size then it isrséned to block
size. And then apply the HMAC algorithm.

4. CONCLUSIONS

This paper offers soundness to the authenticatitwchwis
crucial in Wang, Yu, and Qi Xie scheme because tmdy offer
soundness and certificate privacy to their scherhitwneed
more safety for certification. The Wang, Yu, andX@ scheme

uses RSA-VES algorithm which improve the Chang -Lee

scheme by providing user certificate privacy. Bott &ssuring
the validation some extra technique is needed. tkrar One
Time Password is used with SSO. This paper explaing the
security can be upgraded using One Time PasswOfP can
valid only for tiny period of time, so that any newser or
invader if try to use the old secret word then dperation is
terminated. In this way One Time Password provilalility
for the authentication.

REFERNCES

[1]. A. C. Weaver and M. W. Condtry, “Distributingternet
services to the network’'s edge,” IEEE Trans. Intecion.,
vol. 50, no. 3, pp. 404-411, Jun. 2003.

[2]. L. Lamport, “Secret word authentication withsecure
communication,” Commun. ACM, vol. 24, no. 11, pg0#772,
Nov. 1981.

[3]. W. B. Lee and C. C. Chang, “User identificatiand key
distribution maintaining anonymity for distributesystems,”
Comput. Syst. Sci. Eng., vol. 15, no. 4, pp. 11%;:2D00.

[4]. W. Juang, S. Chen, and H. Liaw, “Robust anficieiht
secret word authenticated key agreement using scaads,”
IEEE Trans. Ind. Electron., vol. 15, no. 6, pp. 258556, Jun.
2008.

[5]. X. Li,W. Qiu, D. Zheng, K. Chen, and J. Li, fanymity
enhancement on robust and efficient secret worldesticated
key agreement using smart cards,” IEEE Trans. Hiectron.,
vol. 57, no. 2, pp. 793-800, Feb. 2010.

[6]. T.-S.Wu and C.-L. Hsu, “Efficient user idemtition
scheme with key distribution preserving anonymitgr f
distributed systems,” Comput. Security, vol. 23, 2opp. 120—
125, 2004.

[7]. Y. Yang, S. Wang, F. Bao, J. Wang, and R. idn®, “New
efficient user identification and key distributioscheme
providing enhanced security,” Computers and Segwibl. 23,
No. 8, pp. 697-704, 2004.

[8]. K. V. Mangipudi and R. S. Katti, “A secure iutification
and key agreement protocol with user anonymity &IK
Comput. Security, vol. 25, no. 6, pp. 420-425, 2006

[9]. C.-L. Hsu and Y.-H. Chuang, “A novel user itiéination
scheme with key distribution preserving user andhyrfor
distributed systems,” Inf. Sci., Vol. 179, No. 4.pl22-429,
2009.

[10]. H.-M. Sun, Y.-H. Chen, and Y.-H. Lin, “oPasA: user
authentication protocol resistant to secret worehlgtg and
secret word reuse attacks,” IEEE Trans. Inf. FaosnSecurity,
vol. 7, no. 2, pp. 651-663, Apr. 2012.

[11]. “Security Forumon Single Sign-On,” TheOpen@uo
[Online].Available: http://www.opengroup.org/seadyfi2-
sso.htm

[12]. J. Han, Y. Mu, W. Susilo, and J. Yan, “A geoe
construction of dynamic single sign-on with stramgurity,” in
Proc. SecureComm’, 2010, pp. 181-198, Springer

[13]. C.-C. Chang and C.-Y. Lee, “A secure singignson
mechanism for distributed systems”,
Electron., vol. 59, no. 1, pp. 629-637, Jan. 2012.

[14]. G. Ateniese, “Verifiable encryption of digitaignatures
and applications,”

ACM Trans. Inf. Syst. Secur., vol. 7, no. 1, pp2@;-2004.
[15]. Guilin Wang, Jiangshan Yu, and Qui Xie,"Satur
Analysis of a SSO mechanism for Distributed systentsEE
Trans. In industrial informatics, vol.9, no.1,Feiil3

Volume: 03 Issue: 02 | Feb-2014, Available @ http://www.ijret.org 527

IEEE Trans. . Ind



