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Abstract

In this Paper, two types of denial of service attacks over mobile ad hoc networks are implemented and their impact is analyzed on
data communication process when using a reactive routing protocol for data communication. The reactive routing protocol well
known Ad-hoc on-demand distance vector (AODV) routing protocol. In the Implemented attacks, a malicious node i.e., attacker will
drop data packets that it receives for forwarding towards the destination of the packet. The attacker can do the attack by either
making itself one of the intermediate nodes on the active route. The attackers can be one of the intermediate nodes in two ways. In the
first method the attacker is waiting that some route discovery process will select it as one of its intermediate node and then it will drop
all the data packets it receives for forwarding to destination. In the second method the attacker uses the dissemination of the false
information to become the part of an active route. Due to the wrong information spread by the malicious nodes the routing tables of
the source node enters a route for the destination that will surely includes the attacker in the route. The Implemented attack is
simulated using a tool Exata and results are drawn using graphs to show the impact of the attack on data communication. Finally, a
mechanism is proposed through which both the attack and attackers can be detected during the data communication and can be
avoided in further communication process.
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1. INTRODUCTION through compromised nodes. The compromised nodasiex
the flaws and inconsistencies present in routingtqmol to
destroy normal routing operation of the network. A
compromised node may advertise nonexistent or liake or
flood honest nodes with routing traffic causing Rénof
Service (DoS) attacks [1][2] that may severely deegr
network performance. Thus it is seen that routirajqrols are
one of the main areas of vulnerability. There i®ad to study
the vulnerabilities in routing protocols that mag éxploited
by malicious nodes to launch attacks.

MANET routing protocols in general lack security
mechanisms. For proper operation of routing prdtoitois
assumed that intermediate nodes included in roytatgs are
trustworthy and follow protocol rules. It is regedr that each
node in the network generate and forward routingtrod
traffic according to protocol specifications. Abs@ trust on
intermediate nodes is a significant issue in nekwdhat are
characterized by dynamic topology. It is compasdjiveasy to
eavesdrop wireless communication and to physicziyture
and compromise legal nodes. Without appropriatevort
level or link-layer security provisions, routingopocols are
susceptible to many form of malicious activity tlcan freeze
the whole network. In this chapter various attattiet can be
launched on MANETs by exploiting the vulnerabilitie
inherent in routing protocols are discussed. Itl&xg how
basic routing protocol functions like packet or sage
forwarding and routing can easily jeopardize theoleh
network.

In this paper, two types of denial of service dttaover
mobile ad hoc networks are implemented and thefraich is
analyzed on data communication process when using a
reactive routing protocol for data communicatioheTeactive
routing protocol used is well known Ad-hoc on-dewhan
distance vector (AODV)[3] routing protocol. In the
Implemented attacks, a malicious node i.e., attaaki drop
data packets that it receives for forwarding towattie
destination of the packet. The attacker can doatheck by
either making itself one of the intermediate nodes the
active route. The attackers can be one of the nrediate
nodes in two ways. In the first method the attadkewaiting
that some route discovery process will select ibas of its
intermediate node and then it will drop all theadptckets it
receives for forwarding to destination. In the setonethod
the attacker uses the dissemination of the falfeenmation to

It is imperative to secure networks - wired or Wass for its
proper functioning. Wireless ad hoc network is more
vulnerable to security threats than wired networke do
inherent characteristics and system constraints. riddes are
free to join, move and leave the network makingugceptible

to attacks - both from inside or outside the nekwdrhe
attacks can be launched by nodes within radio raoge
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become the part of an active route. Due to thengro
information spread by the malicious nodes the ngutables

of the source node enters a route for the destimatiat will
surely includes the attacker in the route. Resalts drawn
using graphs to show the impact of the attack ota da
communication. Finally, a mechanism is proposeaugh
which both the attack and attackers can be detektgdg the
data communication and can be avoided in further
communication process.

2. RELATED WORK

In this Section, various types of attacks that gi@posed in
the recent years by various researchers workirth®mareas of
attacks over MANETs with their detection methodsg{ven
and available in the literature) are discussed.

Various attacks on MANETSs given in literature asef@lows:

2.1 Jamming Attacks

A node may generate considerable interfering radio
transmissions (white noise [4]) that hinders legitie traffic
(control, data) to access the communication chadaehming
prevents reception, resulting in massive amountaitrol
traffic being lost. This prevents routes to be tamded in the
network and accurate view of topology cannot bentadied.

2.2Incorrect Traffic Generation Attacks

A malicious node may generate incorrect controffitraand
affect network connectivity in two ways.

I dentity spoofing: A malicious node assumes the identity of
some other node in the network and generates dontro
messages. This causes incorrect topology view desdn the
network.

Link spoofing: A misbehaving node may advertise an
incorrect or non- existent link. As control messagare
flooded into the network, all nodes receive andorgc
information of the spoofed link. This causes ineotrrouting
tables or topology view of the network.

2.3 Incorrect Traffic Relaying Attacks

Nodes in MANET forward both control traffic and ddtaffic.
A misbehaving node may choose not to forward apg tgf
traffic correctly. This misbehaviour may take traldwing
forms:

Incorrect forwarding: In MANETS, each node actsaasuter
that forwards control traffic for diffusion into ehnetwork. A
node may choose not to forward traffic resultingmiissing
connectivity. This leads to generation of incorrectiting
tables or network topology. Similarly, a node may forward
data traffic correctly resulting in loss of data.

This also results in loss of network connectivisydata traffic
is not forwarded to intended destination.

Replay Traffic: A node may first accumulate conttaffic
and later forward it as new set of control messafesing
this period network topology may have changed. &gyl
control traffic results in incorrect view of topaip.

Based on the above three categories the followitaxlks are
given in the literature:

2.4.1 Wormhole Attack [5]

This attack is one of the most serious attacks &NHMTS. In
wormhole attack at least two attackers are requivgaerform
the attack very effectively. These two attackersides on
different areas of the network makes a tunnel thhothe
network to communicate with each other. The attecke
broadcast the wrong information to the other noiteshe
network that the destination is only one hop awaynfthem.
Sometimes they also broadcast the wrong informatiaat
they are true neighbours of each other due tothi@isattacker
one which is near to source node is easily selemtetie route
between the source destination pair when the radste
discovered on the basis of lowest number of hopthemoute.
It is very difficult to detect the worm hole attaek it is not
modifying any data packet or generating any fatséfi¢ in
the network.

2.4.2 Gray Hole Attack [6]

In this attack the attacker when receives a roaguest
(RREQ) message it modifies the sequence numbehen t
RREQ message to perform the attack. The attackeeases
the sequence number more than the usual numberephd
back to the source to make it believe that it hasktetter and
fresher route to the destination node. Once theceawde got
this reply it start the transmission of data paaketthe route
which consists of the attacker i.e., one of theerimediate
node of the established route is the attacker.nfil half of
the attack is performed by the attacker by sprenthe false
information and making himself the part of the souNow
when the data communication is started using tlhwerahe
attacker will drop all the data packets that retcht without
forwarding any of the data packets. In the literatmany
solutions are given to detect and then avoid tleekblhole
attack. Another attack which is very close to ttack hole
attack in its implementation and attacking prodedsiown as
gray hole attack. In this attack the attacker dwoatstry to get
on the path between the source destination nodeg hiso
does not forward any data packets that goes thritugh

2.4.3 Flooding Attack [7]

Flooding attack is the simplest attack to implemieat it is
one of the most dangerous attacks. In this attdhekattacker
broadcast the false control or data packets im#ieork due
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to which the network bandwidth is wasted largely @he
legitimate packets are not able to reach theirmgsbns. This
attack is implemented on the
broadcasting the false data packets and RREQ nessaq
the other hand, this attack can also be implemermted
proactive routing protocols when the attacker nosies lower
time to send the periodic updates. The methodstect and
avoid such nodes from the network are given intbek.

3. PROPOSED METHODOL OGY

The DoS attacks that are implemented in this paer
Explicit Packet Dropping Attack (EPDA) and Impli¢tacket
Dropping Attack (IPDA). The effects of both of tleeattacks
on routing process and received data quality arasored
during and after data communication through a neact
MANET routing protocol called Ad-hoc On-demand Biste
Vector (AODV). In first DoS attack i.e. explicit pket
dropping attack (EPDA), the attacker first expliciigain
access (i.e. become an intermediate node of trebletted
route) over the newly established route betweerowace
destination pair using the false information disgetion
during the route discovery process of AODV and ttesp all
the packets that goes through it. On the other hianchse of
our proposed second DoS attack i.e. implicit packepping
attack (IPDA) the attacker does not know that dytime data
communication process to which data flow it willtaak.
Therefore, the attacker implicitly caught on somatad
communication route and once it is on the routeilt start
dropping all the data packets that it receivesféowarding
towards the destination node.

3.1 Proposed Implementation of Denial of Service

(DoS) Attacks

The working and proposed implementation processwaf
denials of service (DoS) attacks is describedimghction.

3.1.1 Explicit Packet Dropping Attack (EPDA):

In the Explicit packet dropping attack (EPDA), wheesource
node receives a data packet for routing it towasdse
destination node, the node checks its routing tabk if the

source routing table does not have any route fa th

destination node the source node initiates the RREQsage.
The RREQ message is a broadcast message and dinsont
following fields:

<source _addr, source_ sequence_no, broadcastdesd,
addr, dest_ sequence_no, hop _cnt>

The <source _addr , broadcast_ id> is unique foh &REQ.
Whenever the source sends a new RREQ then broaddast
incremented. If the node that receives the RREQeighbor
node it checks it for the duplicity by using a dataucture
called SEEN TABLE. If the received RREQ is not plitate

reactive protocols by

it is re-broadcasted into the network by decrenmgntine TTL

and increasing the hop count field. On the othardhahe

RREQ is discarded without broadcasting. If an imiediate

node has a fresh route for the destination themdlie creates
the RREP message sent it back to the source ndue.
destination sequence number field in the receiviRE®

message is used to calculate the freshness obthe. nf the

node receiving the RREQ message has route for

destination whose seq_no is greater than the sequermmber
given in the received RREQ message then the node
initiates a RREP message. On the other hand if wbrtee

intermediate nodes has fresh route for the degiim#éiien the
RREQ is finally received by the destination whibler replies
with the route reply message (RREP). The RRERuiseted in

the unicast way from destination to source andteseghe

forward route when it reaches the source node.

Altacker node (H) initiates

RREP message with

wrong D_seq number at
time {2

Source node (S) transmit
data at time t3

Source initiates RREQ at
time t1

Data packets

Fig 3.1 Working process of Explicit Packet dropping attack
during route discovery phase

The attacker node will exploit the above mentiorredte
discovery process of the AODV routing protocol taka
himself an intermediate node of
communication route in the following way. When #teacker
node receives the broadcast RREQ message frompthrees
node it will create an RREP message with very lgheased
destination sequence number and send that RRERageeks
the source node. When the source node receiveRRieP
message from the attacker node it has no way tectétat
this is the fabricated RREP message and it is gezetiby the
attacker node. Therefore, the source node updatesdting
table for the destination node and starts the tatesmission
process. The source node will discard any other RR
messages that it receives from other network nooes
destination. In this way the attacker node malkafithe part
of an active route and drop all the data packedsitireceives
from the source node instead of forwarding themtte
destination node.
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The above mentioned approach of attack is alsoa@ei
with the help of Figure 3.1. In the Figure 3.1 #orrce node
is S, the destination node is D and the attackdern® H. The
timing instants used in the Figure are such thatres/thl < t2 >
t3. The Figure 3.6 clearly shows how the attackedenH
gains access on the newly established route arfdrper the
packet dropping attack.

3.2.2 Implicit Packet Dropping Attack (IPDA):

In this attack, the attacker node will behave l&kselfish or
non-cooperative node which will not forward theadpaickets
of other nodes that goes through it. The attackéirnet do

anything to disrupt the data communication in teémork as
long as it is not the part of any data communicatiath.
Therefore, in this kind of attack finding the akeac node
becomes difficult task as it is not harming thewwk by any
other means than not forwarding the data packetqroperly
explain this attack an example is used as givdtigare 3.2.

Source node (S) transmit
data at time t3

Source initiates RREQ a
time t1

Data packets

Fig 3.2 Working process of implicit packet dropping attack

during route discovery phase

In Figure 3.2 node S is the source node and Nods tbe
destination node. When node S starts the routeowdisy
phase at time t1, the broadcasted RREQ is recdiyethe
node G which has found a fresh route in its routage for
node D. Therefore, node G will reply the RRP ondifebf
node D. This RREP will travel towards the sourcedeo
through the unicast route from which node G hasived the
RREQ message. If the node E is a malicious nodéhén
network and it has forwarded the RREQ message hhat
been replied by node G then the RREP message ladlgo
through node E. Therefore, when node S starts tita d
transmission after it receives the RREP message dliehe
data packets are received by the malicious node iEis one
of the intermediate node on the selected route dmiwthe
node S and node D. When node E receives the dekatsdor
forwarding it will intentionally drop them insteadf
forwarding them towards the destination. As, we sa@ from
the example given in Figure 3.2 that node E has oty
additional effort to get on to the route selectetween the
node S and D. This is why this attack is namedrgsicit data
packet dropping attack.

3.3 Proposed Detection Method for EPDA and |PDA

Attacks

The concept of Data packet Routing Information (DRBble

is proposed in order to combat with the EPDA Attathis

proposed mechanism works as follows:

«In this every node maintains a DPRI table. Thideaonsists
of two fields knows as from and through correspogdio

other nodes.

*Here from means the node whose table it is hatedoany
packets coming from the corresponding node inabét And
Through means if the node has routed any packegagh the
nodes listed in the table.

For both the fields ‘0’ stands for false and ‘farsds for true.

*Now let’s consider an example given in Figure 3.3.

ATTACKER

Fig 3.3 Example for detection method for EDPA
Table 3.1 DPRI TABLE FOR NODE 3

DATA PACKET ROUTING INFORMATION

NODE # FROM THROUGH
6 1 0
2 0 0
4 1 0

Here the FROM and THROUGH Fields for node 2 are ‘0’
which indicates it as an attacker node.

The entire mechanism works as follows:

()First the source node broadcasts RREQ. Whensthuece
node receives RREP, it first checks if the RREPfrisn
Destination node or an Intermediate Node. If itenfi the
destination then the route is considered secure detd
packets are forwarded through that route. Elsi’'sffrom an
intermediate node, then the reliability of that easl checked.
(ii)If the source has used this intermediate noefeite also for
routing then it is considered reliable and hence geackets
are routed through the provided route. Else itnisuareliable
node.

(i)The intermediate node that generates the RRIEP
supposed to reply with its Next Hop Node and itsRDEntry
for the Next Hop Node.
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(iv) The source node now generates FRq (Furthemu&sy
message to Next Hop Neighbor with the ID of the
Intermediate node in question.

(v)The Next hop neighbor replies FRp(Further Rap$sage
with DPRI entry for Intermediate Node and the nigop node
of current Next hop neighbor.

(vi) Now, the source checks if the THROUGH field BfR
table of Intermediate Node is TRUE for its next hagighbor
but the FROM field of DIR table of the Next Hop ikbors
Node is FALSE for the intermediate node, then itléslared
as a attacker node, Else the node is consider&blel The
reliability of other nodes in the route is testesing the same
procedure. This is done until the destination &ched.

But this method is suitable only in case of EDPtacik.

For attacks like IPDA the DPRI table is modified-

(hThree different other fields known as CTR (COURR),
malicious node (MAL NODE) and TIMER are added. The
DPIR table is now known as EDPRI Table (ExtendedaDa
packet Information Routing Table).

Table3.2 EDPRI TABLE FOR NODE 3

DATA PACKET ROUTING INFORMATION
NODE#FROMTHROUGHCTRMALNODETIMER

6 1 0 0 0 0
2 0 0 3 1 2N
4 1 0 0 0 0

(iDAnd also 2 more types of packets are addedchvliare
Refresh packet and BHID Packet. Refresh packetiemted
when a presence of malicious node in a route isctied. Each
node that receives Refresh Packet deletes concpatedrom
its Routing Table.

(i CTR field keeps the count of how many timesade has
behaved maliciously, MAL NODE are used to indicéta
node is an attacker or not by storing values 1 @&nd
respectively. BHID packet is used to update tretdfi TIMER
field, based on CTR value, is used to contain tiree tfor
which the node will be considered as an attacker.

Here the mechanism works as follows:

The detection of attacker node in EDPA is donehm same
way as in the above process. But now after detgdtire
attacker the following steps are followed.

(iAfter detecting the malicious node, the sourcewn
broadcasts a BHID packet and makes everyone awateeo
attacker’s identity.

(i)Now all the other nodes mark this node as alblaole i.e.
they set the MAL NODE field in the EDPRI table as
1corresponding to the attacker node. Also the vafueTR is
increased by 1.

(ilEach node now starts a timer (based on CTRi&jglThis
timer indicates the time for which the node is ¢desed as an
attacker.

(iv)After the timer expires this node is given anere chance
and its MAL NODE field is again set to 0.

4. SMULATION RESULTS

This Chapter presented the detailed performanclysasand
impact analysis of the Explicit Packet Dropping atk
(EPDA) and Implicit Packet Dropping Attack (IPDA)no
different scenarios over mobile ad-hoc networks (MEX's).

The network scenarios used in the simulation poc®
designed in such a way so that the effects of tireless
channel and environment can be obtained during the
simulation process to replicate the real time sdesaThis is
done to discover the exact impact of both the kstamver
MANETS.

Performance M etrics

The following metrics are used in varying scenarios
evaluate the three different protocols:

(iyPacket delivery ratio (PDR): The ratio of thepégpation

data packets that are received without any erraieatination
nodes to the total data packets generated by thHe €&RBirces
are called Packet delivery ratio (PDR) of the nekwd.et’s

assume that S is the total number of packets send $ource
node and R represents the total number of packetived
successfully at each destination node than the BORfined
as follows:

PDR =R/S

(ilAverage end-to-end delay of data packets: Thitric is

calculated by the destination node whenever itivesea data
packet. The destination node will calculate theagealf each
received data packet by using its send timestant it
received timestamp at the destination. At the efidthe

transmission the total time of the data packetsived at the
destination is divided by the total number of reedi data
packets. Average end-to-end delay (EED) for paciesisived
by each destination node is calculated as follows:

EED = delay of each packet received successfultgtdl
number of packets received

(iiiyNormalized routing load: The number of routirgntrol
messages that are transmitted for each data pdeketred at
the destination node are called the Normalized imgut
overhead of a source-destination data flow. Norzedl
routing load gives a measure of the efficiencyhaf protocol
by telling how much extra load is put by the pragbsnethod
to implement its working in the network.

Normalized routing load = Total number of contralckets /
(total number of control packets + total number dita
packets in the network).
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4.1 Simulation Result

In order to compare and evaluate performances eftlihee
protocols (AODV, AODV with EPDA and AODV with
IPDA) in different network conditions, one parametge
varied in the simulations:

« Increasing the node mobility

Simulations are carried out by keeping the numliesoarces
constant and varying the mobility in the networlsdurces are
modeled respectively to study the effect of varyingpility in
network. 4.1 Effect of network mobility on attacks

AODV == AODV-EPDA =-==3C¢-== AODV-IPDA e
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0.024
0.022
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0018
0016
0014
0012
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0.008
D006 gt
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0.002 T

[+]

Average End-to-End Delay (sec)

(] 5 10 15 20
Node mobility (m/s)

Fig 4.1 Average EED with increase in node mobility

In figure 4.1 shows the effect of network mobildg end-to-
end delay for both the attacks i.e., AODV-EPDA #@DV-
IPDA and as well as on the traditional AODV routing
protocol. It can be seen that the network end-tb-dalay
increases with increases in network mobility tkibécause as
the network mobility increases the number of brokeute
also increases which requires the re-routing duettich the
network delay on the active routes increases.

ACDV —#— ACDV-EPDA =3¢ AODV-IPDA -~ #%
100 :
&= PP
2 30 - —+__—__—+—h—__
2 g —
T e * i g
2 O o *
Z 0 o *
5 55 .
£ 50 S
: s -
50 e

a 5 1 15 20
Node mobility (m/s)

Fig 4.2 Average PDR with increase in node mobility

In Figure 4.2 shows packet delivery ratio of théwwek with
increase in node mobility for AODV, AODV-EPDA and
AODV-IPDA routing protocols. It can be seen frone thigure
4.2 that the PDR of all the compared protocols etses with
increase in the network mobility this is because do the
mobility active routes are broken and the data etcthat are
on the way to the destination on the intermediaidenare
dropped. The PDR of AODV-EPDA is very low as congabar
to the other comparing protocol this is becauseatteckers in

EPDA will always become the part of the active esutlue to
their false RREP replies. The attackers will drdp the
packets they receive from the source nodes forduaiing to
the destinations. The PDR of IPDA is lower than Hi2PA
because the probability that an attacker node béllon an
active route is less in case of IPDA as compargt@éd=PDA.

AODV —— AODV-EPDA -3¢ AODV-IPDA -~

]

i}

Normelized rooting overhead (% |

10

o 5 10 15 20
Node mobility (mfs)

Fig 4.3 Average Routing overhead with increase in node
mobility

Figure 4.3 shows the Routing Overhead (RO) casyethd
comparing routing protocols with the increase ia tietwork
mobility. The figure shows that the overhead of tregwork
increases for all the compared protocols with th&@dase in
the network mobility. This is due to the fact thas the
network mobility increases the re-routing due te throke
route also increases and each re-routing reqairmeswy route
for the destiantion and each time a route discopeogess is
initiated to disocover a new route for a destimatgocess.
The routing overhead of the AODV-EPDA routing praibis
lower than the other two compared protocols becahse
number of intermediate nodes between source tand&sn
are low if an attacker node is present on the fataarding
route. This is because the attacker can be the hmxtnode
from the source in that case the probability ofkerooute to
be decreases rapidly.

5. CONCLUSIONS

The simulation results presented in the previoustices
shows that the attacks are implemented succegsiod they
causes the various forms of problems during thea dat
communication process. the impact of the attackvaous
network scenarios using various performance metties,
end-to-end delay, packet delivery ratio and routiwgrhead)
to prove the correctness and effectiveness of ttecla
algorithms. It has been observed during simulattbas due to
attacks the performance of the underlying netwcekrelases
highly in terms of network throughput. Furthermqguepposed

a possible detection method for the attacks anthéeretical
study prove that attack can be detected with certai
assumptions (such as each attacker causes unigee ofy
misbehaviour). Although, it is very difficult to @vide
detection method with 100% efficiency and whichoaas a
very low convergence time so that the effect cdicktcan be
minimized or localized.
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