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Abstract 
Phishing is nothing but one of the kinds of network crimes. This paper presents an efficient approach for detecting phishing web 
documents based on learning from a large number of phishing webs. Phishing means to make something fraud with someone, 
usually by using internet with the help of emails, to take our personal information, such as credentials. The finest way to protect 
ourselves and our credentials from phishing attack is to understand the concept of phishing as well as to understand that how to 
determine a phishing attack. Most of the phishing emails are sent from well-reputed organizations and they ask for your 
credentials such as credit card number, account number, social security number and passwords of bank account. Mostly the 
phishing attacks seen from the websites, services and organizations with which we do not even have an account. In this system we 
are using two classifiers to detect phishing. To recognize the phishing, the Uniform Resource Locator (URL) features of the 
website are firstly analyzed and then they are classified by using K-means classifier. If the answer is still suspicious then by using 
parsing of the webpage, its DOM tree is drawn and then the second classifier that is Naive Bayesian (NB) classifier classifies the 
web page. 
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1. INTRODUCTION 

Under the domain of computer security, Phishing is the 
illegally deceitful process of trying to acquire confidential 
information just as usernames, passwords and credit card 
details, by impersonate as a legitimate thing in an 
broadcasting. Phishing is a deceitful e-mail that try to take 
you to divulge secret data that can then be used for 
illegitimate purposes .There are different types of this 
scheme. It is feasible to theft identity for confidential 
information in supplement to usernames and passwords just 
as credit card numbers, bank account numbers, social  
confidetial numbers and mother's maiden names. Phishing 
presents direct threats through the use of stolen credentials 
and secondary threat to institutions that conduct business on 
line through erosion of customer confidence. The damage 
caused by Phishing ranges from contradiction of access to e-
mail to substantial financial loss. 
 
In state for Internet thefts to purposefully "phish" your 
secret data, they sends an email to a website. Phishing 
emails will encourage you to click on a link that shifts you 
to a site where your sensitive information is requested. 
Trustworthy organizations would never request this 
information of you via email.  
 
2. HOW DOES IT OCCUR 

Now a day’s phishing is majorly done by emails. In a trying 
of phishing, you will get an authentic-looking email 
message that pretending to come from a trustworthy 
business; e.g., bank, online shopping site. They will ask 
your personal information just as an username, account 
number, password, credit card number or Social Security 
number. By emails wording they may try to scare you to 
provide your personal information  

E.g., May be you got an email that pretends to be from your 
bank that asking you to click on a link in that message. That 
link may be place you to a fraud Web site form there you 
should be asked to cross check your online banking data. An 
intimidating language possibly included, e.g., "If you don't 
follow the instructions your account will be closed or 
suspended." Even trustworthy online banking and e-
commerce are very safe, Always be very careful while 
providing your personal financial information through 
internet. 
  
Mail, telephone or even in person might be possible to phish 
you. By the use of an Instant Messaging (IM) who is the 
latest and most rapidly growing threat, Identity theft as well 
as spreading viruses and spywares which can also be used. 
 
3. WHO PENETRATES IT 

Phishers are fraud designer. They forward number of emails, 
to make realizing that although if some recipients provide 
them needed identifying information, they gets benefits 
from the resulting scam. Might-be phishers can actually buy 
that software which is  specifically created for phishing 
scam site which help set up and manage  alternatively  
trying to build it from scratch. 
4. WHO IS AFFECTED BY PHISHING 

The famous targets are customer of auction sites just as 
OLX and online banking services . You are more 
susceptible to phishing if you provide an email address 
which is spreading anywhere publically over the internet 
(e.g., puts on a social networking sites, newspaper or below 
the advertisement), can possibly use of Web-crawling 
programs or spidering to find you through Internet and 
possibly gets tons of email addresses.How to differentiate 
between legitimate and fraudulent phished websites. 
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To get this, we have to know that how to know if a site is 
trustworthy. What are different object you were looking in a 
website to legitimize that website? There are many of 
objects that can be going to take a look for to check a 
website .To detect the phishing of emails by using a limited 
number of different structural features. In this proposal, we 
are going to use sixteen relevant features. The features used 
in our proposal are described below 
 
4.1. The Domain Name  

The first step in preventing is that to check the Domain 
names to which you are visiting . 
 
4.2. Verifying SSL Certificate 

Fortunately, the certificate of SSL [Secure Socket Layer] 
provide from vendors to the owners of the site who purchase 
certificates, to let your customers know that owner of the 
certificate is the same thing whom they say they are. This 
means that, the illegal sites cannot pretend to have a 
certificate of the legal site. For bank gateways, the 
username/password page provides online protection for 
bank's online users by providing an encrypted page. 
 
4.2.1. HTML Email 

The mainly phishing attacks are done by HTML-formatted 
emails, because the number of tricks are afforded with 
HTML-formatted emails rather than plaintext emails. Html-
formatted emails are activated and clickable by hyperlinks. 
Thus, a HTML-formatted is used as binary feature and email 
is flagged. 
 
4.2.2. IP-based URL 

One way to obscure a server’s identity is achieved through 
the use of an IP address. Use of an IP address makes it 
difficult for users to know exactly where they are being 
directed to when they click the link. For an identification of 
website usually it has a trustworthy domain name. To host 
phishing sites Phishers usually use some zombie systems. 
When an email link contains the email whose host is an IP 
address (e.g., http://172.16.214.238/sm/) we used an email 
as a binary feature and flag the email. 
 
4.2.3. Age of Domain Name 

The Fraudsters are usually use for a limited time frame to 
avoid being caughted by the domain names (if any). By 
using this feature to we use this to flag emails for phishing 
based on the fact that seta criteria and the domain that is 
newly registered for being new if it is less than 30 days old. 
On the domain name in the link by performing a WHOIS 
query this could be achieved. A query named WHOIS which 
provides other data such as the person or name to which the 
domain is listed to, address, domain’s creation and 
expiration dates etc. This feature is a binary. 
 
4.2.4. Number of Domains 

The number of domains in the links that we extract and do 
count by making use of domain names. In an URL two or 

more domain names are used to send the address from one 
domain to the other. For example, it has two domain names 
where yahoo.com sends the click to URL legitimate.org 
domain name. These continuous feature were considered by 
the number of domains we count. 
 
4.2.5. Number of Sub-domains 

To make the links look trustworthy fraudsters make use of 
sub domains. Having an inordinately large number of dots in 
the URL means sub domains. A phishing emails can be flag 
by make use of this feature. For example, there are two sub 
domains. This is a continuous feature. 
 
4.2.6. Presence of JavaScript 

In phishing emails JavaScript is usually used, because it 
grants for lying on the client side by using scripts to cache 
(hide) data or changes in the browser is activate. At any time 
an email contains the string "JavaScript", we mark it as a 
phishing email and use it as a binary feature. 
 
4.2.7. Presence of Form Tag 

To gather information from users HTML forms is one of the 
technique. An instance mention below shows that the use of 
form tag in an email. An email has the action attribute that 
supposedly from Paypal may contain a form tag which 
actually forwarding the data to 
http://www.sitepaypal.com/profile.php and not to 
http://www.paypal.com. For example , to collecting users 
informationhastag<FORM 
action=http://www.sitepaypal.com/profile.php 
method=post> by using an email. 
 
4.2.8. Number of Links 

To make use of links for redirection many of phishing 
emails will exploit . A feature is being used by the number 
of links in an email. An email that contains the link is using 
the anchor tag one that makes use of the “href” attribute . 
The continuous contains this feature. 
 
4.2.9. URL Based Image Source 

The phishing emails make look genuine, real company 
images and banner are used in this email. Real company’s 
web pages are usually linked Such as images. Thus, by 
making use of URL based images phishing email can be 
flag. This is a binary feature. To detect phishing site two 
classifiers will be used. 

 
5. K-MEANS ALGORITHM 

To minimize the sum-of-squares criterion we make 
partitioning N data points into K disjoint subsets Sj which 
contains Nj data points by using an algorithm 
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Where Xn represents a vector of nth data point and  is the 
centroid of  geometric data points in. In general, assignment 
of global minimum does not achieve by an algorithm. 
Actually, from when the algorithm uses discrete assignment 
instead of a set of continuous parameters, it cannot be 
properly called a local minimum when it reaches to its 
"minimum". In spite of these limitations, as a result of 
implementation by making use of this algorithm is used fair 
frequently. 
 
This algorithm contains following procedure of simple re-
estimation. Initially, to the K sets the data points are 
randomly assigned. For step 1, for each set centroid is 
calculated. In step 2, the centroid which is closest to that 
point is assigned by every point to the cluster. Unless we get 
our stopping criteria we using these two steps which are 
alternated, i.e., the assignment of data points are there 
without any change. 
  
The algorithm is constructed by using the following steps: 

1.The objects are being clustered are represented Placing K 
points into the space. The initial group of centroid is 
represented by using these points. 
2.The group which has closest centroid are assigning their 
objects to the closest centroid. 
3.When the assignments of all objects have been completed, 
the position of the K centroids is recalculated. 
4.To change the position of centroid repeat Steps 2 and 3 
until we get it. This results in splitting of the objects into 
groups from which calculation metrics is to be minimized. 
This K-means algorithm will results three outputs-0 or 1 or 
2, 0 represents presence of  phishing , 1 represents  absence 
of phishing and 2 represents suspicious result. When K-
means will give output as 2, that output will be redirected to 
Naive Bayes algorithm.  
 
6. NAIVE BAYES ALGORITHM 

In simple words, consider that a naive Bayes classifier, the 
absence (or presence) of any particular feature of a class is 
unrelated to the absence (or presence) of any other feature, 
that is given by the class variable. For example, consider a 
fruit may be a strawberry if it is bright red, round, and about 
2" in diameter. Though if these features are depends on 
existing of other feature , its feature are depend on each 
other feature properties to independently participate to the 
guess that this fruit is a strawberry. Rest on probability 
model which is precise in,  very efficiently in a supervised 
learning setting could be trained by naive Bayes classifiers. 
In many practical applications, the method of maximum 
likelihood can used by the parameter estimation for naive 
Bayes models; in other words, in which one cannot believe 
in Bayesian probability which works with the naive Bayes 
model  or using any Bayesian methods. 
 
Instead of their naive architecture and it seems that it made 
easy assumptions, naive Bayes classifiers are quite used  in 
many complex real-world situations. In 2004, from the 
analysis of the Bayesian classification some problem has 
come out that there are many non-practical reasons for the 

possibly not reasonable efficacy for naive Bayes classifiers. 
[1] Still, more current approaches, just as random forests or 
boosted trees that had been shown by Bayes classification 
which is out performed as compare to the methods in 2006 
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