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Abstract

Wireless Sensor network (WSN) are broadly used today in various fields such as environmental control, surveillance task, object
tracking, military applications etc. As WSN is an ad-hoc network which is deployed in such an environment which is physically
insecure, intrusion detection has been one of the major area of research in WSN. Inorder to achieve an appropriate level of
security in WSNs we cannot depend on cryptographic techniques as these techniques fall prey to insider attacks. This paper
discusses on watchdog mechanism, one of the intrusion detection techniques in Wireless Sensor Network. Watchdog is a
monitoring technique which detects the misbehaving nodes in the network. The main area of focus in this paper is being made to
the problems in existing watchdog technique for malicious node detection.

Index Terms: Wireless Sensor Network, Security Intrusion Detection, Watchdog.

1. INTRODUCTION

A wireless sensor network is an ad-hoc network twvhic
consists of large number of small inexpensive devighich

are known as nodes (motes)[8]. These nodes arerypatt
operated devices capable of communicating with edicér
without relying on any fixed infrastructure. Thereless
sensor networks (WSNs) are often deployed in suth a
environment which is physically insecure and we lcardly
prevent attackers from the physical access to these
devices.WSN consists of base station along withlramof
nodes that sense the environment and send dalte toate
station. The base station (sink) is more powetiahtother
nodes in terms of energy consumption and othempatexrs

and serves as an interface to the outer world. Wdrgn
node needs to send a message to the base stadiprs th
outside of its radio range, it sends it througkernal nodes.
The internal nodes deployed in WSNs are the same as
others, but besides of local sensing they also igeov
forwarding service for other nodes.

Inorder to achieve an appropriate level of sectntyVSNs
we cannot depend on cryptographic techniques asethe
techniques fall prey to insider attacks. So to ¢eunhis
threat some additional measures need to be taldmasuan
intrusion detection system. Intrusion Detectiontesystries

to detect any kind of intrusions made into the esystor
network and gives an alert for the malicious event
occurred[2]. There are three basic approachestmsion
detection system according to the used detectidmtgues
which can be classified as, Misuse Detection, Arlgma
Detection and Specification Based Detection. Fipgiroach
(Misuse Detection) compares the observed beha¥idheo
nodes with known attack patterns i.e. signaturedhals can
measure instances of attacks accurately and eféégtbut it

lacks the ability to detect any unknown attack. Awady
detection is based on monitoring the changes it é&tavior

of nodes rather than searching for some known lattac
signatures. The main disadvantage of this systetreifigh
false positive rates of the nodes being identifilde third
approach is similar to anomaly detection but themzd
behavior is specified manually as a system of caimgs.

The rest of the paper is organized as follows: iSecH
discusses about major security threats and attgeknst
WSN. In Section Il we discuss about the Watchdog
mechanism and their limitations in detecting malis
nodes. Section IV discusses the review of strateggn
implied to overcome the limitations in watchdog. Section

V we conclude the paper based on the literaturiewnev

2. MAJOR SECURITY THREATS AND
ATTACK IN WSN

In this section we will discuss about the secuaittacks in
WSN and also the measures taken to counter these
attacks[1].

A. Denial of Service (DOS) attacks

DOS attacks can be defined as any kind of activigg can
cause adverse effect in a network or even desthey t
network intentionally. The main aim of DOS attadksto
overload the hardware of sensor nodes significaaslythe
hardware of the nodes are usually constrained. rad@S
attacks that are very destructive are jamming angpering
attacks[1].

B. Sinkhole/Blackhole attacks
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In this attack, a malicious node acts as a blaefhpto pull

in all the traffic in the network. When a route vest is
made for the packets to be delivered to anotheenttk
attacker listens to the request and returns a réplthe

intended node that it has the shortest path tbaise station.
As a result a malicious node acts between the badion

and the sensor node

C. Node Replication attacks

In this type of attack, the attacker tries to adwde into the
network which use same cryptographic secrets ginida
another legitimate node present in the network. itagor

consequence of this attack is that the data magagetipted
or may cause disruption of some nodes at some phatte

network.

D. Hello Flood attacks

Many routing protocols need to broadcast HELLO p&sk

in order to discover one-hop neighbors. This attasks
such packets as a weapon to attract sensor nodes. |
particular, an attacker with a large radio rangd anough
processing power can send HELLO packets to a large
number of sensor nodes by flooding an entire sectidhe
network[1].

E. Wormhole attacks

In this attack, an attacker records the packetsmatiocation
in the network and tunnels those to another lonatiith the
help of a long-range wireless channel or an optink]1].

F. Sybil attacks

One of the useful application of WSN is that, famrerous
task to be accomplished sensor nodes are requoed t
cooperate with other nodes which then implements
management policies to allocate subtasks to diifemedes.

In this particular attack, an attacked node pretetod be
more than a single node by use of identities ofeoth
legitimate nodes, restricting the cooperation betwrodes.
This attack can disrupt the routing mechanisms el as

the data aggregation process.

3. WATCHDOG MECHANISM

The watchdog mechanism[3] is one of the intrusion
detection techniques in Wireless Sensor Netwaf&tchdog

is a monitoring technique[3] which detects the rafsving
nodes in the network. As shown in figurel consierode

A which wants to send a message to node C whicbtisn

its radio range. As a result of which it sendsriessage

@ ufm . OO ._h®

Figure 1 Packet transmission between nodes

through an intermediate node B. When the node Bives a
packet from A it then forwards it to C. Here we may
consider & be a set of nodes which hear messages sent
from A to B and §be a set of nodes that hear message from
B to C. In this way we may define a set of possible
watchdogs of the node B as an intersection pai®l S,
This means that any node that lies in the inteicectgion

is able to hear both messages and is able to dedidéher
node B forwards message from node A. This approales

on the broadcast nature of wireless communicatowsthe
assumption that sensors are usually densely detitbye
When a message is broadcasted in a network theepack
not only received by the intended node but it pakceived

by the neighboring nodes within that range. Norynalich
nodes should discard the packet, but this can led for
intrusion detection. Hence, a node can activate |b®
agent and monitor the packets that are sent hyeitghbors

by overhearing them.

3.1 Limitations In Watchdog For Malicious Node
Detection.

In this section we will describe some the limitagoin
Watchdog mechanism for detection of malicious niodine
network. The Watchdog mechanism has certain
limitations[4] because of which it is not able tetelct the
misbehaving nodes in the network. These are Amhiguo
collision, Receiver collision, Limited transmissigrower,
false misbehavior and partial droping.

1. Ambiguous collision: Consider a node A wantséad a
packet to node C (see fig.1). Here as C is notimwithe
range of A, the node A sends the packet througte ridd
Now node A overhears node B whether it is forweagdime
packet to the intended node C. It may happen thdbés
not overhear this transmission at an instance whbéner
neighbor of A sends the packet to it at the same.tiThis
may cause A to conclude that B is malicious, batrtbde B
being malicious may not be true.

2. Receiver collision: Suppose that the node Bstrats the
packet to node C and also node A overhears
transmission of this packet from B, but it may happhat
collision occurs at node C due to some attacks ana
result of which the packet is not received by C.

the

3. Limited transmission power: If nhode B can sonwho
adjust the transmission power in such a way thdem can
overhear the transmission from B to C, but C does n
receive the packet, then B can drop the packetsnaang
falsely report that it has forwarded the packetto

4. False misbehavior: A malicious node intentionadiports
that other nodes are misbehaving. Node A can repattB

is dropping packets although it is not the caseaAssult
there may be a neighbor node of A which cannot
communicate directly with B, can consider node B as
malicious node.
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5. Partial dropping: In order to show that node Bidure
tally does not exceed the detection threshold of A’
watchdog it may drop some packets rather than dingpgdl
the packets

4. STRATEGIESAPPLIEDTO
OVERCOME LIMITATIONS OF
WATCHDOG.

In 2012, A. Forootaninia and M. B. Ghaznavi-Ghoums}d

a new technique based on watchdog mechanism wahich i
modified and improved by enhancing the security in
wireless sensor network. In this proposed algoritbiuster
heads are assumed to be the first layer watchdteye the
cluster node consist of a buffer which accommodatethe
packets sent by the nodes within in sensing raAfjehe
messages that are send to other nodes is stosethfo this
buffer. Thereafter at each forwarding of packete th
messages are compared with the messages in ther.bififf
the messages are similar, the first message ihuffer will

be deleted, otherwise it will turn out that the edél has not
sent the message or replaced it with another ome T
implementation result shows that the improved wadch
has less error than the original watchdog technigpe it
seems to be more efficient[5]. The proposed algorit
solved the following known problems in watchdog:
impartial removal, False Malicious node, limitedwes
transfer and node conspiracy. Tablel shown bel®erdees
the problems that have been resolved in the prapose
modified watchdog technique[5].

Table-1: Comparison with existing Watchdog

Problemsin Proposed watchdog|[5]
Watchdog
Creating ambiguous unsolved
Collision
Creating  Collision unsolved
in the receiver
selecting the solved
incorrect malicious
node
Limited power solved
transfer
Node conspiracy solved
Impartial removal solved

In ref[6], Souvik Sen proposed an approach forigiolh
detection in WSN. In the proposed algorithm thehaut
CSMA/CN technique used for collision detection. In
CSMA/CN, the transmitter uses one interface for
transmitting and the other (correlator) for listemi The
receiver uses its single interface for multiplexibpgtween

transmission and reception. Transmission is idtlaas in
IEEE 802.11, except one difference: for every pacltee

PHY layer preamble is concatenated with an additidmit

sequence, a signature, uniquely computed fromniesded
receiver’s identifier. The transmitter T ensureschannel is
idle and transmits this packet using the transmitemna.
The listening antenna, by virtue of being very elds the
transmitting antenna, receives this signal withigh tsignal
strength — we call this the self-signal. The paskietended
receiver also receives the transmitted signal atadtss
decoding the arriving bits. Simultaneously, R t8gg
collision detection. The drawback of this methodhiat the
collision detection at the receiver is partiallyoaed. This
technique being used in Watchdog still does notichttoe

ambiguous collisions.

In ref[7] ,M. Kiran kumar proposed an algorithm for
detecting malicious packet dropping due to diffédand of
security attacks such as blackhole, greyhole andnhale
attacks. In this approach the algorithm detectsthdrea
neighbor node is maliciously dropping packets ot. no
Initially a node A that sends the packet will cotimt RTS
messages it sent to node B during some intervaina
along with the CTS messages received from nodehBnT
the probability of each node forwarding a packetexly to
another node is evaluated. According to goal ddfifer
Node A to detect any malicious dropping of packat a
approximate value of Node A forwarding the packets
correctly is calculated. Finally Node A calculatéise
percentage of packets that is maliciously droppé&dhat
value is greater than some threshold value themdie is
noted as malicious node and it will simultaneousiiprm
the neighbors and may remove the node from routing
other nodes. The simulation results described st the
packet interval time, more will be the load and the
probability of collision will be high

5. CONCLUSION AND FUTURE WORK

From the review above papers it can be said titaision
detection system being an important part in wielssnsor
network, we need to have an efficient IDS to coutie
attacks made by the intruder. Watchdog techniqseried
above have been used since long, and due to certain
limitations it has not been considered as an effect
mechanism for malicious detection of nodes. As deam
ref[5], certain problems existing in watchdog hasetb
resolved but still one of the problems in watchdegthe
malicious node detection due to ambiguous collisadn
packets has not been solved.

Thus in future, we can extend the proposed workAof
Forootaninia and M. B. Ghaznavi-Ghoushchi[5] tootes
the ambiguous collision of packets in watchdog ra@&m.
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