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Abstract

DTN (Delay Tolerant Network) is a new concept in the field of wireless networks. It enables communication in challenged
environment where traditional network fails. Unlike other ad hoc wireless network it does not demand for end to end node
connectivity. DTN is based on store carry and forward principle. This mechanism is implemented using bundle protocol. DTN nodes
have capabilities such as radio interface, movement, persistent storage, message routing and energy consumption .Here a node might
accumulate a message in its buffer and carry it for limited time, waiting till a suitable forwarding opportunity is acquired. Multiple
message duplication into the network is done to increase delivery probability. The main objective of DTN Routing is to build a
powerful network between various nodes (mobile devices, planetary vehicles etc) so that good delivery probability and less delay are
obtained. This unique mechanism poses a security challenge. A sophisticated attack observed is black hole attack in which malicious
intermediate node are present in network that can provide attacked forged metrics to another node. The aim of this work is to simulate
and analyze routing protocol of DTN when nodes enter in environment with black hole attack. The work has been carried out with
ONE (opportunistic network environment) simulator. The performance of routing protocols (RAPID and Spray and Wait) are tested
for different number of attacking nodes. The analysis indicates there is decrease in delivery probability, hop count average and buffer
time average. But latency average first increases and then start decreasing. The overhead ratio increases using Spray and Wait
Protocol but with RAPID protocoal, it decreases with increasing black hol e attacking nodes.

Index Terms: DTN, ONE, etc.

* k%

1. INTRODUCTION can be TCP, UDP etc. Transmission protocol provessential
protocol for transmission of bundle data to anotb&N node.

In Existing heterogeneous wireless environmentenuadbility, The store-carry and forward operates over multgaéhs and

limited radio range, physical obstacles etc, wsglad-hoc  €xtremely long timescales. Nodes act as a messagesfthat

network helps to communicate between nodes withaut carry messages between disconnected nodes [2].st i

existing infrastructure. Ad-hoc network algorithssames end ~ advantageous as use of wireless bandwidth is wfirel but

to end connectivity between any pair of nodes tksists. traffic flow need buffer space at message ferryisTimique

Protocols like TCP/IP have a limitation over longtance. mechanism poses a security challenge. DTN is vabierto

Because of long distance, high delay, low bandwidigruptive confidentiality, integrity, authenticity, wormhobgtacks etcA

connectionsharsh environment of space, satellite failuresarsol ~ sophisticated attack observed is black hole atiackvhich
flares communications at deep space and non-habitass area Malicious intermediate nodes are present in netvilak can

results into poor performance. Delay Tolerant Nekwis a way provide attacked forged metrics to another node.alto
out for computer architecture that proved boorhi® technical advertises itself as having the shortest path éodéstination
issues in heterogeneous network which may lackimonas node [3].

connectivity [1].
In this Research paper, we have analyzed the peafuce of

DTN is based on the principle of store-carry-ancward. This DTN routing protocol by implementing black hole aaft on

mechanism requires persistent storage and bundi®qols. variable number of nodes.

Bundle is the basic unit of storage and transmis&o DTN

architecture. Bundle contains application data @&ndouted 2. APPLICATION OF DTN

through intermediate nodes to final destinationDIFN node,

bundle data passes through appropriate converdapeethen

to transport protocol layer. Convergence layeretdying nodes

DTN enabled network which is upgrading interplaneta
communication. DTN network has less risk, increased
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robustness, low human labor cost, maximum linkizaailon b) Spray and Wait protocol: Spray and Wait protocoh-isopy

efficiency. It has applications [5] such as routing protocol. This routing algorithm consist§ two
phases: spray followed by wait. Here, number ofie®po
1) Space application: Internet for planets gets a \gogd be created is beforehand decided. Suppose n caepées
option with this DTN technology. DTN idea has ented sprayed to relay in network, then they enter thé plaase
International  Collaboration by exploring space. until they meet the destination and message isllfina
Consultative Committee for Space Data Systems kas b delivered. Two Spray and Wait models are suggebied
working to standardize space communications ar@ind authors:
as shown in fig. 1. US astronaut Sunita Williamskto « Normal mode: In this case, sender node replicatasssage
control of the ESA (European space agency) DTN Lego to all nodes that are encountered. Only n nodesaey
rover (Robot) while orbiting high in the sky aboatfie because there are n message copies available.
International Space Station in the year 2012 [4] « Binary mode: In this case, out of n copies, n/2iesmre
stored by sender node and remaining copies toirall f
2) Earth application: File transfer, web browsing and encountered nodes. These n/2 stored copies are then
exchanging emails can be done at better speedDitih relayed until a single copy is left and last comy i
implementation as in sensor network, military aggtiions, forwarded to final destination [7].

mobile devices etc.
¢) PROPHET protocols: PRoPHET Protocols is predictive

3) Underwater application: Exploring, monitoring seadb protocol which studies the encountered node to make
area where exploring get simple and fast with DTN. routing decisions. Overhead will be less becauséhisf
predicting nature. It calculates node probabilay $pecific
4) Non-Habitant area application: The fast network destination [8]. If a given message in encounterede E
communication can be facilitated in non-habitatare has high delivery predictability then sender nadegmit a

copy to this E node. Delivery predictability of énnediate

node can be decided on the basis of

* Number of encounters of E.

« Time lasting for these encounters and

e Existence of these transitive properties for mutual
encounters of this node.

d) MaxProp protocol: In MaxProp protocol maximum
probability of message to be delivered is calculate
Packets in buffer are prioritized. Lower the hopurto
value, higher is the probability set and if hop movalue
exceeds the threshold value then priority of padket
determined by calculating the probability of nodeseting

9.

3. ROUTING PROTOCOLSIN DTN e) RAPID protocol: RAPID models DTN routing as a i
driven resource allocation problem. A packet isteduby
replicating it until a copy reaches the destinatibderives
a per-packet utility function from the routing metrAt a
transfer opportunity, it replicates a packet thatally
results in the highest increase in utility. In geheUi is
defined as the expected contribution of | to theeni
routing metric. For example, the metric minimizeseage
delay is measured by summing the delay of packets.
Accordingly, the utility of a packet is its expedteelay.
Thus, rapid is a heuristic based on locally optingz
marginal utility, i.e., the expected increase iilityt per

Fig-1: Space communications around DTN

Routing provides a solution on the existence ofeless
network. Links between nodes are not persistetitria, sparse
and network topology which changes frequently. Dibhting
schemes aims to route message packet into netveods 40
have minimum utilization of resources, maximum \kaly
probability and less delay. Various types of protsccan be
classified

a) Epidemic protocol: In Epidemic protocol [6] simplgplicates
messages to all encountered nodes but stops iefimed
hop count’s maximum value is reached. Messagesiaire unit resource used. Rapid replicates packets inedsing

send to encountered node if a copy of messagereéach order of their marginal utility at each transferpopunity.
present with this node. Overhead gets high due ¢oem Protocol rapid, Y):

utilization of buffer space but delivery probabiligives

« |Initialization: Obtain metadata from about packets in
good value.

its buffer and metadatacollected over past meetings.
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« Direct delivery: Deliver packets destinedYin
decreasing order of their utility.
 Replication: For each packet i in nods buffer
i. If i is already inY’s buffer (as determined from the
metadata), ignore
ii. Estimate marginal utilitypUi, of replicating to Y.
iii. Replicate packets in decreasing ordeddif /S-.
» Termination: End transfer when out of radio rangelb
packets replicated [10].
In this study we have taken RAPID and Spray andtWai
protocols for analysis.

4. METHODOLOGY

In this section the working principle of simulatioools used,
scenarios used are being described for analysisylaiion
setup, metrics and comparisons using graphs.

4.1 Simulation tool used
The work is performed by the use of ONE (Opportiimis
Network Environment) simulation tool [11]. It isnsilating
environment to facilitate users to rapidly generagalistic
mobility network for DTN Simulation. This singlensulation
framework is Java based tool. Features of ONE sitaubre

*  Modular fashion builds software.

* Node movement modeling

* Internodes contact

« Message handling

e GUI display the complete scenario

* Reports summarize the complete simulation.

¢ Routing information of particular field(messagenca

be referred

-

Fig-2: Screenshot of ONE Simulation

It creates a GUI main window as shown in fig 2sltdivided
into three parts
e Top section: Buttons are present on top to pausp, s
fast forward the simulation. Zoom option and GUI
speed can also be adjusted.

¢ Main part: It shows complete simulation over map
where paths are defined and node identifiers specif
nodes. The communication among nodes and
messages transfer between different nodes carbelso
visualized.

< Right part: For closer inspection of node, its nages,
routing information can be checked by clicking on
button identifying a particular node’s name usihgit
group id.

Results can be checked through visualization, tepmnd post
processing tools. For this experiment two reporte a
specifically used: Event Log Report and MessagetuSta
Report.

4.2 Simulation Setup

Simulating environment consists of total 50 hostkbging to
single group. Simulation is checked with 5 blackehattacking
nodes proceeding with 10, 15, 20 till 50 i.e. tatambers of
nodes in complete scenario. The table list the ildetaf
simulation setup, over this scenario, number ofesocale made
to attack as Black hole attack.

Table 1: Simulation parameters

PARAMETER VALUE

Total Scenario time 43200 sec

Routing Protocol RAPID; Spray and wait

Movement Model ShortestPathMapBased

Movement

Interface Transmit Speed of 560 kbps

message

Interface Transmit Range 30m

Message total time to live 90 min

Nodes Buffer Size 25M

Total number of Host 50

Node movement speed Min=1.9m/sec
Max=3.9m/sec

Message creation interval One message per 15e30 s

Message size 250KB to 2MB

4.3 Simulation parameters
For this study five performance metrics are setbatamely
[12]:-

1. Delivery Probability: Delivery probability definethe
probability of message being delivered to final
destination successfully.

2. Latency Average: It is average of message delay fro
creation to final delivery at destination.

3. Hop count average: It is average of number of hops
between source and destination nodes.

4. Buffer time average: It is average of time for whic
message stayed in buffer at each node.

Buffer time average = [Creation / Received][NextHo

5. Overhead Ratio: It access to the bandwidth effigyen
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i.e.
(Number of Relayed MessagedNumber of Deliveret
Messages) / Number of Delivered Mess:i

» Round trip time average: It is average time fi
creation to the confirmation delivery. But for tlad
scenarios it gives NAN i.e. Na&ny number becau:
protocol does not support response

5.RESULTSAND ANALYSIS

The DTN routing protocol is being simulated overealistic
mobility model and the results are analyzed undéerént
number of black hole attacks.

A. Delivery Probability vs. Number of Malicious nodes
In this case, successful delivery probability isalgmed with
varying number of malicious number of no@s shown in fig.
3.

1
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Fig-3: Delivery Probability vs. number of malicious no

Inference: Delivery Probability decreases constantly with
increase in number of malicious nodess the number of
malicious nodes are increasing iredes dropping messac
from their buffer spaces are increasinghumbe and resulting
in loss of message copies from e&dbuffer space. Ifurther
results in decrease in delivery of message at rdsiin.
Delivery probability is more for RAB protocol than Spra
and Waitprotocol. At the end delivery probability reachesa
as no message is delivered when all node malicious.

B. Latency Average vs. Number of Malicious nodes
In this case average message delay variation isradd by
varying number of maliciouas shown in the fig.
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2000

1500 —o—RAPID
1000
500 =—SprayAndWait

0 T rr 1 rrrrr
0 10 20 30 40 50

Latency Average (in sec)

Number of Malicious Nodes

Fig-4. Latency average vs. number of malicious ni

Inference: Latency average is increasing but at the end v
more than 90% nodes are malicious then it decreake
delivery probability is decreasing and messaged tra
delivered in the presence of malicious nodes aseetithat ar
delivered by normmalicious ndes and they are decreasing
continuously solatency average ultimately increa. For
RAPID, latency averagis more than Spray andait protocol.
The decrease at the end is because messages that isezedt
are those whose destination lies 1 and destined messages at
far of are delayedr droppe as malicious nodes are increasing.
At the end value is zero because delivery prolghsi almost
zero at end.

C. Hop count average vs. Number of Malicious nodes
In this case, hop count average is anal with varying
number of malicious number of nocas shown in the fig. 5.
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Fig-5: Hop count average vs. number of malicious n

Inference: Hop count avera¢ decreases constantly at the cost
of delivery probabilitywith the increase in number malicious
nodes As malicious nodes are increasing, delivery pbdtig

is decreasing and delivered message in this sceasgi thos:
that results in from the process of less numbenagf counts
Hop count average is more RAPID protocol than Spray and
Wait protocol. At the end, hop count is not equatéco.
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D. Buffer time average vs. Number of Malicious nodes
In this case, buffer time average is analyzed varying
number malicious nodes as shown in fig. 6.
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Fig-6: Buffer time average vs. number of malicious nc

Inference: Buffer time averaga&lecreases constantly with t
increase in number of malicious nodés malicious nodes a
dropping messages from their buffer space whicthénaffect
the process of store-carry-forwand encountered nodes.o
time for which message stays in buffer space deescavitt
increase in malicious nodes. Buffer time ave is more for
Spray and Wit protocol than RAPID protocol because st
and wait protocol create n remie unlike RAPID protocc
which creates replicas upon utility check of pac

E. Overheadratiovs. Number of Malicious nodes
In this case, overhead ratio is analyzed with vayymumbe
malicious nodes.
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Fig-7: Overhead ratio vs. number of malicious n¢

Inference: Overhead increases with the increase in numb
malidous nodes using Spray and wairotocol but with
RAPID, it decreases with increasing number malicious

nodesRAPID protocol maintain roing metrics, as it evaluates
per packet utility, so data structures , data \@laee to bt
stored and results into high overhe It is decreasing for
RAPID protocol because malicious nodes are incngagnd
many messages are dropped. “utility function calculations
for message are decreasing with dropping of messagethe
end no message is left for per packet utility chéekcaust
almost all nodes are malicious and maximum message
dropped.Spray and wait protocol do not follow any calcude
pah but choose randomly encountered node to forwae
replicas so overhead is less. At the end, delipeopability is
almost zero so as per the formula of overhead,ratierhead i
increasing

CONCLUSION

DTN are important research field whichemerging nowadays.
It works with normal working of objects, human, raais,
vehicle, planets etc. It defines the important tedbgy
required in interplanetaryystem, deep space communication.
With Delay Tolerant Netwolr monitoring gets very easy,
internetcan be facilitatecwith very good speed etc. DTN is
simulated using ONE simulator. It is java basedl.tdde
experiment has been performed with varying numtbdslack
hole attacking nodes. The simulation is analyzed two
protocols (i.e. RAPID andpray and Wait) are compared on
the basis of performance parameters delivery probability,
overhead ratio, buffer time average, laly average and hop
count average. Thegre affected by varyinmalicious nodes.
Following observations are me

« Delivery probability decreases with the incse of
number of attacking nodes. It is more for Spray
Wait protocol initially but when malicious nodesei
present then RAPID protocol has higher value |
Spray and Vdit protocol

e Overhead ratio ignore for RAPID than Spray and
Wait. Overhead ratio increases for spray and wai
for RAPID protocol decreases with the increase
number of attacking node

e Latency average increases with increasing numb
nodes and at end latency average suddenly decr:
It is more for RAPID thanpray and Wait protocol.

e Buffer time averagedecreases with increases in
number of attacking node It is more for Spray and
Wait than RAPID protocc

« Hop count avera( is continuously decreasing with
increasing number of attacking nc«. It is more for
RAPID protocol tha Spray and Wait protocol.

e The analysis clearly shows that RAPID protocol gi
best result for delivery probdity and buffer time
averageSpray and Wa protocol gives good result for
overhead ratio, latency average and hop count g&

In future we would like to explore the performarndether

routing protocols in more adverse cases and thedeqols

in more adverse cases.
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