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Abstract
Hummingbird is a novel Ultra-light weight cryptographic encryption scheme used for RFID applications of privacy-preserving
identification and mutual authentication protocols, motivated by the well known enigma machine. Hummingbird is expected to meet
the stringent response time and power consumption requirements which can provide the designed security with a small block size. This
algorithm is shown as it is resistant to the most common attacks like linear and differential cryptanalysis.Some properties for
integrating this algorithm into a privacy identification and mutual authentification protocol is investicated.This is implemented using

the LABVIEW software.
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1. INTRODUCTION

Automatic object identification
technology called Radio Frequency Identification
(RFID).RFID tag is a small transponder in a RFID
system,used to label each object.Radio frequeneyiegican
be received and responded using tranciever,call&D R
reader.RFID is a tiny integrated circuit which ised for
storing,processing informations for identificatiaand also
radio antenna for wireless data transmissions.Ahima
identification,Point-of-sales,inventory managemeste the
applications for low-cost and low-power tags.

is now possible by

This lowcost RFID systems for object identificatianthout
any physical contact, RFID tags and RFID reader
communication also have a number of security problés
easy for an adversary to obtain sensitive inforomgsince ther

is no mutual authentication in today’s RFID syst@gys
linking two different sightings of the same RFIDgtan
adversary can easily trace a person carrying aethgg
item.Unprotected wireless communication will haveany
issues between FRID tags and readers.

2. HUMMINGBIRD ENCRYPTION

Inorder to overcome this security issues a new rilgo
called Hummingbird algorithm have been designedhatual
authentication algorithm.which is a combinatiorboth block
cipher and stream cipher,this is designed with allsbiock
size and expected to meet stringent response tidepawer
consumption.

This consists of 16-bit block size,256-bit key saed 80-bit
internal state where the key size provides sectoitywarious
RFID applications.

2.1. Encryption and Decryption

The structure of the Hummingbird algorithm consistdour
16-bit block cipherBg,,Ex,,Ex; and Eg,,four 16-bit internal
state
LFSR.The secret key is 256-bit which is dividedifdur 64-
bit subkeysk,, k,,k; andk,,they can be used in four block
ciphers.In the encryption process a 16-bit plainte® is
executed by modul@'® addition of PT;and the first internal
state register RS1.The result of this block is teearypted by
the first block ciphef£T.
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Internal State Updating Process
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This procedure is repeated for three times andothput of
Exs is the ciphertextCT;.LFSR is used for updating the
internal state registers.The reverse process i® donthe
Decryption block.

2.2. 16 hit Block Cipher

Four 16-bit block ciphers are used in a consecutive
manner.Substituition and Permutation(SP) networknfthe
16-bit block cipher,with 16-bit block size and 6i-lkey
size.SP consists of three steps,first key mixingnehl6-bit
block ciphers uses exclusive or operation for immatation

in hardware and software,second a substituitioarlawith 4-
inputs and 4-ouputs of serpent type s-boxes andl thi
permutation layer.the linear form of 16-bit bloclpher is
given byL: {0,1}*¢ - {0,1}*¢ defined as,

L(m)=mé (m«6)_(m«10),
where ma, m, ..., my5 is a 16-bit block data.

2.3. Features of S-Boxes

Inorder to reduce the area and power consumptiericir s-
boxes are reduced into a single s-box and wheserépeated
four times in a 16-bit block cipher.

Four s-boxes in hexadecimal notation:

X [0[1]2[3]4]5]6]7|8|9]A[B|C|D[E|F
5(x)|8]6|5|F|1|A|S|E|B|2(4]4]7|0(D]|3
5% 0|7 |E[1]5]8]2|3|A|D[6|6|F|C|2]9
sx)|2|E|F|5|C|9|A|B|4[6(8]8]0|7|3|D
s{x)|0]7|3]|4|C|A|F|D|E|6|B|B|2|8]9]5
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3. SECURITY ANALYSISOF HUMMINGBIRD

Hummingbird is considered as a finite state machieeause
it's a hybrid mode of block and stream cipher whe value
of LFSR does not depend on the internal states.Hoghird
algorithm is resistant to the following attacks ythare
Birthday attacks,Differential cryptanalysis,Linear
cryptanalysis,Structural attacks,Algebraic attackd acube
attacks.

4. HUMMINGBIRD MUTUAL
AUTHENTICATION PROTOCOL

The hummingbird mutual authentication protocol &imhy for
establishing the trust relationship between thelRfags and
the reader,consider RFID system consists of a reaé N
RFID tags,where a unique 256-bit key with eachisaghared
by the reader.The following three phases are ireduith the
hummingbird mutual authentication protocol.

i)Phase 1:Privacy Preserving Tag | dentification:

In this phase the reader will determine the corkegt shared
with a tag it is communicating with without expogithe tag’'s
identity to the adversaries by performing a private
identification procedure[12].

ii)Phase 2: Mutual Authentication between a Reader and a
Tag:

In this phase the reader and the tag authenticéte each
other.

iii)Phase 3:Command Execution:

In this phase the command issued and authentidatetthe
reader is received and executed only by the etioryflRFID
tag.
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Figure 1 - Data encryption & writing to binary file
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CONCLUSIONS

This Hummingbird cryptographic algorithm is implembed
using the LABVIEW software,where the encryption and
decryption blocks are also designed and the ouiput
generated.The hummingbird 2 algorithm is comparedhe
future.
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