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Abstract

In this paper, we address key management in cluster-based mobile ad hoc networks (MANETS). We present a fully-distributed ID-
based multiple secrets key management scheme (IMKM). This scheme is implemented via a combination of ID-based multiple secrets
and threshold cryptography. Ensuring secure communication in an ad hoc network is extremely challenging because of the dynamic
nature of the network and the lack of centralized management. Our proposed analysis includes the effect of packet generation model,
random deployment of sensors, dynamic cluster head assignment, data compression, and energy consumption model at the sensors. a
new protocol called Equalized Cluster Head Election Routing Protocol (ECHERP), which pursues energy conservation through
balanced clustering, is proposed. Performance evaluation of ECHERP is carried out through simulation tests. We also present a novel
key predistribution scheme that uses deployment knowl edge to divide deployment regions into overlapping clusters, each of which has
its own distinct key space. Through careful construction of these clusters, network resilience isimproved, we focus on the management
of encryption keys in large-scale clustered WSNs. We propose a novel distributed key management scheme based on Exclusion Basis
Systems (EBS); a combinatorial formulation of the group key management problem. Initially, clusters are formed in the network and
the cluster heads are selected based on the energy cost, coverage and processing capacity. The sink assigns cluster key to every
cluster and an EBS key set to every cluster head. The EBS key set contains the pairwise keys for intra-cluster and inter-cluster
communication. During data transmission towards the sink, the data is made to pass through two phases of encryption thus ensuring
security in the network. Our results include performance evaluation in terms of security metrics in clustered WSN and a detailed
analysis of resource utilization.
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1. INTRODUCTION

Recent literatures have sought to address the lkeyagement
issues in MANETs. AD hoc networks are subject toiotes
types of attacks ranging from passive eavesdropjuiragtive
impersonation, message replay, and message distorti
Moreover, it is difficult to deploy security mechams in
MANETs because of the absence of fixed infrastmectu
shared wireless medium, node mobility, limited teses of
mobile devices, bandwidth restricted and error-pron
communication links. Group key agreement (GKA) [#]-s
another important challenge of key management irNéAs.
GKA protocols allow two or more parties to agree an

common group key and exchange information amongthe
over an insecure channel. we propose an ID-basdtiptau
secrets key management (IMKM) protocol to addrdstha
above concerns. Our scheme is a comprehensivaosofor
inter and intra-cluster key Management, includingy k
revocation, key update, and group key agreemetis.miain
focus of this work is on the lifetime analysis @ndomly
deployed clustered networks. Clustered WSNs argesigd
for extending the network scalability and ease @itad
processing, [1], [2]. In clustered networks, uspak
representing node, called cluster head (CH), isgasd to
each cluster. the lifetime of a randomly deployédastered
network is modeled using a probabilistic approadie
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probabilistic approach is motivated by the stodbasature of
the network lifetime which is mainly due to the damness of
the sensors deployment. Most of the protocols usgters in
order to provide energy efficiency and to extenel mtietwork
lifetime. Each cluster first elects a node as thsster head
(CH), and then, the nodes in every cluster senit theta to
their own cluster head. The cluster head senddaita to the
base station. This data transfer can be perfornmedwnb
alternative ways. Either directly, in the case ihich the
cluster head is located close to the base statonyia
intermediate cluster heads. In this paper, a narergy
efficient protocol, named ECHERP, is proposed. EGRE
contrary to other existing cluster-based prototioéd select a
random node or the node with the higher energypeatricular
time instance as the new cluster head, considersurent
and the estimated future residual energy of theesodlong
with the number of rounds that can be cluster heiadgrder
to maximize the network lifetime. The network is aieted as
a linear system. In this paper, we propose a ndegl
predistribution scheme that makes use of regioedas

deployment knowledge. Our scheme constructs a $et o

clusters such that each cluster contains a smatibeu of
deployment regions, all of which are neighbors adteother.
Furthermore, every pair of neighboring deploymesgions
belongs to at least one cluster. Each clusterthamin distinct
key space, and it is from these cluster key sp#tasnodes
are assigned their keys. In this manner, we gueeathat
nodes in neighboring regions share a key with argisverlap
probability, while nodes in non neighboring regioths not
share any keys. We make use of the result develiwpES],
which states that under certain conditions, maximgizhe key
pool size used by the scheme also maximizes iieres.
Our clustering scheme is designed to maximize tleeadl key
pool size, which results in greatly improved netkvaasilience
without compromising network connectivity or
communications overhead. Confidentiality, authétytic
availability, and integrity are typical securityaje for WSNs.
Indeed, securing the network for applications, sastborder
control and tactical defense operations is amorg rttain
design objectives. An EBS consists of several dabskthe
member set collection. In the EBS, every subsenh&ogous
to a particular key and the nodes which possesskéye
become the element of the subset.

The remainder of the paper is organized as foll@estion 2
provide an (fully-distributed ID-based multiple sets key
management scheme) IMKM protocol. in section 3,we
introduce proposed protocol that models the netwaska
linear system in order to select the cluster hbatiminimizes
the energy consumption in the cluster, while intisec4,we
present our basic predistribution scheme with EBSthe
EBS, every subset is analogous to a particular &y the
nodes which possess the key become the elemenheof t
subset. Finally, we provide a conclusion with fetdirections

in section 5.

2.IMKM (ID-BASED MULTIPLE SECRETSKEY

MANAGEMENT SCHEME)

PROTOCLOS: This section presents our IMKM protodol.
consists of five phases: network initializationy kevocation,
multiple secrets key update, member joining andt®n, and
group key generation.

NETWORK
INITIALIZATION

GROUP KEY
GENERATION

KEY REVOCATION

MEMBER MULTIPLE
JOINING AND SECRETS KEY
EVICTION UPDATE

Fig 1 IMKM Protocol Phases

2.1 Network Initialization

Network initialization comprise in 3 steps. these shown as
below:

Generation
of Pairing Verifiable
Secret

Sharing

Generation

of Pair-wise
Keys

Parameters
and Key
Initiation

Fig 2 network initialization steps

The description of network initialization steps tthés
generation of pairing parameters and key initiatiofowed
by generation of pair-wise keys with verifiable tcsharing
is We consider basic operations in the scenariaevtiere is
an offline PKG center. These basic operations sbnsf
system setup and private key extraction. systeopsatd key
extraction is done in generation of pairing pararseand key
initiation. A pair-wise key agreement protocol al® two
parties to establish their session keys and usekélys to
encrypt the communications between them. McCullagd
Barreto [31] proposed a two-party authenticatedtithebased
key agreement using bilinear pairings. In orderptovide
perfect forward secrecy, we modified their schemgednerate
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our pair-wise keys. pair-wise key agreement prdtsatisfies

all the following security properties [31]: implickey
authentication, known session key security, no key-
compromise impersonation, perfect forward secreny,
unknown key-share and no key control. Thereforgait be
securely employed in MANETSs. This is done in getieraof
pair-wise keys. And in verifiable secret sharing,drder to
establish al(, (1) threshold sharing, we require that all cluster
heads (CHs) participate in the construction ofrtteester secret
key, and that the role of distributed PKG (D-PK@)dssigned
to the CHs of the network

2.2 Key Revocation

The key revocation scheme [34]-[36] is comprisedtioke
sub-processes: misbehavior notification, revocagjeneration
and revocation verification.

Misbehavior Revocation Revocation
Notification Generation Verification

Fig 3 key revocation steps

2.2.1 Misbehavior Notification

Upon detection ofCHi's misbehavior, CHj generates an
accusation, [Di, Tj}Kj,v , againsCHi and securely transmits
it to CHv , whereTj is a time stamp used to withstand
message replay attacks akglv is the pair-wise key of Hj
and CHv(l < v < n, v ~ i, j). To preventCHi from
temporarily behaving normally (artificially), theceusation
should not be sent to that node.

2.2.2 Revocation Generation

Upon receipt of an accusation fro@H; , the message will
simply be dropped if the accuser itself has beepnked. The
accusedCH: is diagnosed as compromised when the number
of accusations against it reaches a predefined cagiom
thresholdS. In IMKM, generation of a revocation requires the
joint effort of t CHs. We assume the D-PKG with the largest
ID acts as the role of revocation leader. Each hof ¢
unrevokedCH; , having the smallest IDs, generates a partial
revocation,REV; = Hi(IDi)d; , and sends it to the revocation
leader securely using the pair-wise key. The retvogdeader
checks whether the equatiad2(Ppub)REV; = djruwH1(IDi)
holds. If the partial revocation is not valid, thevocation

leader consider§H; to be misbehaving and issues a signed
accusation against it. The revocation leader carstcoct a
complete revocation from these partials using Lagea
interpolation. A complete revocation is derivedf@ows: 1D

i = Yjee AJ(O)REV; = H1(IDi)D. The revocation leader then
floods <ID:, ID > throughout the network to inform others
thatCH:has been compromised.

2.2.3 Revocation Verification

Upon receipt ofID i , each cluster head verifies it by
checking whether the equatiét?2(Ppub)ID i = H1(IDi)Dpub
holds, whereDpub can be computed using the public keys of
the shares of angyunrevoked CHs. If the equation holds, this
means that!D ' i has been correctly accumulated from all
othert—1 unrevoked CHs. The cluster head then rectpd

its key revocation list (KRL) and declines to irgtetr with it
thereafter.

2.2.4 Multiple Secrets Key Update Scheme

In IMKM, all CHs’ private keys,Sj , will last for the entire
lifetime of the network, while the share keyd, , used to
enable key revocation and key update, are refreshed
periodically forU predefined regular phases, using a multiple
secrets key update scheme. Alternatively, they nhay
refreshed in key eviction process when the number o
revocation CHs has reached a prescribed updatshtticey.

In this way, key update is quite simple and effitibecause
there is no need to exchange and sign any mesbag®@sen

the CHs.

2.3 Key Joining

In this section we show how to add a new clustadh@Hk,
to the ad hoc network backbone.

2.4 Key Eviction

A cluster head eviction can happen as a result of
unavailability, communication failure or for sedyrreasons,
such as revoked node. If the eviction of a CH isaomsidered

a security vulnerability, such as a power faildhen no action

is required. By using distributed key managemefestes,
each CH can easily add or update its share keysacare and
efficient manner, thus greatly reducing communaratand
computation costs.

2.5 Group Key Agreement Protocol

In this section, we present an efficient, one round
authenticated group key agreement protocol (AGKAJ f
cluster-based MANETs. We may use the multiple ssdtey
update scheme.
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2.6 Securing D-PK Gs against DoS attacks

It has been suggested that wireless networks agalyhi
susceptible to malicious denial-of-service (DoS}acis,
which prevent legitimate users from accessing tesvork.
One such target is the key management service.eProp
authentication can prevent injected messages fraimgb
accepted by the network. The key eviction procedareur
scheme is expected to be initiated very rarely.r@toee, if a
malicious node were to frequently initiate this gedure in a
short time window, then such an abnormality would b
detected very easily. The legitimate nodes woughtrecord
the malicious node’s ID in their key revocationtdisand
thereafter decline to interact with it.

3. PROPOSED PROTOCOL THAT MODELSTHE
NETWORK ASA LINEAR SYSTEM

The main characteristic of ECHERP is the head Helec
process. In this protocol, in order to elect a tedusead, the
routing information and the energy spent in themogk are
formulated as a linear system, the solution of Whis
computed using the Gaussian elimination algorithm.
Therefore, cluster heads are elected as the nbdemtnimize
the total energy consumption in the cluster. In trafsthe
protocols proposed so far, the node with the highesidual
energy in a cluster is elected as the cluster HEaid.selection
may lead to inefficiencies, as can be seen by thiewing

Fig 4 WSN network model

Obviously, this is not an energy efficient process] it can be
avoided by selecting cluster heads in a more eneffigient
manner. This is pursued by the proposed protocol.

In order to evaluate the performance of ECHERP kitions,
over 50 different 100 m x 100 m network topologiesre
performed. The network architecture considered lhie t

example. Let us assume that node x in Figure hgbkehi fOHO:N'ni fixed b tation is located f th
residual energy than the other nodes belonginghéosame fieI:jxe ase station IS located away from the Senso

cluster. Then, this node is elected as the newtasiusead.

However, this forces the rest of the nodes to statd in the * The sensor nodes are energy constrained with

opposite direction to the base station, resultinghigher uniform initial energy allocation. _

energy consumption. In ECHERP, the BS is assuméthve « Each node senses the environment at a fl_xed rate an
unlimited energy residues and communication poWés.also always has data to send to the base station (data a
assumed that the BS is located at a fixed posigither inside sent if an event occurs). _ _
or away from the sensor field. The longer the distabetween * The sensor nodes are assumed to be immobile.
the BS and the center of the sensor field, theerige energy However, the protocol can also support node
expenditure for every node transmitting to the B®.the mobility.

network nodes, which are assumed to be located itmé e The network is homogeneous, and all the nodes are
sensor field, are dynamically grouped into clust@mse of the equivalent, i.e., they have the same computing and
nodes within every cluster is elected to be theteluhead of communication capacity.

this cluster. Therefore, the number of cluster kdadcequal to * The network is location unaware, i.e., the physical
the number of clusters. The cluster heads, whiehlarated location of nodes is not known in advance.

close enough to the network base station, areregfe¢o as the ¢ The transmitter can adjust its amplifier power llase
first level cluster heads. These cluster headscapable of on the transmission distance.

direct transmission to the base station with realkenenergy
expenditure. The cluster heads that are locatecoa¢ distant
positions from the base station are considered easns-,
third-, etc. level cluster heads. These clustedsdaansmit
data to the upper level cluster heads. MoreoveQrder to
achieve balanced energy consumption and extend the
network’s lifetime, the election of the cluster Heais
performed in turns.
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4. BASIC PREDISTRIBUTION SCHEME WITH

EBS

There are 8 basic key distribution schemes thdeseribed in
tabular form with its different steps and compldescription

—s— | FACH in front of one another. The basic 8 key pre-disttion
—e— PEGASIS scheme is RANDOM KEY PRE-DISTRIBUTION SCHEME,
—&— BCOCP Q-COMPOSITE RANDOM  KEY  DISTRIBUTION
—¥ _ECHERP SCHEMES, MULTIPATH KEY REINFORCEMENT

SCHEME, Random pair wise key scheme, Polynomiall-poo
based key predistribution. Random subset key préulision,
Polynomial pool-based key predistribution, Randountbset
key predistribution, Grid based key predistributiblypercube
key distribution scheme.

0 20 40 60 an

— T .
120 140 160

Metwork Lifetime (rounds)

Fig 5 Network life time versus average energy dissipatio

1. Random key predistribution
scheme (proposed by Echenauer
and Gligor). This is basic
scheme[1].

» Key predistribution stage

Shared key discovery stage

Path key establishment stage

Key revocation

Anayses of basic scheme

Large key pool of S keys and their
identifiers are generated. From this key
pool, k keys are randomly drawn and pre-
distributed in to each node’s keyring,
including the identifiers of all those keys
When the keys are initialized with keys,
they are deployed in the respective places
where they are needed. After deployment
each node tries to discover its neighbprs
with which it share common keys.

A link exist between two nodes only if they
share a key, but the path key establishment
stage facilitates provision of the link
between two nodes when they do not share a
common key.

Key revocation is conducted by the
controller node, when a node is revoked
then all the keys in that particular node
keyring have to be deleted from the
network.
Assume probability of a common key
existing between two nodes in the network
is p, and size of the network is n. then
degree of the node is derivable using both p
and n.

2. Q composite random key
predistribution schemg[2]
(proposed by Chan,perrigand
song)

As in basic scheme 2 nod
share a unique key fq
establishing a secur

communication link and in Q

composite random ke
predistribution scheme does th
by requiring that two nodes ha
atleast g common keys to set
a alink.

As amount of key overlap between two
nodes is increased, it become harder for an
adversary to break their communicatipn

link. To maintain the probability that twp
nodes establish a link with g common keys,
it is necessary to reduce the size of key pool.

3. Multipath key reinforcement

It offers good security with

To solve the problem, the communicatipn
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scheme[2-10]

additional a communication
overhead for use where securjty
is more of a concern than
bandwidth or power drain.
The links formed between nodes
after the key discovery phase |in
the basic scheme are not totally
secure due to the random
selection of keys from the key
pool allowing nodes in a
network to share some of the

same keys and thereby possibly

threaten multiple nodes when
only one is compromised.

key between the nodes must be updated

when one is compromised once a secure
is formed.

link

This should not done for already established

link, but should be coordinate durin
multiple independent paths for grea
security.

4, Random
scheme[11]

pairwise key

Compared to the Q-composite
scheme and multipath scheme,
the random pair wise scheme
offers best security features in its
resilience to node capture .

The drawback of the random pair wise K
scheme is lack cfcalability.

5. Polynomial pool-based key
predistribution[3] (proposed by
liu and Ning)

Any two sensors can definitely
establish a pair wise key when
there are no compromised
Sensors.

Even with some nodes
compromised, the others in the
network can still establish paijr
wise keys. A node van find the
common keys to determine
whether or not it can establish|a
pair wise key and thereby help
reduce communication
overhead.

» Polynomial pool

» Advantages:

based key pre
distribution using random subsets offe
greater security and flexibility whe
compared to other schemes until
certain number of compromised nod
assume 65% has been reached at w
point at any scheme would pro
ineffective.

Sensors can be ad
dynamically without consulting th
already deployed sensors wh
dynamically deploying nodes in randg
pair wise demands that the server
pre designated un assigned space
additional nodes which may never
deployed.

6. Random  subset key
predistribution[1-3]

This is an extension of the
polynomial pool based scheme
using a random subset key
assignment and the basic
scheme.

In this the pair wise keys

generated by each node are
unique and based upon each

node’s ID.

Random subset scheme works

similar to the polynomial poal

In key predistribution stage, the setup ser
generates a set F of S-bivariate t-deg
polynomial and then initialize each no
with a subset of s polynomials from F.

In key discovery stage, each node attemp

g
er

D
i

2rs
n

a
es
hich
e

ded
e
le
m
has
for
be

ver
ree
de

t to

determine the nodes with which they shaie a

common key by employing the real tin
discovery techniques information is n
preloaded in the nodes prior to t
deployment

In path key establishment phase, a sol

ne
ot
he

irce

node sends a message to its intermeg

iate
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base4d scheme in three stagej of

key establishment. If no mo
than t shares of the san
polynomial have been discloseg
it is very difficult to attack the
communication between tw
nodes

e
ne
d’

o

nodes seeking to establish a connection v
a destination node and if an intermedi
node can share a common key with both
source and destination node, then
communication path is formed between t{
two.

vith
ate
the
the
he

7. Grid
predistribution[3]

based

key

A polynomial pool
scheme using a grid based k
assignment offers all th
attractive  properties of th
polynomial pool based ke
predistribution and guarantes
that two sensor can establish
pair wise key, when there are |
compromised nodes and th
nodes can communicate wi
each other.

based

ey
e
e
y
PS
a
no
ne

Even if some nodes are captured , there
still be a great chance for key establishm
between uncompromised nodes using
approach, which also reduce netwg
communication overhead.

will

ent
his
rk

scheme[19]

8. Hypercube keydistribution

Guarantees that any two nod
in the network can establish
pair wise key if there are n
compromised nodes are presg
as long as the two nodes c¢
communicate.

a

O

ent
an

If two nodes cannot share the comm
polynomial, then they have to use the p
discovery method to compute an indire
key. It include: dynamic path discove
performance and overhead for
hypercube scheme, security evaluation

on
ath
2Ct
Y,
he
for

hypercube scheme.

THESE are all key predistribution schemes and i BRan

be stated as:

4.1 EBS Construction

An EBS consists of several subsets of the member se
collection. In the EBS, every subset isanalogous particular
key and the nodes which possess the key becomeldiment
of the subset.The dimension of the EBS is represehy (N,
K, M) and it depicts a condition of a N membereduse

K1

K2

K3

K4

K5

M1

M2 M3 M4 M5 M6
0 0 0 1 1
1 1 1 0 0
0 1 1 0 1
1 0 1 1 0
1 1 0 1 1

Fig 6 EBS matrix

M7

M8 M9
1 1
1 1
0 1
0 0
1 0

maintained for every subset by the key server.B® Ef there

exists a subset Ai, then every member of this sulbdehave
knowledge about the key Ki. In EMS, there are Mnaats
for every t € [1, N] and its union is equal to [] — {t}.
Hence, any member t can be ejected by the key rséflaen

group with numbering from 1 to N and a separate ey

re-keying is performed to enable every member tovkithe
replacement keys for the K keys. To perform thie ™M
messages are multicast after encrypting them vhigh Keys
which correspond to the M elements, which has aruegual
to [1, N] — {t}. To restrict decipherability to satted
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members, encryption of every key is performed by it
predecessor.A canonical enumeration technique demase
of, for the construction of EBS subsets. In thefation of
subset of K objects out of K + M object set, evéegsible
method is taken into consideration. Matrix A isrfed in
order to develop a bit string sequence in its carabrtK, M),
in which the K and M are already known, C (K + M) K
columns indicate the successive bit strings of whias a
length of K+M objects, where K ones are preserganh. For
EBS (N, K, M), “A” is known as the canonical matrikor
instance, the canonical matrix can be shown as:

1) No. of columns is equal to no. of nodes in thetelus

2) No. of rows is equal to no. of keys used to manage

these nodes.
3) Total no. of keys K+M.

4) Out of Size of EBS depend upon no. of nodes and no.

of keys used to manage these nodes.

5) k+m keys,every sensor node know a distinct sét of
keys that is set of keys known to one of sensoesod
can not be exactly identical to the set known teeot
sensor nodes.

6) No. of nodes = (K+M)/KIM!

7) Value of K and M adjusted according to network and
its security requirements

CONCLUSIONSWITH FUTURE DIRECTIONS

We have proposed a secure, efficient, and scatiistabuted
ID-based multiple secrets key management schem&NIM

for cluster-based mobile ad hoc networks. In otdeaddress
the highly dynamic topologies and varying link dties of ad
hoc networks, the master secret key is generatedl an
distributed by all clusterheads. As a result, ndy @re central
instances avoided, which constitute single poifitatiack and
failure, but this also leads to more autonomous #&dble
key update methods. According to our protocol asigjywe
believe that the proposed IMKM scheme improves loa t
security and performance of previously proposed key
management protocols. After the key distributioecuse
channel is established between the nodes anduktechead.
During the data transmission from the cluster mesbe the
sink, the data passes two phases. In the firstepthes data is
encrypted and transmitted to the cluster headhénsecond
phase, the data is encrypted by another key bglttster head
and then transmitted to the sink. Thus this teammigllows
inter cluster as well as intra cluster communigatio a very
efficient manner with high security. The sink th@ovides the
cluster head with the cluster key and the EBS letyequired

for the communication between the nodes. These kegs
distributed to the nodes by the cluster head prior
communication. ECHERP, an energy efficient protofmi
WSNSs, was presented. ECHERP considers the cumentha
estimated future residual energy of the nodes,galeith the
number of rounds that can be cluster heads in otder
maximize the network lifetime. In future work, ECRE can

be further enhanced by taking into considerationtricse

related to QoS and time constraints. We have ptedennew
key predistribution scheme that uses region-basptbgment
knowledge to assign keys to sensor nodes. Our ationl

results show a significant improvement in resilienaver

existing schemes using region-based deployment latye.

Future work can be done to characterize the effedts
localized network attacks, as well as the effedtslifferent

deployment distributions.
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