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Abstract
Finger vein recognition is a kind of biometric aettiication system. This is one among many fornigoofietrics used to recognize
the individuals and to verify their identity. Thiaper presents a finger vein authentication systesimg template matching.
Implementation using Matlab shows that the finggn\authentication system performs well for usenttfication.
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1. INTRODUCTION

Finger vein [13] biometric authentication is a neice
identification system in this modern era. This teabgy is

used for wide variety of applications including ditecard

authentication, automobile security, employee tiraad

attendance tracking, computer and network authatidic, and

so on.

Like fingerprints [12] or iris patterns, finger vebased blood
vessel patterns are unique for each individualngé&i vein
based blood vessel pattern have high security lsecaue
veins are located under the surface of the skine Th
fingerprints can be cheated by dummy finger fittgith a
copied fingerprint, but the finger vein based idesstion
system is highly secure for authentication.

The iris pattern recognition [5] is known for lower rates of
authentication, but some users feel psychologesiktance to
the direct application of light rays into their ayén addition
to this, precise positioning of the eyes is reqlii@ accurate
iris authentication. So the iris authentication tegs is
provided with high-cost position adjustment mechars for
the accurate recognition.

For authentication application the pattern of thegdr vein

[14] is stored in a database. The finger is plawe@n attester
terminal which contains a near-infrared, light ¢mg diode

light source and a monochrome charge coupled dedc®ra.
The hemoglobin present in the blood absorbs theiné&ared

light emitting diode light and makes the vein tpegr as dark
pattern. The recorded image is digitized and staredhe

database. During authentication, the finger vescenned and
is compared with the image in the database.

The rest of the paper is organized as follows. iSecR
reviews about the related literature and sectigle&cribe the
finger-vein based security system for authenticatieeded
real-time applications. Section 4 details the pennce

evaluation of finger-vein security system using Mattool,
and finally conclusion and future scope is giveseation 5.

2. RELATED WORK

In this section, we review the prior work on fingeein
biometric security system over various applicatiddavid et
al [1] introduced preliminary process to enhance itmage
quality that worsen by light effect and producesedy the
web camera, then segmented the vein pattern byg usin
adaptive threshold method and matched them usipgoved
template matching. The result shows that even thegée
quality is not good and as long as the veins agarclvith
some appropriate process can be used for personal
identification.

Wenming et al [2] proposed a structured personal
identification approach using finger vein Locaticend
Direction Coding (LDC). Initially finger vein imagg device
is designed using Near-InfraRed (NIR) light soutwe which

a database for finger vein images is establishede T
brightness difference in the finger vein image Bed to
extract the vein pattern. Then finger vein LDC tesaa
structured feature image for each finger vein. $tractured
feature image is utilized to conduct the persodahiification
with image database for finger vein, which includd® vein
images from 220 different fingers.

Hua-Bin et al [3] presented an algorithm based daptive
filtering and retinex method for enhancement of chamin
images. The principal of the near-infrared handh\ienage
acquisition is introduced, then the retinex metiwdised to
normalize hand vein images, and the adaptive srmapth
method is selected to estimate the illuminationerthe gray
cosine transform is used to enhance the discrimimatf the
skin and the vein in hand vein images. Then a deétation
criterion of hand vein is established to remove ftidse vein
blocks from the segmented hand vein images.
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Shi et al [4] proposed a method to make low costices
using vein pattern images with low contrast, arghfquality
images.
successfully as using high-quality images. The qipie of
vein imaging is discussed to acquire the vein irmaghich
could enhance the contrast and the algorithm ohetihg the
vein pattern from low quality images.

Desong et al [5] presented a more secure and leliader
identification mechanism using biometrics technglog
equipped into the consumer electronics devices. shiséem
uses finger-vein identification system which prasdhigh
security and reliability than other identificatiagachnology.
The algorithm composes of a feature extraction gusadon
transform and singular value decomposition andstfiaation
using a normalized distance measure.

Zhi et al [6] proposed a real-time embedded fingsn
recognition system for authentication on mobileides. The
system is implemented on a DSP platform and eqdipgth

a novel finger-vein recognition algorithm. The systtakes
about 0.8 seconds to verify one input finger-veample and
achieves an equal error rate of 0.07 percent oatabdse of
100 subjects. The results proved that the fingén-ve
recognition system is qualified for authentication mobile
devices.

Li et al [7] proposed a modality-based bi-fingerinve
verification system. Both the finger vein and fingghape
could be extracted from the single image acquirethfthe

sensor. The system includes the new finger veinvaorit

extraction algorithm. The intersection of the famgér and

middle finger as the origin is introduced to theombnate

system, proposing a method including determinirey région

of interest, the finger vein and shape featuresaetibn and its
corresponding fusion verification.

Lin et al [8] presented an algorithm for segmentimg dorsal
hand vein image and extracting the vein skeletdierAgray
and size normalizing, Gaussian low pass filter ametlian
filter are used to eliminate the speck noise amdhbrizontal
strip scanning noise respectively. Then an improMélack
algorithm segments the vein pattern and an aresslibtding
algorithm removes the noise blocks from the veittepa.

Jinfeng et al [9] focused on finger-vein enhancemamd
segmentation based on Gabor filters in the spaliahain.
Considering the high randomicity of the finger-veietworks,
a bank of even symmetric Gabor filters with eigtieotations
is firstly used to exploit vein information in imeg Then,
image reconstruction is implemented to generateénaage
containing an integrated finger-vein network.

Gongping et al [10] proposed a finger vein recagnitmethod
based on a Personalized Best Bit Map (PBBM). Thihatkis

The method could extract the vein network

rooted in a local binary pattern based method dmeh t
inclined to use the best bits only for matchinge Tacognition

framework consists of preprocessing, feature etitracand

matching. For evaluating the effectiveness of thethwod

extensive experimental designs are made and reshdts that
PBBM achieves better performance.

Naoto et al [11] proposed a method of personaltifieation

based on finger vein patterns. An image of a fingggstured
under infrared light contains not only the veintpat but also
irregular shading produced by the various thickesss the
finger bones and muscles. The method extractsrigerfvein
pattern from the unclear image by using line tragkihat
starts from various positions.

3. FINGER-VEIN BASED SECURITY SYSTEM

Finger vein structure is not easily seen in visiigat. So the
device to capture the finger vein image composedNedr
InfraRed (NIR) Light Emitting Diodes (LED) of 850
nanometer wavelength and a Charge Coupled DeviG®)C
camera [13], [14]. Figure 1 shows the flow diagrafthe
finger-vein based biometric security system.

The important step in finger-vein recognition ise tlvein
extraction from the background. The finger-vein gesa are
acquired by the use of NIR spectroscopy. The firvgén
image obtained from the NIR spectroscopy appearbeo
darker than the other regions of the finger. Thibacause the
blood vessels alone will absorb the rays.

The performance of the finger-vein extraction andtehing
algorithm depends upon the quality of the input gma
Initially the image is enhanced to eliminate thésaousing
oriented filter method. This also enhances theelidgs, and
uses Gabor filter. Gabor filters are band-passeréltthat are
having both orientation selective and frequencyecele
properties. These utilize the directionality featuof the
finger-vein image and then the finger-vein is ectied from
the enhanced oriented filter image.

The feature vector is obtained by taking mean, dsteth
deviation and co-occurrence parameters. Lét(Riy) be the

component image corresponding@oor sector Si. Fori = 0,

1, 2... 47 andHD[Oo, 450, 900, 1350]. The features Mean
(Mi¢) and Standard deviation (), can be defined using
equations (1) and (2) respectively.

. 1wk .
Migd==>» Si
kZ|—l (1)

Fio = /(3 Ro(xY)~Mif) (2)
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The co-occurrence matrix (C) is given by,

C(l, J) = |{((r,5),(t, V))! |(r, S) = iv I(tv V) = J}| (3)

Where, k is the number of pixels in é_l‘),ie is the sector of

the filtered image, anM'H is the mean of that sector.

The grey level value in each sector of the filtenedge is

given as the finger code. Also the co-occurrencériméC)
with distance (1,1) i.e., one pixel below and onelpright, in

each sector a feature, and contrast is calculatad) uhe co-
occurrence matrix as given in equations (3) to omprthe

recognition rate of this authentication system.
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Fig 1 Flow diagram of finger-vein security system

4. PERFORMANCE EVALUATION

Analysis of finger-vein based biometric securitystgyn has
been carried on an Intel Core 2 Duo CPU system ®@ill®
GHz on a 32-bit Windows 7 Ultimate Operating Systgsing
MATLAB. Since there is no finger-vein image databds
available, a database for 50 people between 21s yaat 55
years old. From each people the forefinger, mididiger, and
ring finger of both hands are considered. The imagih is
obtained from the real-time camera is shown inrfigh. The
image after preprocessing is shown in figure 3.
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Fig 3 Preprocessing
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Fig 4 Feature Extraction

While matching two types of errors results in thegér-vein
based biometric verification security system. Theors are
false rejection rate and the false acceptance rasdse
rejection is a claim that a genuine image is carsid as
impostor. False acceptance is a claim that an stopamage
is considered as genuine. When the false rejecsittnand the
false acceptance rate are equal, then the perfeenahthe
system is evaluated as equal error rate. This sy&tesuitable
for mobile device applications with low computatibn
complexity and low power consumption.

CONCLUSIONS

In this paper, we presented a finger-vein basednéidc
security system that can be used for security baksironic
devices. The method can extract the finger-veatufe for
recognition from the NIR images. This method usiegls
sample and is convenient to the application. Thiskwean be
extended with increasing the database for furtkeefigation.
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