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Abstract

The enormous world wide web and its application of sending data have caused a tremendous increase in stolen or attach the false
data with the original data while sending fromone node to another node through the intermediate nodes for that we have to securely
send the data from source to destination. Virtual energy based encryption and keying has introduced an effective solution to the
problem of detection of false data over the network. In the virtual energy based encryption and keying technique we introduced an
concept is one time dynamic key (i.e.).The data which is to be send from source to destination is encrypted using the secret key and
the encryption algorithm. The secret key is generated, one time dynamic key is employed for one packet only and different keys are
used for the successive packets. Virtual energy based encryption and keying is a secure communication framework the data to be send
is encrypted using the AES algorithm. The intermediate nodes are verified the incoming packets if the incoming packet is fal se packet
injected in the network by the malicious outsiders those packets are detected and dropped otherwise the packet is forwarded to the
next node. In the virtual energy based encryption and keying there are two modes of operations they are virtual energy based
encryption and keying-I and virtual energy based encryption and keying- 1. In the virtual energy based encryption and keying-l each
node monitors their neighbor node and in the virtual energy based encryption and keying-11 each nodes randomly choose the nodes
and monitors those nodes. These two modes of operation monitor the nodes and detect the false packet and drop those fal se packets.
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1. OBJECTIVE

When the important data’s are send from one nodstther
node through the wireless sensor networks some feskets
are attached with the original data by malicioutsiolers. For
that we have to detect and drop those packets.eSsitd
implementation of this project solves those abawablems.

2. INTRODUCTION

The explosive growth of networks offers enormousdbi¢s in
terms of increased exchange of information. Theee tavo
basic key management schemes for WSNs: fixed atideac
In fixed key management schemes, key managemectidos
(i.e., key generation and distribution) are handieatically.
That is, the sensors have a permanent number af lkagded
either prior to or shortly after network deploymefitn the
other hand, active key management schemes perfegpimd
functions (rekeying) either periodically or on demaas
needed by the network. The VEBEK structure basedhen
two types of operational modes. The VEBEK meangudir

Energy based encryption and key. They are VEBEK-I,
These modes are suitable for different

VEBEK-II[1].
scenarios. VEBEK-I nodes contain only one hop. VEBE
contains full of downstream nodes. We easily arellze
VEBEK'’s possibility and performance in two ways.€yhare

1.Analytic process 2.Simulations.These two procedsssed
on the reception module and sink. Performance aisablso
checks the routing path from source to sink. lb ésalyzes
the performance of the nodes. During the rescuthefdata
the path is stable or fixed. VEBEK [1] is a secymecess
because the sensitive’s data’s are encoded usimgupetion
code through AES encryption process. The same lesgrn
appears for the same data. It increases the paidebf the
sending data and it avoids the unnecessary daa éfficient
manner. Many encryption algorithms used to seng 4@lbits
of message, through wireless network. So the mesisagot
fully secured that is the level of security is redd. But the
VEBEK][1] overcome these types of problems. It hhs t
ability to transmit 64 bit data. It provides fukaurity to the
whole message. It encrypts the whole data. Thegkegration
based on the 8 or 10 digits. Here sensor is usbdtineen the
process of the crypto module and packet transnmissite
virtual energy of the sensor is dynamically changedugh
AES encryption mechanism.

3. WIRELESS SENSOR NETWORK (WSN)

A wireless sensor network (WSNdnsists of spatially spread
autonomoussensorsto monitor physical or natural situation,
such astemperaturesound,pressure, etc. and to freely pass
their data through the network to a main locatidie
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expansion of wireless sensor networks was forcenhitijary
applications such as battleground observation; ytoslach
networks are used in many industrial and consumer
applications.

The WSN is built of "nodes" — from a little to amber of
hundreds or even thousands, where each node ieddtaone
(or sometimes several) sensors. Each such sensaorke
node has usually several partsraalio transceiverwith an
interior antenna or link to an outside antenna, a
microcontroller, an electronic circuit for interfag with the
sensors and an energy resource, usuallpatery or an
surrounded form oénergy harvesting. Size and cost constraint
on sensor nodes outcome in equivalent constraims o
resources. The topology of the WSNs can differ fraraasy
star networkio an superiomulti-hop wireless mesh network.
The transmission technique between the hops ohéteork
can beroutingor flooding.

3.1 Platforms
3.1.1 Software

Energy is the scarcest source of WSN nodes, ahetérmines
the life span of WSNs. WSNs are proposed to deplayeast
number in a mixture of environments, jointly witlstént and
destructive regions, where ad hoc communicatiopsaakey
component. For this basis, algorithms and protorsgdsiire to
address the following issues:

* Lifetime maximization

* Robustness and fault tolerance

» Self-configuration

Lifetime maximization: Energy/Power utilization ofhe
sensing device should be minimized and sensor nslu@sid
be energy efficient since their partial energy usse
determines their lifetime. To save power the nduzuld shut
off the radio power supply when not in use.

3.1.2 Hardware

One main challenge in a WSN is to generate low eost
small sensor nodes. There are an growing numbesmail
companies producing WSN hardware and the commercial
circumstances can be compared to home computintpen
1970s. Many of the nodes are still in the study gnalvth
stage, mainly their software. Also natural to sensetwork
acceptance is the use of very low power methodsd&ta
achievement.

In many applications, a WSN communicates with adloc
Area Network or Wide Area Network during a gatewaiie
access acts as a link between the WSN and the r¢hsork.

4. EXISTING SYSTEM

Some of the drawbacks occurred in the existingesysRC4
algorithm is used. In that security is low and odly bit is
transmitted. It follows simple and ancient techmisjult will
encrypt the stream of bytes using Stream-Ciphémtalogy.

5. PROPOSED SYSTEM

The complete project deals with the key procesSV&N's.
WSN's is a technique to verify the data or message by
line and give up the fake packets. It also mainttie
condition of the sensor. Here the proposed systses AES
algorithm instead of using the RC4 algorithm. Theppsed
system has some merits compared with the existystems.
The proposed system uses the recent and supedoypéon
technique. The block of the data encrypted usireg kitock-
cipher technique. Using WSN 64 bits of data aradmsitted.
Based on the encryption technique the whole prodégss
completely secured.

6. OPERATIONS

The VEBEK contains the following four operations:
1. Virtual energy based keying module.
2. Encryption.
3. Packet transmission and reception module.
4. Performance analysis module.

6.1. Virtual Energy Based Keying M odule

The virtual energy-based keying process involvesctieation
of active keys. Opposite to other active keyingesohs, it
does not exchange extra messages to create kegsngor
node computes keys based on its enduring virtuatggnof
the sensor. The key is then feed into the next heodu

6.2. Encryption

The encryption module in VEBEK employs a simpleaating
process, which is basically the process of vamatbthe bits
in the packet according to dynamism created vanatode
generated via AES encryption technique. The engpdina
simple encryption mechanism adopted for VEBEK. Hosve
VEBEK's elastic architecture allows for adoption sifonger
encryption mechanisms.

6.3. Packet Transmission and Reception Module

The Packet transmission and reception module hsaritile
process of sending or receiving of encoded pacietsg the
path to the sink. And also get the acknowledgenfremh the
receiver side to conform the delivery status ofrtbde.
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6.4. Performance Analysis M odule

In the performance analysis module we are goingottsider
the false injection and eavesdropping of messagaes fan
outside malicious node. And also check a routinth ga
established from the sources in the event regiothéosink.
We assume that the path is permanent during theedglof
the data and the route setup is secure. So therseetsvork is
thickly occupied generate reports for the same tevEhis
module will help to analyze the performance ofnibdes.

7. ARCHITECTURE

In our general architecture of implementation we uke
concept of AES encryption algorithm.

BASE STATION

DYNAMIC KEY
GENERATION

AES
ENCRYPTION,
MESSAGE

DYNAMIC
KEY, AES
DECRYPTION,
MFSSAGF

ORIGINAL
MESSAGE

Fig 1.General architecture for Key management scheme for

wireless sensor networks

The dynamic key is generated from the base stafi@n) one

time dynamic key is employed for one packet onlyd an

different keys are used for the successive packéts original
message is encrypted using the AES encryption igthgotand
with the secret key (dynamic key).Then the encryptessage
is given to the sensor.

In the sensor, it will decrypt the message and fyettie

packets whether the message is came from corraotesor it

is send by the malicious outsider. If the messagend by the
malicious outsider it is detected and dropped k& gbnsor.
Otherwise it is forwarded to the mobile sink i.@ the

receiver.

8. ALGORITHM

1. Cipher (byte in[4*Nb], byte out[4*Nb], word
W[Nb*(Nr+1)])

2 begin

3 byte state[4,Nb]

4, State =in

5. AddRoundKey (state, w)

6 for round = 1 step 1 to Nr-1

7 SubBytes(state)

8 ShiftRows(state)

9. MixColumns(state)

10. AddRoundKey(state, w+round*Nb)

11. end for

12. SubBytes(state)

13. ShiftRows(state)

14. AddRoundKey(state, w+Nr*Nb)

15. out = state

16. end

AES is based on a design principle known as a #utish-
permutation network, and is fast in both softwaned a
hardware. AES is a adjustment of Rijndael which hgseset
block size of 128 bits, and an input size of 1282,1or 256
bits. By difference, the Rijndael arrangement per is
specified with block and key sizes that may be mojtiple of
32 bits, both with a least of 128 and a greate&56fbits.

AES operates on a 4x4 column matrix of bytes, éetrthe
position, although some versions of Rijndael havearger
chunk size and have additional columns in the mositMost
AES calculations are done in a special finite field

The input size used for an AES cipher specifiesniimaber of
repetitions of change rounds that change the ingaled the
plaintext, into the last output, called the ciptest.

Each round consists of several processing stepsh ea
containing four related but dissimilar stages, asl \@s one
that depends on the encryption input itself. A sleteverse
rounds are applied to convert cipher text back theaunique
plaintext using the same encryption key.

High-level Description of the Algorithm

1. KeyExpansion—round keys are resulting from the
cipher key using Rijndael's input plan. AES regsir
a separate 128-bit round key block for each round
plus one more.
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2. InitialRound

1. AddRoundKey—each byte of the position is
combined with a block of the round key
using bitwise xor.

3. Rounds

1. SubBytes—a non-linear substitution step
where each byte is replaced with another
according to a lookup table.

2. ShiftRows—a transposition step where each
row of the state is shifted cyclically a certain
number of steps.

3. MixColumns—a mixing operation which
operates on the columns of thesition,
merge the four bytes in each column.

4. AddRoundKey

4. Final Round (no MixColumns)

1. SubBytes

2. ShiftRows

3. AddRoundKey.

CONCLUSIONS

This paper describes the concept of One time dyndmay
structure used for only one packet and variant kagsused
for the successive packets. It protects the enfita against
the unauthorized users or hackers. It protects dé@ by
generating different keys for each time and it shdke path
and size of the file in the text box. It helps témd the message
in highly secure manner.
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