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Abstract

Today the transmission of multimedia data includimgge and video is growing in telecommunicatid®ecurity is one of the
main issues in transferring such sensitive infoioratPowerful image encryption algorithm is thews@n for this problem. This
paper is an implementation of a color image endoyptlgorithm based on Rubik’s cube technique. Rbbik's cube technique
is used for pixel permutation and a bit substitatinethod based on DNA sequences are used to cliamgalue of each pixel on
the image. Then the time-stamp is appended wittypted image, which can be used to identify théayepttack. For evaluating
the performance of the algorithm a series of tests performed. These tests include informationapyranalysis, correlation

analysis, analysis of NPCR and UACI values etc.

Index Terms:. Cryptography, encryption, decryption, timestameplay attack, plaintext, cipher-text, algorithm,

chaos.

1. INTRODUCTION

Information security plays a significant role in &ilds,
especially those related to confidential businesmititary
affairs. Keeping data from being accessed by unauatbri
users and from being corrupted is called data #gcur
Encryption is a very important security mechanitnvorks

by scrambling the information into unreadable infation
and then uses a key to unscramble it for readingryption

on image or video objects has its own requirements to
the intrinsic characters of images such as bull dapacity
and high redundancy. Traditional symmetric encoypti
algorithms are generally not suitable for imagergoton
due to their slow speed in real-time processing smohe
other issues such as in handling various data fibinga A
variety of chaos-based digital image encryptioroatgms
have been suggested. Usually chaos based encryption
algorithms uses small key spaces. The theory ob<ias
been widely used for image encryption because ®f it
excellent cryptography characteristics and intdrfsiatures
of image. Various algorithms provideff@éirent degrees of
security and it is based on how hard they are ¢alborlf the
cost required to break an algorithm is greater thenvalue

of the encrypted data then the algorithm probably
considered to be safe. Modern high quality imagaygaiion
methods have several flaws and are subjected tosixee
attacks by expert cryptanalyst. Thorough study amalysis

between these techniques are needed to measure the

performance and to choose the better one for ttendied
application. For certain applications speed of woion
may be the prime concern and for some other cdses t
security will be important.

There are three kinds of encryption techniques hame
substitution, transposition or permutation and méghes
that include both transposition and substitutioubsitution
schemes change the pixel values while permutatibaraes
just shifle the pixel values based on the algorithm. In some
cases both the methods are combined to improverisecu
[3] Is an introduction about chaos based image ygrion.
Chaos theory has proved to be an excellent aligen&b
provide a fast, simple, and reliable image encoypicheme
that has a high enough degree of security. The addth[8]

is chaos based using bit level permutation. Pertioutaat
the bit level not only changes the position of tieel but
also alters its value. In [9] a novel image endopimethod
based on total shuffing scheme is illustrated. [10]
combinations of two logistic maps are used for iowmg
the security of encryption. Encryption in [11] usesltiple
chaotic systems. But each of these methods has some
security issues. The algorithm in [12] combinesdtfusion
and confusion operations and uses the spatial-texhpo
chaotic system for generating the key. But thistime
consuming. As the key space increases the sealfrithie
algorithm also get improved. Here this proposeckswhis
applied on a chaos based secure image encryptjonitain
based on Rubik’s cube principle in [1]. It is anaige
encryption algorithm based on Rubik’s cube prireigirom
[2] it is evident that this algorithm performs wedls
compared to the technique in [12] in time period ather
results are also comparable.

Differential and cryptographic attacks are majona@ns in
data transmission. Even thorough some of the chased
image encryption techniques resist these typestafls to
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some extent; more protecting solutions are needwd f

security outbreaks. It can be defined as a netwatdck in
which a genuine data transmission is maliciousheeted or
delayed. It can be done by the originator or byadwisory.
The common measures for this type of attacks assi@e
tokens, one time passwords, combination of noncé an
MAC and timestamps. The content in [4] describes th
replay attack. [5] and [6] proposes some methogwsawent
such attacks. In [7], Denning proposed a method for
preventing replay attack with the help of timestamphese
methods are usually used for preventing replaychtia
normal data transmission. The proposed systenl a&balt

to prevent the replay attack on digital image traigsion
with the help of timestamps. The technique basedrey
scale images is proposed in [14]. In [14] only petation

\L Key

Appending key and timestamp

!

Generating two random keys for
encryption with the modified key

Encryption of the image using Rubik’g
cube principle and DNA substitution

image

Hiding the timestamp on the encrypte:’ ‘

further improvement. Replay attack is one of thejoma

mechanism is used for encrypting the grey scalg@n8ut
the proposed system improves the security of tlgatrighm
by adding a bit substitution technique in [15] @crypting
color images.

The remaining of this paper is organized as follo8ection

2 describes the proposed system. The overview ef th
algorithm is presented and detailed explanatioDNA bit
substitution technique is also given. In sectioth8 new
image encryption technique is compared with theilRsib
cube technique and the result for the same ispssented.
The results of images with distinct and varioussiare
evaluated and discussed. The last section descthmes
conclusions and further discussions.

Decrypting the image using Rubik’s
cube principle and DNA reverse
atihstitiiting

]

Generating two random keys for
decryption with the help of modified
kev

Appending key and the timestamp

: : Key
Extracting the timestamp from

encrypted image and checking replay<——

attacl

Fig -1 Overview of the proposed system

2. PROPOSED SYSTEM

The proposed system is an enhancement to the Ruhik'e
based technique in color image. The overview ofsysem

is given in Fig -1. First the timestamp is takerd atded
with the shared key value. Then two random keys are
generated for permuting the pixel values of thegenasing
Rubik’s cube principle in [1]. Then a substitutitethnique
based on DNA sequences are employed which is theskri

in [15]. Then KBRP (Key Based Random Permutatidr3] [

is used to hide the time-stamp in the encryptedyendhat

will form the cipher image.

During decryption, first the time-stamp is extrachexn the
encrypted image by using the shared secret key. The
difference between the extracted time and the cuireatis

taken. If that diference is within the threshold then the
decryption is performed otherwise it is rejectedor F
performing the decryption, the time-stamp is apgenaith
the key and the two random numbers are generateel. T
decryption is then performed to get the originalaga.
Before performing these operations the system shwuld
be synchronized.

Every module except the DNA substitution is already
explained in [14]. In that proposal only permutatiof
pixels in the image was used. But if we are adding
substitution along with that image the security|vgkt
improved. In this paper a bit substitution meth@ddd on
DNA sequences is proposed based on [15]. The détail
explanation about DNA sequence substitution is mive
below.
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2.1 Chaotic DNA Substitution

The proposed substitution method is a chaotic DNA
transformation. Here two rules or steps are inviblvEhey
are: -

* Binary coding rule
e Complementary rule

The binary coding rule transforms letters A, C,r@ d into
binary codes and vice versa. In this particularhoétthe
following binary encoding is adopted. A=00, C=01516,
T=11. That means A is coded as "00", C as "01" Eten
each pixel value in the encryption is transformedinary
using the DNA encoding.

In complementary rule, each letter x is assignedato
complement denoted C(x). Here the C(x) represemés t
complement of x. For getting a clear picture, cdesian
example, for the following complementary transfotiom
(AT)(TC)(CG)(GA), the conclusion is that C(A) = T(T) =

C, C(C) = G and C(G) = A. There are six allowable
complementary transformations, they are: -

(AT)(TC)(CG)(GA)
(AT)(TG)(GC)(CA)
(AC)(CT)(TG)(GA)
(AC)(CG)(GTY(TA)
(AG)(GT)(TC)(CA)
(AG)(GC)(CT)(TA).

The perturbed chaotic value used to control thestgultion
process is transformed to binary format (8 bitsgche pixel
is represented by 8 bits (4 pairs). For examplesiciem the
pixel value "222" which is represented as 11 01101 A
random value is generated for each pixel on thgyénssing
PWLCM (Piecewise Linear Chaotic Map). The equafimn
PWLCM is given by: -

X(n) = Fxln - 1]

1
x(n—l]*; if0<aln-1<yp
= 1
[x(n—l]—p]aulﬁ_p ifp<xln -1 <053
Fl1-x(n-1]] if05<xh-1) <1

Wherep is the positive control parameter and the chaotic
valuesx(i),i = 1,2,...,n, are real values and belong to the
intervals (0, 0.5) and (0, 1) respectively. Theiahivaluesp
and x(0) are calculated from the modified key value. The
output from the chaotic map is represented in 8. btor
each pixel in the plain image a random value init8 is

generated and the pixel value is represented imirs @s
explained above.

From the random value generated for a pixel, thestmo
significant 3 bits are used to select one of the six
transformations given above. And that transfornmatide is
used for that particular pixel value. The transfation
number can be calculated by the following equation:

c
tr = mod 25 ﬁ)
Remaining 5 bits are used to compute the number of
iterations the complementary transformation isecapplied
on each pair of bits. Here the complementary rail@pplied
only on 3 pairs, the right most pair is not usedawse of the
chances of changes during the time-stamp hidingntter
words the fourth and fifth bits of the random numbes
used to generate how many timg4g), the complementary
transformation is applied to the first two bits bEtpixel
value in process. The fifth and sixth random bits@sed to
determine number of the complementary rounds(2§ for
the second pair of bits. The sixth and seventh dri¢gsused
for the third pair of the value in process. Theraotion of
this number of iterations on®12" and 3 pair of pixel
values are given by: -

it(1) = mud{%,‘}]

it(2) = mud(?i:,ﬂ

it(3) = mud{;, 4)

For example, consider the previous example "222thas
pixel value. It can be represented as 11 01 1N take

the first pair of bits "11". The binary coding rugegiven as
A=00, C=01, G=10, T=11. From the generated chaatice

the most significant 3 bits can be used to find dwt t
sequence number. Suppose that the sequence nuober f
that particular pixel is 5. So the 5th complementaide is
(AG)(GT)(TC)(CA).

If it(1) = 2, then the number of iterations for the firsr p@

2. Here the first pair "11" means T from the bineogling
rule. In first iteration C(T) = C( from fifth sequex)c The
value of C is "01" as per the binary coding rul@stT
("11") is replaced with C ("01"). In the secondrition
C(C) = A. So "01" is replaced by "00". This is pmrhed for

the remaining two pairs and again they are combined
together to get the cipher value. For each pixéd ib
repeated. So for each one the sequence selectedhand
number of iterations is fferent.

3. RESULTS AND DISCUSSIONS

The Fig -2 shows an example for the encryption and
decryption using the proposed method. The test émag
selected is AIR plane. The experiments are done on

Volume: 02 Issue: 11 | Nov-2013, Available @ http://www.ijret.org

335




IJRET: International Journal of Research in Engineering and Technology

el SSN: 2319-1163 | pl SSN: 2321-7308

256x256 images with 128 bit key. We can see that the
original and the decrypted images are same and the

rate), UACI (Unified average changing intensityiptrepy,
correlation coefficient and PSNR (Pixel to noiséojaare

encrypted image is random. For performing theysislthe
parameters like NPCR (Number of pixel change

evaluated. The definitions and detailed explanatimithese
parameters are given in [16].

Original image- AIR plane

Encrypted Image

Decrvpted Image

Fig -2 Example using improved scheme

Some of the evaluation results for the improvecessh are
given in Table -1. The NPCR is 99.6246 and the UACI
34.7988 for &256x%256 AIR plane color image. The NPCR
should be high as possible for an enhanced tecénitjue
UACI should be around 33%. We can see that the
correlation cofficients are also low. The time for encryption
and decryption will vary from system to system. Timee
required for overall process is below one minutee PSNR
value between original and decrypted image is ityfirfihis
means that the pixel values in original and theryted
images are distinct.

Table -1 Results of simulation on color image

Parameter Improved technique

NPCR 99.6246

UACI 34.7988
Entropy 7.9970

Horizontal correlation -0.0347
Vertical correlation 0.0015

Diagonal correlation -0.0022
PSNR Infinity

Now the results by the application of the new soldm
different256x256 color images are given in Table -2. Here
the test images are Lena, Baboon and Pepper.iAdudes
the dfect of the time-stamp which varies by time, adittl
variation in the results is possible. It is becanfsthe reason

that on each times the timestamp varies. Fromahk twe
can see optimal results.

Table -2 Results for different images having same size

Parameter AIR Lena | Baboon | Pepper
plane
NPCR 99.6038 99.6048 99.6099 99.6068
UACI 34.7276| 31.0178 29.1335 31.97h1
Entropy 7.9973| 7.9979 7.9978 7.9971
Horizontal -0.0057| -0.1290] 0.0013 -0.0030
correlation
Vertical 0.0037 | -0.0026| 0.3152 0.75683
correlation
Diagonal 0.1035 | 0.0041| -0.0016 0.2527
correlation
PSNR Infinity | Infinity | Infinity | Infinity

Next the Rubik’s cube technique and the improvduese
is applied on variable sized test images. The tesflthis
comparison are plotted as graphs in Fig -3 and4ig

In Fig -3 the NPCR values are compared. Higher NPCR
values are desired for ideal encryption schemess Wl
indicate the percentage of different pixels betweéen
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images. The red line shows the improved schemetlzad

blue line is the Rubik’s cube based technique.

The Fig -4 shows the comparison of entropy valites.an
important concept for analyzing an encryption schem
Entropy gives an idea about self-information. Frone
results it is evident that the improved methodamparable
with the Rubik’s cube technique and provides meausty.

Fig -3 Comparison of NPCR values
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Fig -4 Comparison of UACI values

RED LINE - IMPROVED SCHEME
BLUE LINE - RUBIK"S CUBE BASED TECHNIQUE

Entropy for varible sized AlRplane images

—a— — == = = i

78 1
7.7 " .

rsf 1 ]

Entropy

TS5 f. .

T4F f’ -

734" .

7.9 ; N s . . . , :
0 100 150 200 250 300 350 400 450 500 550

Image size, row=column

CONCLUSIONS

Chaos based encryption algorithms are employed dayg
because of their better security and performangeds.

Each of the image encryption techniques has its own
advantages. Identification of the suitable algoritfon a
particular application depends on the prerequisiteshat
application. The technique using Rubik’s cube ppglechas

a large key space and its implementation is quitgls.
Later the security of the Rubik’s cube techniques ha
improved by adding time-stamp and chaotic DNA
substitution. The time-stamp is appended with thgirmal

key. So the time-stamp is specially added to preduc
different cipher texts by applying same key on samm pla
text. Also it can be used to check the replay &tt8ait it is
under the assumption that the system time is spnited.

In basic Rubik’s cube based approach bit subsiitu not
used. So a chaotic bit substitution method based®NA
sequences is added for improving the security. The
comparison results and assessments have done and
presented. From that theffieiency of the improved
approach is evident. The experimental result shinasthe
improved scheme performs well in color images. New
techniques and modifications can be added on to the
proposed system for making excellent multimedia
applications.
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