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Abstract

In this paper, a new Cryptosystem based on block cipher has been proposed where the encryption is done through Odd Even Modulo
Arithmetic Technique (OEMAT). The original message is considered as a stream of bits, which is then divided into a number of
blocks, each containing n bits, where nis any one of 2, 4, 8, 16, 32, 64, 128, 256. The first and the penultimate blocks are then added
wher e the modulus of addition is 2". The result replaces the penultimate block (say (N-1") block), first block remaining unchanged. In
the next attempt the second and the ultimate blocks (say N block) are added and the result replaces the N block. This process
continues until all the blocks are executed. The modulo addition has been implemented in a very simple manner where the carry out of
the MSB is discarded to get the result. The technique is applied in a cascaded manner by varying the block size from 2 to 256. The
whol e techni que has been implemented by using a modul o subtraction technique for decryption.
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1. INTRODUCTION

Lack of security may exist when a volume of data is
transferred from its source to the destinationafmeasure is
taken for its security. For one reason or the qthmast of the
data being transmitted must be kept secret frorarstf]. A
very important reason to encode data or messageskisep
them secret. From e-mail to cellular communicatinom
secured web access to digital cash, cryptographyis[&an
essential part of today’s information systems.dh grevent
fraud in electronic commerce and assure the validi
financial transactions. It can prove one’s idengtyd protect
one’s anonymity. These electronic commerce schemag
fall fraud through forgery, misrepresentation, @éioif service
and cheating if we do not add security to theseesys. In
fact, computerization makes the risks even grdateilowing
attacks that are impossible in non-automated systédmly
strong cryptography can protect against theselattac

The Section 2 of this paper deals with the propestgme. A
concept of key-generation is given in Section 3suks and
comparisons are illustrated in Section 3. Conchsia@re
drawn in Section 4, Acknowledgements are givereictisn 5
and Section 6 lists the references.

2. THE ODD EVEN MODULO ARITHMETIC
TECHNIQUE (OEOMAT)

In the proposed scheme the source file is inputiesams of
binary bits. For our implementation we have takes stream
size to be 512 bits though the scheme may be imgiéad for

larger stream sizes also. The input stream, Syst droken
into a number of blocks, each containing n bits 2(n=
k=1,2,3,...... ,8) so that S =;B,Bs....... B, where m=512/n.
Starting from the MSB, the blocks are paired agRR.),
(B2,Bm), (Bs,Bm-2),(B4Bm-3) and so on. So block pairing is
done between non adjacent odd numbered blocks aed e
numbered blocks separately and hence the name givire
technique. The OEMAT operation is applied to eaalr pf
blocks. The process is repeated, each time incrgdisé block
size till n=256.The proposed scheme has been imgited by
using the reverse technique, i.e. modulo subtra¢gchnique,
for decryption. Section 1.1 explains the operatiodetail.

2.1. TheAlgorithm for OEOMAT

After breaking the input stream into blocks of &shk@ach and
pairing the blocks as explained in Section 1, tbkofing

operations are performed starting from the moshitant

side:

Round 1: In each pair of blocks, the first member of thé& pa
is added to the second member where the moduladdifion

is 2" for block size n. Therefore for 2-bit blocks, tm@dulus
of addition will be 4.

This round is repeated for a finite number of tineesl the
number of iterations will form a part of the sessikey as
discussed in Section 3

Round 2: The same operation as in Round 1 is performed
with block size 4.
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In this fashion several rounds are completed td weach
Round 3 where the block size is 256 and we get the enedypt
bit-stream. The operation of the non adjacent bjoaiks
increases the complexity of the algorithm resultingthe
enhancement of security.

During decryption, the reverse operation, i.e. nodu
subtraction, is performed instead of modulo additizetween
the odd and even block pairs until all the remajriifocks are
decrypted.

2.2. The Modulo Addition

An alternative method for modulo addition is propod$iere to
make the calculations simple. The need for comjmutabf
decimal equivalents of the blocks is avoided héreeswe
will get large decimal integer values for large diy blocks.
The method proposed here is just to discard they cart of
the MSB after the addition to get the result. Bareple, if we
add 1101 and 1001 we get 10110. In terms of decualales
13+9=22, since the modulus of addition is 19 {@ this case,
the result of addition should be 6 (22-16=6). Didasy the
carry from 10110 is equivalent to subtracting 1040& 16 in
decimal). So the result will be 0110, which is eglént to 6
in decimal. The same is applicable to any block.siz

2.3 Example of the Scheme

Although the proposed scheme is applied to a 50put
stream, for the sake of brevity, consider a strefr82 bits,
say S = 1101001100011011 each round is performégd on
once to make the process simple for understanding.

Output:
1101 0011 1101 0111
Bl B2 B3 B4

Operation: (B1, B3) mod16, Change3;
(B2, B4) mod16, Changé;

Round 3: Block size = 8, number of blocks = 2

Input

| 11010011 [ 11010111
B1 B2

Output

| 11010011 | 10101010
B1 B2

Operation: (B1, B2) mod 256, Chand&?

Since we have considered only a 16-bit stream weata
proceed further. The output from Round 3, say §'thie
encrypted stream, i.e. S' =.1101001110101010.Fonypon
the opposite method i.e. modular subtraction isd useget
back the original bit stream in S.

2.3.2 The Decryption Scheme

For decryption the opposite method i.e. moduldatrsction
is used to get back the original bit stream in S.

Round 1: Block size=8, number of blocks =2

2.3.1 The Encryption Scheme Input
Round 1: Block size = 2, number of blocks =8 [ 11010011 | 10101010
B1 B2
Input
11 [ o1 [ 00| 11| o00] o1] 10 1 Output
Bl B2 B3 B4 B5 B6 B7 B8 [ 11010011 | 1101011Y
B1 B2
Output .
11 | o1 ] 00] 11] 00] 00| 01] 00 Operation: (B1, B2) mod 256, Chand&?
Bl B2 B3 B4 BS B6 B7 B8 Round 2: Block size=4, number of blocks=4
Operation: (B1, B7) mod4 Chang@é?; Input
(B2, B8) mod4 Changé;
(B3, B5) mod4 Changé: | 1101 | 0011 | 1101 | 0111 |
(B4, B6) mod4 Changé; Bl B2 B3 B4
Round 2: Block size = 4, number of blocks = 4 Output
| 1101 | 0011 | 0000 | 0100 |
Input B1 B2 B3 B4
1101 0011 0000 0100 ‘ Operation: (B1, B3) mod16, Change3;
Bl B2 B3 B4 (B2, B4) mod16, Changé;
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Round 3: Block size=2, number of blocks =8

Input
[ 12 ] o1 | oo] 11] o0o| o00] 01 00
B1 B2 B3 B4 B5 B6 B7 B8

Output
[ 12 | o1 | oo| 11| o0o| o01] 10/ 17
BL B2 B3 B4 B5 B6 B7 B8

Operation: (B1, B7) mod4 Chang¥;
(B2, B8) mod4 Charigfe:
(B3, B5) mod4 Charigfe:
(B4, B6) mod4 Charigfe:

The decrypted bit stream: S"’=1101001100011011.%.S=

3. KEY GENERATION

In the proposed scheme, eight rounds have beerideoed,

each for 2, 4, 8, 16, 32, 64, 128, and 256 blode.sAs

mentioned in Section 2.1, each round is repeated fiinite

number of times and the number of iterations valini a part
of the encryption-key. Although the key may be fedmin

many ways, for the sake of brevity it is proposeddpresent
the number of iterations in each round by a 16Hitary

string. The binary strings are then concatenatddrta a 128-
bit key for a particular key. Example in Sectiod 8lustrates
the key generation process.

3.1. Example of Key Generation

Consider a particular session where the source ifle
encrypted using iterations for block sizes 2, 41@, 32, 64,
128, and 256 bits, respectively.
corresponding binary value for the number of iiera in
each round. The binary strings are concatenateetheg to
form the 128-bit binary

string:00000000010010100000001010101000000100001011
11010101101100011001010110110011011101111101110111
011000010110011100001101100100. This 128-bit binary

string will be the encryption-key for this partiaulsession.
During decryption, the same key is taken to iteesteh round
of modulo-subtraction for the specified numberiofes.

Table 1 shows the

Table 1: Representation of no. of iterations in each rooyd

bits

Round | Block | No. of Iterations

No. Size Decimal | Binary

1 2 74 0000000001001010
2 4 680 0000001010101000
3 8 4278 0001000010110110
4 16 44428 1010110110001100
5 32 44443 1010110110011011
6 64 48878 1011111011101110
7 128 49870 1100001011001110
8 256 50020 1100001101100100

3.2. Resultsand Comparisons

The variation of frequencies of all the 256 ASChlacacters
between the source file and the encrypted filegaren in this
section. The evenly distribution of character fremgy over
the 0-255 region of the encrypted file

Friquiniy i)

Fig. 1. Frequency Distribution of ASCII characters in the
source file.

Fig.2: Frequency Distribution of ASCII characters in the
OEMAT encrypted file.
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Fig.3: Frequency Distribution of ASCII characters
MFBOMAT encrypted file

against the source file ensures better securityiged by the
proposed algorithm and it also shows the heterdgene
between the two files. The frequency distributiompd is
drawn according to the percentage of occurrenceaof
particular character, not the total number of omnre.
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Fig. 4: Frequency Distribution of ASCII characters in the
RSA encrypted file.
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Fig.5: Frequency Distribution of ASCII characters in the
FBOMAT encrypted file.

Although ten different text files were encryptedialecrypted
using both RSA and OEMAT, only one such file is sidered
here for analyzing the results. Figs. 1,2,3anduttilate the
frequencies of occurrence of all the 256 ASCII eletars in
the source file, encrypted file with OEMAT and eyuted file
with MFBOMAT, RSA and FBOMAT. A close observation
will reveal that the characters in the encryptde fising
OEMAT are fairly well distributed throughout the astacter
space. Hence the OEMAT scheme may be comparable wit
MFBOMAT,RSA and FBOMAT. Another way to analyze the
scheme is to test the homogeneity of the source thed
encrypted file. The Chi-Square test has been pagdrfor
this purpose. Table 2 and fig 5 shows the souleename,
size and the corresponding Chi-Square values (BEMAT,
MFBOMAT, RSA, FBOMAT) for ten different files. Bang
some exceptions we see that the Chi-Square vahreases
with the increase in file size. Further, the higidues prove
that Chi-Square is highly significant at 1% levef o
significance.

Table 2: Test for homogeneity using Chi-Square method.

File Size  CHIVALUE OEMATCHIVALUE MFBOMAT CHIVALUE FBOMAT CHIVALUE RSA

17 41356 41142 36237 65293
21 546347 515344 5214439 280724
28 12436 18657 11273 14435
101 3223456 35363896 2931266 1459936
104 7343 7698 3472 13140
107 73487 75407 71047 91297
135 116758 107983 104619 258734
202 208745 237834 194455 186574
203 6186754 5922387 6051580 3343345
215 1108023 1412765 1109781 2297243
7000000

6000000

5000000

4000000 B CHIVALUE DEMAT

Time in seconds

2000000

3000000 }

" CHIVALUE FEOMAT
1000000

| l B CHVALUE RSA
oL | L

Thed Se g S0 o A 90D

'i— B CHIVALUE MFBOMAT

File Size in Kbytes

Chart 1: Graph showing Chi-Square values for MFBOMAT,
FBOMAT and RSA

Hence the source and the corresponding encryplesl dire
considered to be heterogeneous.

Another way to analyze the scheme is to analysis th
encryption and decryption time.
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Table 3: indicates encryption time for OEMAT, MFBOMAT,
FBOMAT and RSA

FilaSize OFMAT ncrypion MFBOMAT Encryzton FBOMAT Encryption RSA Entryption

17 00 il 00 i
il i i 00 .06
i 00 006 005 007
10 03 0.2 0.3 0.1
104 0.9 027 027 0.2
107 (.16 017 017 0.2
15 0.3 031 03 0l
mn 0.3 0.4 04 0,33
0 04 14 14 0.3
10 04 04 4 037

06

a5 /
/

04

OEMAT Encryption
03 VP

/ v
0.1 d‘

IR e I S T I R s R

= MFBOMAT Encryption

Time in seconds

FBOMAT Encryption

—RSA Encryption

File Size in Kbytes

Chart 2: shows graphically Time Complexity Analysis among
MFBOMAT, FBOMAT & RSA for Encryption.

Table 4: indicates decryption time for OEMAT, MFBOMAT,
FBOMAT and RSA

File Size  OEMAT Decryption MFBOMAT Decryption FBOMAT Decryption RSA Derryption

7 0 0 0 .56
il 0 0 0 0.73
i 0.0 0.04 0.05 (.86
1 017 0.13 017 L76
104 0.2 0.2 0.2 136
7 0.14 0.15 0.16 13
15 0.5 0.3 0.2 19
02 0.3 043 04 19
pil 0.37 0.38 0.3 4%
13 04 04 044 415

45

35 h/
25 h
i AV

/

/

OEMAT Decryption

Time in seconds

—— MFEOMAT Decryption
15

os [ _

1 2 3 4 5 68 7 8 9101112

FEOMAT Decryption

RSA Decryption

File Size in Kbytes

Chart 3: shows graphically Time Complexity analysis among
OEMAT, MFBOMAT, FBOMAT and RSA for Decryption

It can be seen that the time taken to encrypt e diging
OEMAT is very little compared to that using MFBOMAT
FBOMAT and RSA.

CONCLUSIONS

The technique proposed takes little time to en@dkdecode
though the block length is high. The encoded striildy not
generate any overhead bits. The block length mathdu
increased beyond 256 bits, which may enhance tberige
Selecting the block pairs in random order, ratt@nttaking
those in consecutive order may enhance securitye Th
proposed scheme may be applicable to embeddedrsyste
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