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Abstract
In the mobile device area, new advance featuresrareduced such as android phones, tablets, wirgdphones. Using this mobiles
phones , we can capture the image and we canheglitage using some applications such as Photoshqe'’s .This type of phones
also provide one feature like publish our imagewsbsites. Hence, there is need a mobile applicatibith provides protection to
those images on mobile itself. There are some comapproaches which guaranteed security to digitalages is to use
steganography and watermarking. We are trying teettsp a tool for Android OS that permits to add evatark to images using

BPCS algorithm. In this paper, we discuss this agion and working of BPCS algorithm.
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1.INTRODUCTION

In an electronic devicé”! like mobile (smart phone, tablet)
increases their potential in terms of hardware soitware. In
mobile phones, some operating systems are availbkde
android and symbian. There are many applicatioesagailable
for this mobile and that are install on it.

Before some years back, these devices are usemhifipsending
message, playing video/audio, internet browsing B&fore so
but now a day, smart phones are introducing wittredible
changes such as image publishing etc. Some yeaks theese
devices are used for only sending message, playttep/audio,
internet browsing etc.

So, there is need to provide protection to imagesvbid loss of
information like as ownership information. Prevenages from
those people which do not have any access permisBiousing
digital watermark we can embed the information imtage.
This technique is mostly use to identify the owhgrsof the
copyright of such image. Watermarking means hidgtad

information in a image data. Digital watermark seuo verify
the authentication of image or to show the identty its

producer.

The best solution is to embed the
information related to image itself or about proglucompany,
website, etc. The steganography also use to preriatection of
copyright images. Steganography is art or scieridd@ding the
written messages inside the image in such a waty eékeept
sender and receiver, no one can recognize thatagess

Both digital
steganographic techniques to embed data coverthnaisy

image watermgrkin

watermarking and steganography useg th

signals. Since a digital copy of data is same &ginal, digital
watermarking is a passive protocol tool. It onlyrkndata, but
does not degrade it not keep track on access to it.

One of the application of digital watermarking i®usce
tracking. Later if the work copy found, then we caatrieve
information (watermark) from copy and source of the
distribution is known. Likewise we can detect thmurge of
illegally copied images.

There are basically two types of watermark: visibiater
marking and invisible watermarking. Visible watemkgchange
the original information of the image which can basily
recognized by human eyes or any statistical arsalygisible
watermark means embedding the logos/trade marksages.
Example is shown in below fig.1. But now a dayetabed the
information into image we use the invisible waterkirzg
technique. This technique is more secure than Ileisib
watermarking technique.

Fig 1: This above image is affected by visible watermark
technique (watermark is the log§).
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Invisible watermark means embedding the image/oskeeretes
information into images. This cannot easily recagrity human
eyes or any statistical analysis.

The remainder of this work is organized as folloimsSection I
author discuss about Digital Watermarking. In seclil author
is discuss about Steganography. In section IV authdiscuss
about BPCS algorithm and its working.

In Section V author present the tool, based on gidd®S, and
focus on the visible and invisible watermarking aipties of
this tool. In Section VI author will report the eqmental
results experimental results achieved by the tiooSection VI
author present the conclusions and highlight futuerk
directions.

2.DIGITAL WATERMARK

4. BPCSALGORITHM

Bit-Plane Complexity Segmentatidfi Steganography is new
steganographic technique, which has large infoonatiding
capacity. This algorithm replaces the complex bitbit plane of
color image which cannot recognize by human eyesaror
statistical analysis.

Working of BPCS steganographyis as follows:

1) The carrier image is divided into 8 different-Bianes. All

the bit-planes are divided into small pieces of Haene size,

which is called bit-plane blocks, such as 8 x8of@hin fig. 2)

2) Calculate the complexity of every block. The Quexity is

defined as the amount of all the adjacent Pixeds glet different

values (one pixel is 0 and the other is 1). Theimar possible

value of the complexity is denoted as max C.

3) Setting the complexity threshold of the bit-aBlock is max
C, hereu is a parameter. The bit-plane block whose compjlexi

Digital watermarking ® technique allows to add hidden is larger than max _C is used to embed Secretrivdtion. The

copyright information to digital audio, video, omage and
documents. Such information is present in the fofroits which
describing information about the author or any othéormation
such as name, place, etc.

In Digital watermark one of the main concepts ipy@ht
protection for images. This will prevent from unaattized copy
of digital media without the producer permission.
There are substantially two types of digital watarkn

1) Visible Watermark

2) Invisible Watermark

Watermark information is digital picture or vide&atermarking
is a text or a simple logo, which identifies the naw of the
multimedia data.

For example the logo which identifies a IPL crickeaam can be
considered as visible watermark.

3. STEGANOGRAPHY

Steganograph/ is art or science of hiding the written messages

inside the image in such a way that except senugmreceiver,
Nno one can recognize that message.

Steganography is like cryptography but only onengeais that
cryptography hides only messages and steganogtasigbg the
messages as well as communicators information.

In this paper there is hiding of the message inensacure way

by providing the encryption and decryption techeigin this
there is a use of public key encryption techniqueviich sender
and receiver having different keys.

In Steganographl’ replacing of bits of noisy pattern data with

bits of different invisible information is done. iBhhidden
information can be simple text, cipher text or eiraages.

smaller the value ofl(J, the more Secret information can be
embedded.

4) Secret information is formed into bit-plane Hec After
checking the complexity, if the complexity of eaplane is
greater than threshold value (i ®.max). Then replace those
bits using our secrete information bits. This withit affect on
our image.

5) This process is done for all bit planes. Aftanbedding
information into our image then wrap all the biapés. This will
gives us new embedded image (shown in fig. 3).

6) Extracting process is same as embedding proapss$o
splitting of planes, then we will check the comjigxf each bit
plane, if we found that, plane is complex then wik extract
those bits. This will give us our secret informatio

§-Bit Grayscale Bitmap Image in §x8 Sections —~
; Bit Plane 0 of Corresponding 8x8 Section /|

8x8 Section in CGC

Corresponding §x& Black and White Bit Planes

Fig2: bit plane separatiofl

Volume: 02 Issue: 11 | Nov-2013, Available @ httgwww.ijret.org

97




[JRET: International Journal of Research in Engineaing and Technology elSSN: 2319-1163 | pISSN: 2321-7308

[6].“https://www.google.co.in/search?site=imghp&thisch&so
urce=hp&biw=1366&bih=600&g=visible+watermarking&og=
sible+water”

Fig 3: The image leena before and after steganogr&phy

5.AN ANDRIOD OSWATERMARKING TOOL

We are trying to developed an android application&ndroid
0S(2.2 or later) That reads input image and affectith
watermarking (visible or invisible).

Supported file format are: .jpg, .jpeg, .bmp etc...

CONCLUSIONS AND FUTURE WORK

Due to the continue evolution of the mobile devipesmpts us
to investigate on the security issues. In particutathis work it
is considered the possibilities to guarantee thaewship of an
image directly through the mobile devices.

We have proposed a application for Android OS pleainits to
add an invisible or visible watermark into an image

Future work will consider the possibility to proeidalert

messages to the producer of images, if anyone tlageges to
the watermark image. Alert message include therimdtion

about which part of image is changed, at what finmechanged
and from what location.
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