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Abstract
Now-a-days Wireless Sensor Networks (WSNs) haveuseel in a various applications including militaamd security monitoring,
industrial control, health monitoring, home autoioat intelligent agriculture and environmental siengs The shared and easy to
access medium is undoubtedly the biggest advardhgeéreless networksThe shared nature of the medium in wireless Sensor
Networks makes it easy for an attacker to laum&renial of Service (DoS) attack. These attackshapgpening to stop the legitimate
node from accessing resources. There are many mecsasvhere the attack can be much easier for aack#lr. For example, in
carrier sensing based networks (a) the transmissiinthe sender are deferred because the medigensed to be busy, and/or (b)
the reception at the receiver is interfered withedio the jamming signals. Both these effects degithe wireless network
performance significantly. As a result causes ddgt@an in Quality-of-Service (QoS) of a sensor mekwIn proposed paper, Fuzzy
Logic Secure Media Access Control (FSMAC) Protégoéinvented using new intrusion detection paranéefhese two parameters
are Number of time channel sensed free and varidgticChannel sensed period. Performance charadtesi@re measured in terms
of successful data transmission rate and througloptiie network.

Keywords: Wireless Sensor Networks, Denial-of-Service AftQekality of Service, Reinvented FSMAC Protocol.
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1. INTRODUCTION

Wireless Sensor Networks (WSN) are gaining lot ttérdion

Because of its over increasing usage. WSNs are laegvork
of Small, Battery-operated sensor nodes which #uated
randomly in a vast geo-graphical area[l]. Denial-8krvice
(DoS) Attack destroys the network resources so sleaisor
nodes behave unpredictably. These attacks are legomry

sensitive issue in WSNs. DoS Attack disturbs théarize
between efficiency and fairness of common chanmekss
[2]. The adoption of wireless sensor networks bpgligations

that require complex operations, ranging from Healre to
industrial monitoring, has brought forward a nevaltgmge of
fulfilling the quality of service (QoS) requirementf these
applications. QoS support is a challenging issueabse of
highly resource constrained nature of sensor nadegliable
wireless links and harsh operation environmentshispaper,
we focus on the QoS enhancement at the MAC layainay
DoS Attack. While the early research on WSNs hamimna
focused on monitoring applications, such as agriceland

environmental monitoring, based on low-rate datidection,

current WSN applications can support more complex

operations ranging from health cae industrial monitoring

and automation. This emerging application domainthiat
performance and quality of service (QoS) assurarares
becoming crucial as opposed to the best-effortoperdince in
traditional monitoring applications.

International Telecommunication Union (ITV)
Recommendation E.800 (09/08) has defined QoS &stdlity
of characteristics of a telecommunications sertheg bear on
its ability to satisfy stated and implied needsha user of the
service”.

QoS brings the ability of giving different prioes to various
users, applications, and data flows, frames or gtadkased on
their requirements by controlling the resource isigarHence
higher level of performance over others can be ipgeal
through a set of measurable service parametersasuidelay,
jitter, available bandwidth, and packet loss. Gadiis and
consequently retransmissions due to Dos Attack Itinect
impact the overall networking metrics such as thhmut,
delay and energy efficiency. Since the MAC layeordinates
the sharing of the wireless medium, it is respdesitor
minimizing the number of collisions.
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Fuzzy Logic Secure Media Access Control (FSMAC)tétol
[3] gives good solution against DoS Attacks. Ituees the
rate of false detection as well as increases theessful
packet transmission rate.

In proposed paper, FSMAC protocol is re-establisheihg
new intrusion detecting parameters. These paramedies
number of time node sensed free channel and Vamigti
channel sense period. FSMAC protocol first findg the
intrusion using pre-defined intrusion detector aadors.
Fuzzy Logic (FL) is used innovatively for decisiomaking.
Appropriate countermeasures are taken to reduce
destruction of attacks basing on intrusion detectiesults.
Simulations are carried in Matlab with 20 nodewv¢oify the
effect.

the

The rest of the paper is arranged as following:

A survey of the research in security issues in @enstworks
and overview on DoS Attack are presented in se@iofihe
Computational intelligence and Fuzzy Logic Theory i
outlined in section 3. The structure of proposedVRE
algorithm with new parameters is explained in sectt. The
network scenario implemented in order to validdie $ecure
MAC and results obtained are discussed in sectidfirially
the concluding remarks are made.

2. PRELIMINARIES

In this section, present security issues in wielegnsor
network are discussed as well as DoS Attack isadxet in
brief.

2.1. Current Security Issues

Wireless links are very sensitive to passive eawgxing,
message replaying and message distortion. Weakhgged
nodes that move into hostile environments can ba&lyea
compromised. Due to dynamic topology, authorizatioin
administration becomes difficult. The scale of d@gphent of a
WSN requires conscious decision about trade-offsoram
various security measures. These issues are déxtumsd
mechanisms to achieve secure communication in W&HNs
presented in [6]. Various security challenges ireleiss sensor
networks are analyzed and important issues thad tede
addressed for ensuring adequate security are supadan

[7].

Secure routing is a major research area. Typesouating
attacks and their countermeasures are presentegB]in
Researchers have proposed several methods of rsgdhe
MAC layer against the attacks by adversaries. Dis8les and
their countermeasures at the CSMA/CA MAC layer are
discussed in [18] and [19].

2.2 Overview of DoS Attack

DoS attacks are classified into three groups: siolf,
unfairness and exhaustion attacks based on theinanesm.

In a collision attack, the attacker sends data @actegardless
of the status of the broadcast medium. Such paddailisle
with the data or control packets from the legitienaensor
nodes. Using this mechanism, the collision onlydeas in the
exchanging period of RTS and CTS packets, whichns¢ize
data packet sending process is a hon-collisiongssc

In an unfairness attack, for most RTS/CTS-based MAC
protocols, each node has the same priority tofgecommon
channel. The first tried node governs the charBesides, all
other nodes have to wait for a random length tineéore
trying to transmit packets. This rule could enstivat every
node accesses common channel fairly. Adversariagdco
utilize these characteristics to attack the netwadtkey send
out packets just waiting for a very short time oithaut
waiting. This causes the common channel used mgre b
adversaries than by normal nodes. This is what aled
unfairness attack. the adversary transmits an atlysiarge
number of packets when the medium is free. Thisegres the
legitimate sensors from transmitting their packets.

In an exhaustion attack, the adversary transmitsbaormally
large number of RTS packets to the normal sensdes)o
which exhausts them prematurely.

3. BACKGROUND TECHNIQUES

Under this Heading, techniques used against Do8cRtare
discussed.

3.1 Computational Intelligence

Computational Intelligence (Cl) is proper tool ugedsolve
security problems of DOS Attack in wireless sensetworks.
Cl parameters are encouraged by nature. [2][3]feBdht
parameters of CI have been successfully usedash few
years to address various challenges. Cl provideptae
mechanisms that exhibit intelligent behavior in gbex and
dynamic environments like WSNSs.

ClI works very flexibly, autonomously and robustlgainst
dynamic topology changes, transmission failures atteicked
scenario. Cl fuses elements of learning, adaptation, evatutio
and fuzzy logic to create intelligent machines.atidition to
paradigms like neural networking, reinforcementrigag,
evolutionary computing and fuzzy computing, swarm
intelligence, artificial immune systems. Parametdr€l have
found practical applications in areas such as prodesign,
robotics, intelligent control, and biometrics an@nsor
networks. Researchers have successfully used itpees to
address many challenges in WSNs [2] [10].
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The literature has a few articles that use Cl apghes for
WSN security. The applications available in therbture have
handled the issue of Denial-of-Service (DoS) ataak the
node level. Individual sensor node is resourcesergn
bandwidth, computation,
Therefore, algorithms that involve high computagibmnd
storage burdens are not attractive. So Fuzzy lagitcompact
NNs are among solutions discussed.

3.2. Fuzzy Logic

Human reasoning
uncertainty where as Set theory allows elementset@ither
included in a set or not. Human reasoning is ndtke the
use of linguistic variables like most, many, freqig seldom
etc. This approximate reasoning is modeled by fupnjc.
Fuzzy logic is a multivalued logic that allows inteediate
values to be defined between conventional threskaldes
[15].

Fuzzy systems allow the use of fuzzy sets to dranclcisions
and to make decisions. Fuzzy sets differ from @assets in
that they allow an object to be a partial memberdfet. In
fuzzy systems, the dynamic behavior of a system
characterized by a set of linguistic fuzzy rulesdshon the
knowledge of a human expert. Fuzzy rules are ofgteeral
form:

IF antecedent(s) THEN consequent(s)

Where antecedents and consequents
containing linguistic variables. Antecedents of uzZy rule
form a combination of fuzzy sets through the uselogic
operations [3]. Thus, fuzzy sets and fuzzy rulegetber form
the knowledge base of a rule-based inference syaseshown
in Fig 1 [3].

Fig. 1 shows the structure of a fuzzy logic sys{&S) [15].
When an input is applied to a FLS then the infeeeaogine
computes the output set corresponding to each fThe
defuzzifier then computes a crisp output from three output
sets [3] [11].

memory constrained device.

includes measure of imprecision and

are propositions

Non-fuzzy Non-fuzzy
Inputs Outputs
Fuzzification Inference Defuzzification
g Engine
/Y
Rule Base

Fig-1: Fuzzy Inference Engine

4. PROPOSED FSMAC ALGORITHM

This section discusses design of FSMAC protocobritigm
with new parameters.

4.1 Selection of Intrusion Detector

When collision attack intrudes the network, attaskeend
massive packets into the common channel when degetttis

channel is busy. As a result, more RTS, CTS, ACH aven

data packets may be destroyed. Due to the colistansed by
attackers. See Fig. 2. Moreover, the average lgtenhdata
packet is prolonged because of more retransmittiowgtrol

packets and data packets [4] [9].

Under normal condition, without any attacks, ifés for each
node to transmit data over the common channel flamg-
term statistic view. Since nodes have to wait forandom
time before sending RTS to try to hold the commbanmel.
Only the first successful one can be allowed tadnait data
over the common channel. Data packets of normatmen
nodes are supposed to wait longer time at MAC |ayren
unfairness attackers prevent other normal sensdesérom
transmitting. This is done by holding the channekad of
time [3][8].

Differing from collision attack and unfairness aka
exhaustion attackers work almost same as otheral@emsor
nodes, except for sending RTS repeatedly to sommmaio
sensor nodes. As a result, the arrival rate of RTSictim

nodes will increase dramatically. Besides this,adafckets
should wait longer time, since the common chansehore
utilized for transmitting RTS by attackers [4].

As well as for unfairness attack as the channfkss, attacker
is ready to attack which causes an attack. Themspéxific

Volume: 02 Issue: 10 | Oct-2013, Available @ http://www.ijret.org

581




|JRET: International Journal of Research in Engineering and Technology

el SSN: 2319-1163 | pl SSN: 2321-7308

time for transmitting RTS to the receiver, but la¢ time of
exhaustion attack, because of large number of R€Ssant
over receiver, length of that period gets minimized

From above analysis, it shows that the intrusioresy rbe
detected by monitoring abnormal alterations of seemsitive
network parameters. They are:

A great number of RTS packets are received by miicti
nodes for exhaustion attacks.

* Average waiting time becomes very long for both
unfairness attacks and collision attacks.

* Collision takes place considerably often in cadiisi
attacks.

* When more the times channel is sensed free bytaier
node, possibility of intruded DOS Attack is highdan
vice-versa.

. If channel sense period is more possibility ot will
be less.

By observing abnormal changes in No. of times neelesed
free channel and Variation in channel sense period.

In this paper, chosen parameters are as follows:

*  Number of times node sensed free channel.

e Variation in channel sense period.

4.2 FSMAC Algorithm Description

Fig. 2 shows the mechanism of the proposed secuk€ M
algorithm. There are addition of two modules-inibasand
defense module into original CSMA/CA protocol.

RF band or restarts information exchanging ovewaogk after
this period, as well as intrusion detection willresumed.

Each sensor node monitors, Free sensed chann&lzarthel
sense period, which are the inputs or antecedentSL8
intrusion module. Then according to the output amsequent
possibility of intrusion found of FLS intrusion @etion
module, security systems make a decision whether th
intrusion exists or not.

For proposed FLS, linguistic variables or antecézlare used

to represent, Number of times Channel sensed frek a
variation in Channel sense period. These antecedard
divided into three levels i.e. Low, Moderate, Higihe output

i.e. Possibility of intrusion detection is dividécto five i.e.
Very Low, Low, Moderate, High, Very High. As every
antecedent has three fuzzy subsets and there ame tw
antecedent, 6 possibilities of consequents.

From behavior of these inputs the paper may dis¢hes
behavior of consequents i.e. possibility of intamsiapplying
Fuzzy Logic as follows:

Antecedent 1: Number of times Chanel is sensed free
Antecedent 2: Variation in Channel Sense period.
Consequent: possibility of intrusion Detection.

Table-1: The rule base for intrusion detection.

Antecedent 1 Antecedent 2 Consequents
Low Low Very High

Low Moderate High

Moderate High Moderate
Moderate Low Moderate

High Moderate High

High High Very Low

UPPER
LAYER
Intrusion indicator|
h J
FLS ol i
MAC
]1:\){%:[?515_5 (PR INTRUSION P — LAYER
DETECTION
SYSTEM - -~
T A Iy
: SECURITY SYSTEM '
S a
o » PHYSICAL
LAYER

Fig-2: Intrusion Detection System

Each sensor node is provided with it's own secwystem.In
FSMAC, intrusion module of each sensor node mositbe
intrusion detection parameters and periodically ckbe
whether intrusion happens or not. If intrusion@ppened then
the defense module of the sensor node will be ergd by
Fuzzy Logic System (FLS) intrusion detection module
Defense module will inform physical layer and Magdr to
switch to different Radio Frequency (RF) band &otsbr stop
the transmission. This sensor node will get badkéooriginal

A defense module is trigged, when intrusion is thubefense
module takes countermeasures to reduce the effetts
attackers on the network.

During the intrusion period, it is an energy wasteunsafe
action for normal sensor nodes to transmit or kecdBecause
the transmitting or receiving is almost unsuccdssfuspied

by attackers when enemies attack the network This an

appropriate and effective choice for the normal esodo

switch to a different RF band to make transmissioto stop
transmitting and receiving.

The paper focuses on intrusion detection and isangathe
lifespan of protocol. For example, if it choose pgimg
transmitting and receiving mechanism to implemesfiedse
function There is no information on attacks dunatid can't
make the node sleep until attacks stop. So, afteerasod of
sleep, this node should wake up to make data trige&m and
detect the intrusion again. This node will stayhét state until
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intrusion is found again. At sleep mode, there is n
transmitting and receiving, bModrut sensing stilhtnues.

In order to make new secure algorithm, this hascewtre
control available for general WSNs. This defendeeste, like
intrusion detection scheme, is also distributiee €ach sensor
node's defense schedule has no any relationship atfter
sensor node's [3]

5. RESULTSAND DISCUSSION
5.1. Simulation Setup

The paper runs simulations using MATLAB simulatdhirty
sensor nodes are deployed randomly in an arekrofX | km,
and communication range (radius) is 500m. Nodessatrdo
be initially with energy of 2 J. The destinatiar Bach sensor
node will be randomly chosen.

First it checks the behavior of CSMA/CA protocobdathen it
separately tests the influences of each DoS attackollision
attack, Unfairness attack and Exhaustion attacK8NA/CA
protocol. In each experiment, there is only oneetgp attack
introduced. The attacker is an abnormal sensor ,netieh
has been captured and reprogrammed by enemiesssfudbe
before the system starts to work.

5.2 Simulation Results

Parameter metrics are defined to testify the effeaft our
algorithm. It is,

* Possibility of successful detection g(P Py
possibility of nodes making correct detection.

» Possibility of false detection (. Py is the possibility of
nodes making false detection.

» Data packet successful transmission ratg)(RR; is the
rate of successfully transmitted data packets talata
packets transmitted.

* Throughput: It represents the total number of ptcke
received successfully by a receiver per seconzhritalso
be defined as the total amount of data a receieterally
receives from sender divided by the time taken Hogy t
receiver to obtain the last packet. It also represé¢he
packet overhead within the route.

 Graph of Successful packet transmission are shown
below:
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Fig-3: Graph of successful data transmission with FSMAC
protocol having 3 intrusion detection parameters.
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Fig-4: Graph of successful data transmission for reireent
FSMAC protocol having 2 intrusion detection parasnet

From above graph, it is observed that rate of ssfokdata
transmission is more for reinvented FSMAC protoeold
combined protocol than Attacked CSMA/CA protocoldan
existing FSMAC protocol.

Volume: 02 Issue: 10 | Oct-2013, Available @ http://www.ijret.org

583




|JRET: International Journal of Research in Engineering and Technology

el SSN: 2319-1163 | pl SSN: 2321-7308

1 ' ' ' '
\{) —{— CSMA Criginal
0.9 Rty %%%%4 CSMA With Callision Attack
WT —(— FSMAC Colision Attack
0.8 ]‘. FSMAC Exhaustion Attack []
o7l | ll CSMA Exhuastion Attack
g | FSMAC Unfaimess Attack
06l i || —t— CSM!I% Unfaimess Attack i
L
05f ’\’?J“ bo600666066 6604

04

|
03k %@’A%{}%{}es
02t Fy.

Data Packet Successful Transmission Rate

01F

0

0 100 200 300 400 500 600 700 800 900
Simulation Time (seconds)

Fig-5: Graph of successful data transmission for FSMAC
protocol having 5 intrusion detection parameters.

Throughput for CSMA/CA without any Attack is 92.80%
Throughput for different DoS Attacks are calculated
follows:

Table-2: Throughput for Collision Attack

CSMAI/CA FSMAC FSMAC FSMAC
(Existing) (Reinvented)| (Combined)
68.41% 81.68% 92.33% 90.29%

Table-3: Throughput for Exhaustion Attack

CSMA/CA FSMAC FSMAC FSMAC
(Existing) (Reinvented)| (Combined)
76.64% 89.73% 88.90% 90.30%

Table-4: Throughput for Unfairness Attack

CSMAI/CA FSMAC FSMAC FSMAC
(Existing) (Reinvented)| (Combined)
75.61% 86.61% 94.86% 88.98%

CONCLUSIONS

From above study, it shows that, reinvented FSMA&qzol
gives good performance against Dos Attack and vielig
Conclusions are made:

1. FSMAC protocol with pre-defined new parameterseg
better detection than existing FSMAC protocol.

2. Rate of Successful data transmission is inctedse
reinvented as well as for combined FSMAC protocol.

3. Throughput is remarkably increased for reinvéiiEMAC
protocol in case of Collision and Unfairness Attack
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