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Abstract 
Efficient routing in mobile ad-hoc networks (MANETs) is a challenging task due to its varying physical channel characteristics, 
dynamic topology and un-centralized communication. Furthermore, multihop routing is required when the source-destination pairs 
are not in each other’s communication range. Due to the above challenges these networks are vulnerable to various types of attacks 
on various layers of the TCP/IP protocol stack. In this thesis, we implement and analyze an attack called advisedly delay packet attack 
on ad-hoc on-demand distance vector (AODV) routing protocol. The advisedly delay packet attack is an attack that effects the TCP-
based as well as UDP-based data transmissions but in this thesis we will also see how it exploits the TCP congestion control 
mechanism to decrease the throughput of the network. In this attack, the attacker exploit the period of retransmission time out (RTO) 
of the sender and attack in such a way so the sender is always transmitting in the slow start phase. 
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1. INTRODUCTION 

Mobile ad-hoc network is a dynamic network formed by 
independent system of randomly moving mobile nodes. Nodes 
are connected through wireless links without utilizing the 
existing network infrastructure or any form of centralized 
administration. Each node is able to communicate directly 
with nodes in its transmission range. For nodes outside 
communication range, intermediate nodes are used to relay the 
message hop by hop. Hence, such networks are called “multi-
hop” networks. 
 
In an ad-hoc network, it is required that a node forwards or 
routes data packets on behalf of other nodes. Each node, 
therefore, acts as a host and a router, necessitating use of 
routing protocols to make routing decisions. Many routing 
protocols have been proposed by the researchers. The biggest 
challenge for routing protocols is to establish and re-establish 
routes in the face of dynamically varying network topology 
and network partitions due to node mobility. Depending on 
how the mobile nodes acquire and maintain routing 
information, MANET routing protocols can be classified as 
either reactive or proactive. 
 
This paper is organized in the following manner. In Section II, 
we present the related work done in our area which includes 
the papers that are proposed the effective routing methods. 
This is followed by the proposed work for efficient routing for 
delay-sensitive applications in Section III.  We also 
summarize the key features, basic operation, as well as major 
pros and cons of our proposed approach. In Section IV, We 

will conclude the paper with present state of the art and future 
work. 
 
2. RELATED WORK 

In this section, we discuss the past works done in MANET 
that includes the evolution of many new attacks. 
 
In [1] and [2], the attack is one of the most serious attacks on 
MANETs. In wormhole attack at least two attackers are 
required to perform the attack very effectively. These two 
attackers resides on different areas of the network makes a 
tunnel through the network to communicate with each other. 
The attackers broadcast the wrong information to the other 
nodes in the network that the destination is only one hop away 
from them. Sometimes they also broadcast the wrong 
information that they are true neighbors of each other due to 
this the attacker one which is near to source node is easily 
selected on the route between the source destination pair when 
the route is discovered on the basis of lowest number of hops 
on the route.  
 
In [3], the attacker when received a route request (RREQ) 
message it modifies the sequence number in the RREQ 
message to perform the attack. The attacker increases the 
sequence number more than the usual number and reply back 
to the source to make it believe that it has the better and 
fresher route to the destination node. Once the source node got 
this reply it start the transmission of data packet on the route 
which consists of the attacker i.e., one of the intermediate 
node of the established route is the attacker. Till now half of 
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the attack is performed by the attacker by spreading the false 
information and making himself the part of the route. Now 
when the data communication is started using the route the 
attacker will drop all the data packets that reaches to it that is 
when the attacker got the data packet for forwarding it drops 
the packet without forwarding any of the data packets.  
 
In [4], Flooding attack is the simplest attack to implement but 
it is one of the most dangerous attacks. In this attack, the 
attacker broadcast the false control or data packets in the 
network due to which the network bandwidth is wasted largely 
and the non-false packets are not able to reach their 
destinations.  
 
In [5]: As the communication in MANETs is multi hop 
therefore the intermediate nodes plays an important role in 
data communication over MANETs. The intermediate nodes 
can become selfish by either using the wireless channel 
unnecessary due to which the other nearby channels has to 
contend more time to access the channel.  
 
In [6] has analyzed the impact of packet re-ordering attack 
over various TCP-variants using the MANET routing 
protocols named AODV and DSR. Although authors claim 
that they have investigated various versions of TCP but the 
simulation results show graphs for TCP-Reno and TCP-
NewReno. Furthermore, the effect of packet re-ordering is not 
analyzed in UDP-based data communications. Also, the 
author’s uses only network throughput as an metric for the 
performance evaluation but other important metric such as 
number of retransmissions which greatly increases network 
congestion and delay in the network is not examined. Finally, 
it is not understandable that why the authors uses and 
compares AODV and DSR routing protocols in his paper 
because the re-ordering attack is used to effect the close-loop 
attacks only and are independent on the underlying protocol 
used for the routing.  
 
3. PROPOSED METHODOLOGY 

In proposed advisedly delayed data packets attack an attacker 
node delays some or all packets with randomly or selectively 
chosen delay periods during the data communication process. 
The attacker node should be one of the intermediate nodes on 
the route between the source destination pair to effectively 
perform this attack. The attacker can perform the proposed 
delaying attack in one of the following two ways:  

a) The attacker can delay a percentage of the total 
number of packets it receives in a fixed amount of 
time all the delay time can be chosen same or 
differently over a range. For example, the attacker 
can delay 200 data packets from every 1000 data 
packets it receives for the forwarding towards the 
destination. Also, it can delay 100 packets from these 
200 packets with the fixed delay period say 200 
milliseconds while the other 100 packets are delayed 

by selected a random period from 100 to 300 
milliseconds.  

b) The second way in which the attacker node can 
perform the delayed attack is by delaying all data 
packets that are arrived for a fixed period of time 
each time from a fixed amount of time. For example, 
the attacker node will start delaying all the packets it 
receives in the first 100 milliseconds of every second. 
Again the delayed period can either be fixed or 
variable chosen from a given interval of time. 

 
When the above mentioned packet delaying attack is 
performed on a data communication session that is 
transmitting data packets using the TCP protocol The 
following can be result: due to the data packets delays at 
intermediate nodes the retransmission time out of delayed data 
packets triggers their retransmissions at the source node either 
due to the time out of the RTO used by the source TCP.  
 

 
 

Figure1 Packet dropping attack 
 
Pseudo Code for proposed Delay-Aware Routing 

Protocol 

Processing of data packet received by an attacker 

node 

Variable used: 
//////////////////////////////////// 
S = Source node 
D = Destination node 
A = Attacker node 
I = Intermediate node 
T_window = time window from which the attacker node 
selects the delay period 
T_period = delay duration selected randomly from the 
T_window  
////////////////////////////////// 
IF1 (I got a data packet) 
I check its AODV routing table 
IF2 (Route is present in the routing table) 
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IF3 (I != A) 
I forward the data packet towards D 
ELSE 
WHILE (output queue has data packet to send) 
A selects the T_period from T_window 
A pauses the fetch function for next T_period duration 
A forwards the data packet once the timer set at the time of the 
start of the fetch pause expires  
ENDWHILE 
ENDIF3 
ENDIF2 
ENDIF1 
 
4. SIMULATION RESULTS AND 

PERFORMANCE EVALUATION 

In this section, we present the detailed performance analysis 
and impact analysis of the proposed Re-shuffling data packet 
attack (RSA) on different variants of TCP protocol over 
mobile ad-hoc networks. The network scenarios used in the 
simulation process are designed in such a way so that the 
effects of the wireless channel and environment can be 
mitigated. This is done to discover the exact impact of Re-
shuffling data packet attack on the TCP-based MANETs. 
Therefore, we ignore the congestion and mobility induced 
situation from the network scenarios used for simulation 
process. As already mentioned above that the network 
simulator used for the simulation process is the trail version of 
the well knows network simulator called EXata. 
 

Table1. Simulation Parameter Table 
 

Parameters Values 

Simulator EXata 

Network Size 800 x 800 meter square 

Simulation time 700 Seconds 

Application Layer 
Process 

Generic File transfer 
protocol (FTP) 

Transport Layer Protocols TCP (Tahoe, Reno, 
NewReno) and UDP 

Routing protocol AODV 

Number of Nodes 30 

Mobility model None 

MAC specification IEEE 802.11 

Network Bandwidth 12 Mbps 

Performance Metrics Network Throughput, 
End-to-End Delay  and 
Number of 
Retransmissions  

PHY Specification 802.11a/g 

Parameters Values 

 

A .Simulation Setup 

Furthermore, the performance measurement metrics used are 
as follows and the graphs will show that the attack is 
independent from the effect of routing protocol on both TCP 
as well as UDP: 

a) Network throughput: The network throughput is 
defined as the ratio of the total number of data bytes 
received to the total duration of the communication 
process. 

b) Packet delivery ratio (PDR): The ratio of the 
application data packets that are received without any 
error at destination nodes to the total data packets 
generated by the CBR sources are called Packet 
delivery ratio (PDR) of the network. 

c) Average end-to-end delay of data packets: This 
metric is calculated by the destination node whenever 
it receives a data packet. The destination node will 
calculate the delay of each received data packet by 
using its send timestamp and its received timestamp 
at the destination.  

d) Number of retransmission (NOR): This is the 
important evaluation metric as we are using TCP-
based MANETs.  

 
B. Performance Evaluation 

1. Effects of Increase in Packet Delayed Period 

In figure 2, we have shown the effects on network throughput 
for three variants of TCP protocol when the attacker increases 
its delay period time. As it can be seen from Figure 2 that the 
throughput of the network decreases with the increase in the 
delay period time because as the delay period of the data 
communication increases the number of data packets that are 
delayed intentionally instead of forwarding them without 
introducing any delay by the attacker also increases. 
 

 
 

Figure 2 Throughput with increase in delayed period time of 
attackers (TCP-based MANET scenario) 
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Figure 3 Number of retransmissions with increase in 
percentage drop time of attackers (TCP-based MANET 

scenario) 
 
2. Effects of Increase Number of Attackers in TCP-

Based Manets 

In this section, we analyze the performance of three TCP 
protocol variants with the increase in the number of attackers 
in an active route between any source-destination pair. The 
metrics used for the analysis are network throughput and 
number of re-transmissions caused during the whole duration 
of data communication of a data session. 
 

 
 
Figure 4 Throughput with increase in number of attackers on 

the route (TCP-based MANET scenario) 
 

 
 
Figure 5 Number of retransmissions with increase in number 

of attackers on the route (TCP-based MANET scenario) 
 

CONCLUSIONS AND FUTURE WORK 

In this section, we have presented the conclusion and future 
work for the paper. To perform the work proposed in this 
thesis we start with the basics of the mobile ad-hoc networks. 
We have studied about the MANETs and its characteristics 
and its challenges and issues that are faced by the researchers 
when performing the routing over these networks. After the 
in-depth introduction of MANETs we started the related work 
which is similar to our proposed work in this thesis. For this 
we have studied all forms of existing attacks over Mobile ad-
hoc networks. As it can be easily seen from the work 
presented in Chapter 4 that the proposed Advisedly Delaying 
Packet (ADP) attack is a simple yet very powerful denial of 
service (DoS) attack that is effective on both TCP and UDP 
based MANETs. The simulation results clearly show the 
impact of proposed attack on the network throughput, 
bandwidth wastage and end-to-end delay data quality. It has 
also been observed that even though the TCP congestion 
control is adaptable to the packet losses but in case of the 
forced delayed attack it is fully unable to detect whether the 
packet is dropped or delayed and these are the result of the 
attacker misbehaving or it is due to the congestion or other 
wireless environmental problem. For this we have studied all 
forms of existing attacks over Mobile ad-hoc networks. The 
simulation results clearly show the impact of proposed attack 
on the network throughput, bandwidth wastage and received 
data quality. 
 
For the future work, we will try to discover a detection 
mechanism for the attacker nodes so that they can be removed 
from further communications. Once detected the source node 
or network has to make sure that this attacker will not become 
the part of any active routes in the network. Also, we will try 
to figure out the other closely related attacks that can be 
possible to induce by a simple modification on our attack. 
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