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Abstract

A serious problem on the Internet nowadays is Distributed Denial of Service (DDoS) attacks and thisis coordinated attack performed
by hackers to immobilize a particular Computer service through manipulation of techniques those are used to provide the Services. In
this attack, normally attackers generate a huge amount of requests to victims through compromised computers. DDoS attacks are a
critical threat to the internet. Packet flooding DDoS attack is a very common way to attack a victim machine by sending large amount
of unwanted traffic. This paper proposes a threshold based approach to detect and prevent the DDoS attack before reaching the
victim end with high detection rate and low false positive rate to achieve high performance. The result obtained from various
experiments on UDP Flood attack and HTTP GET attack show the effectiveness and the efficiency of our approach.
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1. INTRODUCTION

Internet Operators have been observed that DD@S8kattare
increasing noticeably and individual attacks areranstrong
and complicated. Furthermore, the Arbor Worldwide
Infrastructure Security Report highlighted impottémrends in
distributed denial of service (DDoS) attacks. Salvéndings
stand out, including the overall expansion of &taarface
and the escalation of attack size and frequencPidffibuted
denial-of-service (DDo0S) attacks consist of an eA®iming
quantity of packets being sent from multiple attadies to a
victim site. These packets get there in such a gigintity that
some key resource at the victim (bandwidth, buff&®U
time to compute responses) is quickly exhauste@. viibtim
cannot attend its real work due to spending so ntunsh in
handling the attack traffic. Thus legitimate clieare deprived
of the victim’s service for as long as the attaadts.

The first large-scale appearance of distributed iatedf-
service (DDoS) attacks occurred in mid-1999 andl sti
researchers are struggling to devise an effectigion to the
DDoS problem. There are many commercial and rekearc
defenses has been appeared, but none of them @rovid
complete security from the threat. Rather, theycdea small
range of attacks that either use malformed packetsreate
severe disturbances in the network; and they hatitbse
attacks by non-selectively dropping a portion oé tiaffic
destined for the victim[1]. This strategy relievibee victim
from the high-volume attack, but also inflicts daymato
legitimate traffic that is speciously dropped.

2. OVERVIEW OF DoSAND DDoSATTACK
2.1 Denial of Service (Dos) Attacks

The DoS attack generally consists of efforts togerarily or
indefinitely interrupt or suspend services of athmmnnected
to the internet. The goal of a Denial of Service@) attack is
to interrupt some legitimate activity, such as bsmg Web
pages, email functionality or net banking. It coutden
shutdown the whole Web server. To obstruct legitéma
operations is to exploit vulnerabilities on thegetrmachine or
application, by sending specially crafted requéstgeting the
given vulnerabilities. Denial-of-service effect ashieved by
sending messages to the target machine such theat th
“message” hampers with its operation and makesaiigh
crash, reboot, or do useless work. Also some ksgyurees of
the target machine such as bandwidth, CPU time, angnetc
can be consumed by sending a vast number of padRats
cannot attend to legitimate clients because thegetar
application, machine, or network spends all of dt#tical
resources on handling the attack traffic [2].

2.2 Distributed Denial-Of-Service (DDoS) Attacks

It is simply an extension of DoS attack. DoS andoSCattack
scenario is shown in Fig-2.Making a machine or oekw
resources unavailable to its intended user-s is DE®S
attempt. It generally consist of the efforts of ooe more
people to temporarily or indefinitely interrupt @uspend
services of a host connected to the internet. DBt ks are
able to take out an entire server in a matter ofuteis. To
overwhelm a service to the point where it no longerks is
the goal of any DDoS attack.
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In a DDoS attack, the incoming traffic flooding théctim
originates from many different sources potentialiydreds of
thousands or more. To saturate a target computekevice
with external communications requests, such thatainot
respond to other legitimate traffic, or respondsieavly[3] is
the most common method of DDoS attack. In genenang,
DDoS attacks are implemented by either forcingttrgeted
computers to reset, or to consume their resourcebat they
can no longer provide services, or obstructing the
communication media between communicators so they t
can no longer communicate.

Attacking Attac tfotMechanism
macghine
Zombie Zombie Zombie
Targey/Victim
Machine \ /
Target/Victim
Network
DoS Attack DD#é8ack

Fig-1: DoS and DDoS Attack Scenario

There are many types of DDoS attacks targeting lloth
network and the application layers. They could lzessified
upon their impact on the targeted computing resssurc
(saturating bandwidth, consuming server's resources
shattering an application) or upon the targeteduees as
well:
e Attacks targeting Network Resources: UDP Floods,
ICMP Floods, IGMP Floods.
e Attacks targeting Server

Resources: the TCP/IP

weaknesses —TCP SYN Floods, TCP RST attacks, TCP

PSH+ACK attacks — but also Low and Slow attacks as
Sock stress for example and SSL-based attacks,hwhic
detection is particularly challenging.

e Attacks targeting the Application Resources: HTTP
Floods, DNS Floods and other Low and Slow attacks a
Slow HTTP GET requests (Slowloris) and Slow HTTP
POST requests (R-U-Dead-Yet).

A DDoS attack usually comprises more than threachtt
vectors thus increasing the attacker's chancesittétsh
target and escape basic DoS mitigation solutions[4]

In general there are two types of denial of senatcks:
those that target the network layer and those thrget the
application layer. The server cannot simultaneoyslycess
other requests from other legitimate users, if dm@mcher
overloads the server with many requests. Examdlé&3DmS
attacks are discussed as follows:

A. UDP Flood Attack

UDP Flood attack is a network layer DDoS attack.RUB a
connectionless protocol and it does not requirecmnection
setup procedure to transformation. To consume dmelwidth
is the main purpose of UDP Flood type attack. is #itack,
Attacker send IP packets containing UDP datagraitts thve
purpose of slowing down the victim to the point tthie
victim can no longer handle valid connections.

B. HTTP GET Flood Attack

HTTP GET flood attack is an Application layer DDA8ack.

In this, a large amount of legitimate requests(to a
application)use to send by HTTP attacker. The featf
HTTP GET Flood attack is that it will establish armal TCP
Connection to Servers, and constantly submit aiatalling
requests which dramatically consume database ressuFor
sample, an Http Flood attack can make hundredscafsands
of page requests to a web server, which can weaalloof the
servers processing capability. So that the serenat handle
the legitimate request [5]

An HTTP GET flood is as exactly as it sounds: &'snassive
influx of legitimate HTTP GET requests that comenfrlarge

numbers of users. These requests mimic legitimasgsuare
nearly impossible for applications and even harder

traditional security to detect. This result of thastack is
similar to the effect: server errors increasingggdded the
performance, and resource exhaustion.

3. RELATED WORK

Distributed Denial-of-Service (DDoS) and Denial®drvice
(DoS) are the most dreadful network threats in megears.
Different techniqgues and challenges involved in raaly
detection system [6].

Yonghua You and Zulkernine[7]introduce two distaesed
DDoS detection techniques: average distance estimand
distance-based traffic separation. They detectchkataby
analyzing distance values and traffic rates. Thetadce
information of a packet can be inferred from then&ito-Live
(TTL) value of the IP header. In the average distan
estimation DDoS detection technique, the predictbmean
distance value is used to define normality. Thedioteon of
traffic arrival rates from different distances ised in the
distance-based traffic separation DDoS detectiamrtigue.
The mean absolute deviation (MAD)-based deviaticodeh
provides the legal scope to separate the normtbity the
abnormality for both the techniques. The results tioé
proposed techniques show that the techniques céectde
attacks effectively.

Muhai and MingLi [8] propose a model for detectiboS
attacks automatically. In order to reduce the etooidentify
attacks, we use discrete wavelet transform (DWehnaue.
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Author use actual data to validate proposed moni@!abtain
good results in terms of tradeoff between correstections
and false alarms. The test results shows the agpnoat only
can be different the sudden increasing normal itrfom
anomaly traffic, but also has a well detect ratio.

Sumit Kar and Bibhudatta Sahoo[9]proposed methdzhsed
upon attack detection and recovery, and uses aopsnbased
anomaly detection system to detect DDoS attack.hdwut
design an anomaly detection system based on entnopy
entropy rate to detect DDoS attack. They uses rnigeta
entropy which calculates the over all probabiliigtdbution
in the captured flow in algorithm to get more aetearresult.
Detection System is based on by analyzing the ahang
entropy of distribution flow header feature and debral
features traffic distributions. The Result showat tthe attack
must be detected and blocked before reaching tignvivith
high detection rate and low false alarm rate.

Suratose Tritilanunt et al. [10] provide a detettinechanism
based on a technique of entropy-based input-outaific
mode detection scheme. The experimental resultodsimate
that our approach is able to detect several kirfid$eaial-of-
service attacks, even small spike of such attabsninimize
this false positive, we introduce a technique chkatropy-
based input-output traffic mode detection schemeg. B
combining packet content observation for identifyldoS and
DDoS attacks in the system, this will help approaoh only
to increase the accuracy for detecting DoS attamkisalso to
effectively discriminate legitimate users from sggps
traffic.

Yi Zhang and Qiang Liu[11] present a real-time DDaifack
detection and prevention system which can be degdl@y the
leaf router to monitor and detect DDoS attacks. The
advantages of this system lie in its statelessraess low
computation overhead, which makes the system itisefune

to flooding attacks. A number of articles suggestattopy as

a metrics to summarizing trafficdistribution for camaly
detection[12][13].

The authors of [9] use entropy rate to discrimirtaie DDoS
attack from legitimate traffic. The use of entrdpy analyze
changes in traffic distribution has two benefit. Wsing
entropy for anomaly detection increases the detecti
capability than volume based methods. ii) It preegd
additional information to classify among differetypes
anomaly (worms, DoS attack. Port scanning) .We icdens
two classes of distribution i) flow header featu¢és address,
ports, and flow sizes) ii) behavioral features (thember of
distinct destination / source address that a hostntunicates
with) [14]. The anomaly detection system discussedhis
paper is based on by analyzing the change in entstbpbove
two traffic distributions.

Our objective in this paper is to design an attdekection

system based on entropy and packet rate to detBadSD
attack. We use normalized entropy which calculétesover

all probability distribution in the captured flown iour

algorithm to get more accurate result.

4. PROPOSED ENTROPY BASED DETECTION

TECHNIQUE

Shannon’s Entropy [15] based approach is used foo®
attack detection. entropy is a measure of the taiogy in a
random variableor in this case data coming over the
network. The Shannon’s function is a useful toolr fo
inspecting a similarity and distribution of traffi;n the
inspection time frame. When denial-of-service ds$agccur in
the observation window, the entropy of that traffidl drop
noticeably and wecan identify that situation as Mi®»S
attacks. The value of sample entropy lies in raf@jéogn].
The entropy shows its minimum value 0 when allitems (IP
address or port) are same and its maximum vislgie when
all the items are different. The entropy of a randariable X
with possible value§,, x; ... .....x,} can be calculated as
H(x) = — XL, P(x;))logP(x;) 1)

In our proposed DDoS detection algorithm we useopytas
a principal matrix. We use change of entropy offfita
distributions (IP address, port) for DDoS detectidrwe are
interested in measuring the entropy of packets awéque
source or destination address then maximum valueigp3?
for ipvd4address [9]. If we want to calculate entropver
various applications port then n is the maximum bemof
ports. Herep(x;) wherex; € X is the probability thak takes
the valuex;. Suppose we randomly obseXdor a fixed time
window w, the®(x;) = m;/m, wherem,; is the frequency or
number of times we observe X taking the vakjee. m =

i=1 M
H(X) = — 2, (m;/m) log(m;/m)(2)
If we want calculate probability of any source MA@dress
then,

mi = number of packets with xi as source MAC adslsd
m = total number of packets
Number of Packets with x; as source
P(x;) =

Total number of packets

Here total number of packets is the number of packeen for
a time window T.

Normalized entropy calculates the over all
distribution in the captured flow for the time win T.

prohghbil

Normalized entropy = (H/logny)(3)
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Wheren, is the number of distinctvalues in the given time
window.

In a DDoS attack from the captured traffic in timadow T,

the attack flow dominates the whole traffic, aseault the
normalized entropy of the traffic decreased in ¢edeable
manner. But it is also possible in a case of maskagitimate
network accessing. To confirm the attack we havegain
calculate the packet ra{®,) of suspected flow. Here flow is
packages which share the same destination addoesslip
this mechanism we have taken one assumption that th
attacker uses same function to generate attackepmcikt
“zombies”.

Total No. of packets coming from
same MAC address(Ty)

P, =
re () Total number of packets (T)

4

The steps in our proposed DDoS detection algoritme
described below.

Algorithm 1 : DDoS Detection Algorithm

1: Collect sample flows for a time window T on the
edge routers.

2:Calculate router entropi(X) = — XL, P(x;) log P(x;)
3: CalculateNE = (H/log ny)where, NE = normalized
router entropy.

4: If NE < threshold(6,), identify the suspected attack
flow.

X

5: Calculate the packet rag,(x) = ((T—) of the suspected

)
flow inthat router
6:1f Pr¢(x) < threshold(8,), it is a DDoS attack.
Else legitimate traffics.

7: Generate alarm and Discard the attack flow.

5.EXPERIMENT AND RESULT

Section 5 provides the experiment and results ofapproach
to detect distributed denial-of-service attackse Blystem can
detect the attack by using an entropy detectionhatkt
because the value drops significantly from theestoprofile

once the DoS/DDoS attacks occur in the system. Béeroe

that most DoS attacks immediately decrease themntf the

overall system. A prototype of the proposed systes been
implemented and evaluated on an real base system.

Experimental Setup: Fig-2 shows the experimentalipse
experiment includes 3 source, 1 intermediate reuterd 1
destination node. Out of which 3 source nodes Zescate
legitimate users and 1 node is attacker. The baittiwof
legitimate traffic is set constant.

Userl

E N

N

User2 2
hg.__ A

y =

e

KN

Server

Fig-2: Experimental setup

The goal of our experiments is to assess the stgftaif our
approach and the performance of the protectioresyst

5.1 UDP Attack:

UDP is a bandwidth depletion attack. Attacker cones the
network bandwidth with unwanted UDP traffic so that
legitimate user cannot send packets to destin&tlertraced
no of packets received in every 1 second inteR@tformance
metrics used is Network Utilization.

Experiment 1: UDP attack with 2 legitimate user ahd
attacker: Suppose node A3 is the attack sourcenadd Al
and A2 are legitimate users and n@jeis the victim. All the
three users sending packets to specified destmatio
Experiment lasts at 6 second. We traced numberaokgis
received in a fixed time window T.Table-1 shows trered
data in 6 seconds. The router entropy is calculatarding

to Eq. (2), and the normalized router entropy isngpe
calculated using Eqg. (3). Table-2 shows the nowmedli
entropy calculation for experiments.

Table1: Traced data

Times in| Number of attack Number of
Second | packets received | legitimate packets
received
0-1 80 63
1-2 80 65
2-3 699 150
3-4 766 125
4-5 700 100
5-6 615 80

Table-2: Normalized entropy calculations

Time in Second Normalized Router Entropy
0-1 0.98

1-2 0.99

2-3 0.535

3-4 0.45

4-5 0.51

5-6 0.76
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Captured flow for every source is shown in Tablesen
NE=0.535.

Table-3: Traced Data when NE=0.535(UDP attack)

Source  Nodeg Destination IP | No.| entropy

with MAC of
address pac

kets
38-60-77-50- 192.168.0.45 | 70 | 0.29

b0-92

00-1c-c0-83-b7-| 192.168.0.45 | 80 | 0.32
8

70-71-BC-BE- | 192.168.0.45 | 699 | 0.23

11-9B

Here router entropy = 0.29+0.32+0.23= 0.84
no = 3

Normalized router entropy NE = 0.84/ log2 3 = 0.535

The above data are taken practically for Edge Rouethe
above case one flow dominates the whole traffia sssult the
normalized entropy decreases. If the threstiglds perfect,
suppose 0.94 for the above example, it will tréatvfcoming

from nodeA; with MAC (70-71-BC-BE-11-9B) as suspected

flow. After which the packet rate is being calcethfor every
suspected flow. While the packet rates of differéotvs

exceed the threshdig i.e.150 packets/second, the attack is

confirmed and attack flow is discarded. All the wabo
calculations are based tug,.

We consider 2 situations in our experiment to eatauthe
performance of our proposed algorithm. In the fgistiation,
we start with 2 legitimate users and 1 attacker stndy how
the system performance is being degraded. In tlvense
situation we examine the system for 2 legitimatersisnd two
attackers.

The graph in Fig-3 depicts the effect of DDoS &tadth 2

legitimate users and 1 attacker. It shows numbérattack
packets as well as legitimate packets with resfmiche. The
graph in Figure 4 shows the network utilization3senders
with 1 attacker. It shows number of packets/secuuith

respect to network utilization.
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& 400 | traffic
2 300 .
O I —l— Attack traffic
S 200

100 —‘%‘ﬁ*

0 T T T T T 1
1 2 3 4 5 6
Time in Seconds
Fig-3: Effect of UDP attack
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Fig-4. Threesenders with 1 attacker

The graph in Fig-4 shows the Network utilizationdo$enders
with 2 attackers. It shows the packet rate withpees to
network utilization.
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Fig-5: Foursenders with 2 attackers
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52HTTP GET Flood Attack

We traced no of HTTP GET request received in every
second interval.We have taken two examples usiggd-how
the detection scheme works. Suppose node Al isttlaek
source and node A2and A3 are legitimate users add B1 is
the victim. Based on the DDoS detection algorithiow$
coming from all the client nodes will first captdrby router 1
Suppose at router 1, we have captured flows asdiv&ig-6
which shows the legitimate traffic as well as dttaaffic with
respect to time in a fixed time window T. The rawtatropy is
calculated according to Eq. (2) and the normalizedter
entropy is being calculated using Eq. (3).Tablehdvss the
Normalized entropy calculations and Table-5 shdwesttaced
data when NE=0.81

Table-4: Normalized entropy calculation

Times in Second Normalized Router Entropy
0-1 0.71
1-2 0.86
2-3 0.63
3-4 0.67
4-5 0.81

Table-5 Traced Data when NE=0.81

Source Nodeg Destination | No.of entropy
with  MAC | IP request
address

38-60-77-50- | 192.168.0.45 217 0.41
b0-92

00-1c-c0-83- | 192.168.0.45 74 0.47
b7-f8

70-71-BC- 192.168.0.45 49 0.40
BE-11-9B

Here router entropy = 0.41+0.47+0.40= 1.28 apd- 3
Normalized router entropWE = 0.84/log,3 =0.811

The above data are taken practically for Routerthé above
case one flow dominates the whole traffic as a lrethe
normalized entropy decreases. If the threshold pegect,
suppose 0.94 for the above example, it will tréatvfcoming
from node A3 with MAC(70-71-BC-BE-11-9B) as suspatt
flow. After which the packet rate is being calcathfor every
suspected flow. While the packet rates of differéotvs
exceed the threshold, i.e. 150 p/s, the attack is confirmed
and attack flow is discarded.

250

200 l l
€
3 150 —&—Legitimate
O packets
% 100
3 =— Attack
3 50 - packets

O T T T T 1
1 _2 3 4 5
Time in Seconds

Fig-6: Traced data

The graph in Fig-7 shows the Heap utilization o$ehders
with 1 attacker. It shows packet rate with respectHeap
Memory utilization in %.The graph in Fig-8 shows thleap
utilization of 4 senders with 2attacker. It showacket rate
with respect to Heap Memory utilization.
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Fig-7: three senders with 1 attacker
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Fig-8: four senders with 2 attackers
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CONCLUSIONS

In this paper we discussed different types of Dat&cks that
could exploit network and related detection straggand
introduces an alternative technique to detect derfiservice
and distributed denial-of-service attacks by ugagket rates
and packet address entropy-based technique. Asilveake
the detection thresholgl, as0.94 then, the proposed anomaly
detection system can detect DDoS attack trafficth waigh
detection rate and without any false positive kefaraching
the victim and taking thresholdl, as 150 p/s then, proposed
system can achieve the efficient use of Networlzation in
case of UDP attack and Heap Memory utilization ase of
HTTP Get flood attack. we plan to test our approadth
other kinds of DoS/DDoS attacks in the future work.
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