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Abstract

Today security is an important thing when we nemdransmit data from one location to another saféty this paper we are
proposing an empirical model of secure data trarssion technique with a hybrid approach of Cryptqdng Stegnography and
rotational analysis. In the initial phase, datagacrypted with DES algorithm with the help of Sms$iey which is generated by the
Diffie-Hellman Key exchange Algorithm. In the setqiase Cipher Data is hidden into the cover imadeSB to form the stego
image, by considering security as the optimal siégcparameter. In the third phase, the Stego imagetated with specific angle. At
the receiver end, the image is de-rotated and ipleet information from the LSB is retrieved and tigher information is decrypted
with session keyrhis scheme achieves lossless recovery andiisudtifio decrypt by the attackers
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1. INTRODUCTION

Cryptography is the method that allows informatiorbe sent
in a secure form in such a way that the only rezreis able to
retrieve the information. Now-a-days, cryptograptas many
commercial applications. It provides high levelpoivacy for

individuals and groups. However, the main purpod¢he

cryptography is not only to provide confidentialibyut also
provide solutions for other problems like: dataerity,

authentication, non-repudiation. Presently cordirsu
researches on the new cryptographic algorithmsyaireg on.
However, it is very difficult to find out the spéici algorithm

they must consider various factors like: secutity features
of algorithm, the time complexity and space comipjex

Visual Cryptography (VC) is a new technique of

cryptographic scheme, which can decrypt encryptedges
without any mathematical computations but with btedp of
Human Visual System (HVS). Visual cryptography estle
has many applications like secret sharing schemeyi@ht
protection, Halftoning process and Watermarkinger€hare
various schemes of Visual
Cryptography scheme can also be used for authénticand
identification process
identification)[11].

Steganography is the art and science of invisible
communication. This is accomplished through hiding

information in other information, thus hiding theistence of
the communicated information. The word steganograish
derived from the Greek words “stegos” meaning “cbwaand
“grafia” meaning “writing” , defining it as “covetewriting”.

Cryptography.  Visual

(visual authentication and

In image steganography the information is hiddeciusively
in images [8].

The main feature of the encryption/decryption pssce
implementation is the generation of the encryptiey. Our
hybrid approach achieves the optimal security durihe
transmission of data over the network. Due to theeels of
security, cipher text cannot be decrypted andithe tequired
to break the cipher to plain is more.

Our approach follows the conversion of plain textcipher
text, hiding the cipher information in the imagexgls and
rotating the image with the required or specificglanto
prevent the unauthorized access over the netwdrk [5

The main difference between Cryptography and stgigphy
is, Cryptography is a process of converting a plkaixt to
cipher text where as Stegnography is a processdaichthe
data into the cover medias [3]. Image rotationagwes our
security feature by integrating with our previotsgnography
because of the noise factors we regularized ourcapp to
few specific angles of rotation of pixels in theaige.

2. RELATED WORK

As our initial research starts with the differeypiés of attacks,
mainly classified as Active attacks (Interruptiompdification,

fabrication) and passive attacks(Interception) myrrithe

transmission of data, Cryptography introduced toveot the
formatted text to unformatted text through the wasi

cryptographic algorithms[1][2].
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Now-a-days hackers and attackers are also veryligamiith
cryptanalysis(cracking of ciphers or unformattecktsso
cryptography may not resolve the problem of segutdter
stegnography is introduced for hiding the data th® image,

which is a simple implementation issue and humae ey

undetectable changes are seen. In this processonsder

these two parameters i.e., cover image and the agesare

embedded and form the stego image. Even thouglousri
cryptography and stegnographic approaches are ajma|

security is still an importantant research issu¢him field of

network security [6][7].

Here we are introducing a new approach that usemem
rotational analysis along with the cryptographic dan
Stegongraphic techniques.

In the traditional process of visual cryptograptgta can be
added to the Cover image to convert it into stagage and
the stego image can be divided into number of eshato
retrieve the data, we need to combine the shahnese tis a
noise issue during the data retrieval. In our agghcthere is
no issue of noise during the stego image conversiaturing
image rotation.

3. PROPOSED MODEL

We are proposing a hybrid approach with both crgrphy
and rotational visual cryptography for secure degtasmission
over the network. In our approach, initially thexder converts
the plain text to cipher text with Data Encrypti&@tandard
(DES) algorithm. The reason to choose DES and &®iffi
Hellman algorithms in our paper is, DES is mosttified
algorithm than the many traditional cryptographigoaithms.
Implementation of DES is not complex and it is fast
hardware and relatively fast in software. But tHeSrequires
a 56-bit session key for the process of encryptam
decryption, which can be achieved by the Diffiedhhan key
exchange protocol. After the session key generatibe
sender converts the plain text to cipher text bySCHgorithm
with the key generated by the key exchange prot(iffie-
Hellman)[10]. It is one of the most efficient Symime key
approach. No individual user can create the seskmn
without using the other half part of the receiversender.
Diffie-Hellman ephemeral key exchange provides eurf
forward secrecy. Computational complexity is lowridg the
key calculations and not much expensive. The cowage is
selected and is converted into binary format aedccthher text
is embedded into the LSB of the binary format of thhage
which forms the stego image. The stego image stedtby
some specific angle and is sent to receiver. Therse
process is done at the receiver end. The recedssives the
rotated image and the encrypted angle with the ssession
key exchanged by Diffie-Hellman key exchange protothe
entire process is shown in architectural Fig-1.
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Fig-1: Architecture

4.L.SB APPROACH

LSB (Least Significant Bit) substitution isthe pess of
adjusting the least significant bit pixels of threarer image. It
is a simple approach for embedding message andrihge.
The Least Significant Bit insertion varies accogito number
of bits in an image. For an 8 bit image, the ledgificant bit
i.e., the 8th bit of each byte of the image is gehwith the
bit of cipher text. For a 24 bit image, the colark each
component like RGB (red, green and blue) are clinigéB
is effective in using BMP images since the compogssn
BMP is lossless [4].

5.ROTATIONAL ANALYSIS

Rotational Analysis is a new approach where theganes
rotated with an angle instead of sending it digecth our
approach, after hiding the data in the image, ribiated with a
specific angle by the sender and is sent to theivec The
angle is transmitted in encrypted format usinggbssion key
generated by Diffie-Hellman Key Exchange Algorithim.the
reverse process, receiver decrypts the angle aad of
900,1800,2700, de-rotates the image with the sangea
extracts the cipher information from the stego iméce., least
significant bits of the pixels of image) then cortgehe cipher
information to plain text with the DES algorithmllfawed by
the key generated with Diffie- Hellman Key Exchange
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6. EXPERIMENTAL RESULT

Fig-2 shows the plain text , Fig-3 shows the cipeat, Fig-4
shows the binary text, Fig-5 shows the cover imbhgtore
embedding data into it, Fig-6 shows the stego in{age after
data embedding) and Fig-7 shows the rotated imadellaws

hell & >0

Fig-2: Plain Text Fig-3: Cipher text

00000001110011000000000001101000000000000111100000000011
11100000000011111110000000111100110000000000011010000000
10100010

Fig-4: Binary Text

Fig-3: Cover bnage Fig: Stego Inage

Fig-T: Rotated lmage

While in the reverse process, we derotate the invége the
specific angle and retrieve the cipher informatioom the
LSBs of the stego image to retrieve the final cawesige and
plain text.

CONCLUSIONS

We are concluding our research issue with empiapairoach
of data hiding through rotational visual cryptodmgp Our
experimental result shows an efficient performamesults
than the traditional approach with hybrid mechanisin

cryptography, stegnogrpahy and  rotational  visual

cryptography.

FUTURE SCOPE

* We can enhance our approach by using the advanced
cryptographic  algorithms  like  AES, but
Computational complexity is the major issue with th
advanced algorithms.

e We designed our architecture with some specific
static angles, we can enhance our system by
providing the flexibility of rotation of image witany
angle.

* We can also enhance our approach with ellipticeurv
key exchange Algorithm for more secure session key
generation.
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