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Abstract
A mobile ad hoc network (MANET) is a dynamic wireless network that can be formed without any fixed and preexisting infrastructure
in which each node can act as a router. In MANET, both legitimate as well as malicious nodes are there. In this paper, the current
security issues in MANET are investigated. Particularly, we have examined different routing attacks, such as blackhole,
imper sonation, wormhole etc. These attacks are the major problemin MANET because of different factor in MANET.
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1. INTRODUCTION

The ad hoc networks provide ubiquitous connectivifyhout
the need of fixed infrastructure [1]. This make®rnh very
suitable choice when the communication has to lmviged
temporarily such as in case of battle field, disakit area or to
create a network between members of an interimpgrBuch a
network is composed of mobile nodes which are pedidry the
battery. Therefore energy is a precious resourncalfdhe nodes
participating in the communication process and tkabe used
very carefully spent by every node who intendstay slive in
the network. The communication in the ad hoc netwakes
place using the concept of forwarding where a svaade sends
a packet to a far off destination node using intgiate relay
nodes. This mechanism of transmission through netethe leads
to the better connectivity and lower cost of powansmission
than in case of direct transmission over largeadis.

Since the traffic in an ad hoc network is throulgl telay nodes
hence it is desirable that every node participaitinthe network
faithfully forwards the packets which it receivad s meant for
some other node as destination. If such cooperatigaceived
from every node in the network it would be an idsi#diation.

But like all other aspects of real life here alBe tonditions are
not ideal and there exists non cooperative nodéseémetwork.
These nodes may have two reasons for their nonecatipn:

malicious attitude or selfish attitude [2]. The romEus attitude
of a node can be due to the opponent’s interventionhe

network where it intends to sabotage the netwotkiiac The

selfish attitude may be due to the various reasehgre

legitimate node in the network starts avoiding fbevarding

activity due to its current low power status offdels so over
utilized in the forwarding activity and it fearsatht will drain so

much power that it will not have enough energy &mds or

receive its own packets in the future.

2. ATTACK CHARACTERISTICS

Dynamic topology, distributed operation, and reseur
constraints are some of the unique characterigtatsexist in the
ad hoc networks, which inevitably increase the gtdbility of
such network. Many characteristics might be usedlassify
attacks in the ad hoc networks. Examples wouldunhellooking
at the behavior of the attacks (passive vs. active) source of
the attacks (external vs. internal).

2.1 Passive vs Active Attacks

Passive attacks are launched to steal valuablenmation in the
targeted networks. Examples of passive attacks dnhac
network are eavesdropping attacks and traffic amalgttacks.
Detecting this kind of attack is difficult becauseither the
system resources nor the critical network functioase
physically affected to prove the intrusions [3]. M¢hpassive
attacks do not intend to disrupt the network openst active
attacks on the other hand actively alter the datth whe
intention to obstruct the operation of the targetemtworks.
Examples of active attacks comprise actions sucmessage
modifications, message replays, message fabricatiord the
denial of service attacks.

2.2 External vs. Internal Attacks

External attacks are attacks launched by advessati® are not
initially authorized to participate in the netwodperations.
These attacks usually aim to cause network corgesdtienying
access to specific network function or to disrupé twhole
network operations. Bogus packets injection, deafaervice,
and impersonation are some of the attacks thatuatelly
initiated by the external attackers.

More severe attacks in the ad hoc networks mightectxom the
second source of attacks, which is the internalchtt Internal
attacks are initiated by the authorized nodesengtworks, and
might come from both compromised and misbehavirdgsao
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Internal nodes are identified as compromised noifleghe

intruder may even be able to reconfigure the neivswr that

external attackers hijacked the authorized intenoales and are other attackers can (more) easily join or he cordchove

then using them to launch attacks against the adnletworks.
Security requirements such as authentication, denfiality and
integrity are severely vulnerable in the ad hoavoeks with the
compromised internal nodes because communicatigs ksed
by these nodes might be stolen and passed to tiee adlluding
attackers. On the other hand, nodes will be claskifas
misbehaving if they are authorized to access thstesy
resources, but fail to use these resources in aheyshould be
[4]. Internal nodes might misbehave to save thainitéd

resources, such as the battery powers,
capabilities, and the communication bandwidth. éktathat are
caused by the misbehaving internal nodes are diffto detect
because to distinguish between normal network riedluand
misbehavior activities in the ad hoc networks isameasy task.

3. SECURITY ATTACKS

Routing is one of the most vital mechanisms in #tke hoc
networks. Improper and insecure routing mechanigitisnot

only degrade the performance of the ad hoc netwdrls will

also render such networks vulnerable to many sgcatiacks.
Most of the attacks is on the message, which id tsestablish
and maintain relationships between nodes in thevorés.

Attacks against the routing messages could be Fmechin many
forms and may include all the characteristics dbedrearlier.
Information or messages could be deviated from ritbemal
operation flow using modification, interceptionterruption or
fabrication attacks.

In a more severe case, attackers also might useaniination
of these attacks to disrupt the normal informaflow. As far as
our concern, this study is the first to addresaussc attacks
against the ad hoc networks routing messages.

3.1 Modification

In a message modification attack, attacker makesesthanges
to the routing messages, and thus endangers tgritytof the
packets in the networks. Since nodes in the adnebmorks are
free to move and self-organize, relationships amoades at
some times might include the malicious nodes. Theskcious
nodes might exploit the random relationships in nieévork to
participate in the packet forwarding process, aterllaunch the
message modification attacks. Examples of attalcls ¢an be
classified under the message modification attack®

impersonation attacks and packet misrouting:

3.1.1 Impersonation Attacks

Impersonation attacks are also called spoofingclksdtaThe
attacker assumes the identity of another node énnitwork,
thus receiving messages directed to the node dsfakisually
this would be one of the first steps to intrudeswork with the
aim of carrying out further attacks to disrupt agEm.
Depending on the access level of the impersonatet®,nthe

the progessi

security measures to allow subsequent attemptsvafsion. A
compromised node may also have access to encryiggand
authentification information. In many networks, aalitious
node could obstruct proper routing by injectingséalrouting
packets into the network or by modifying routingoirmation

[5].
3.1.2 Packet Misrouting Attacks

In a packet misrouting attack, malicious nodes utraraffic

from their original path to make them reach the mgo
destinations. Attackers might misroute a packemtke it stay
in the network longer than its lifetimes, thus rendt to be

dropped from the network. As a result, the soumdemeeds to
retransmit the lost packets and this will consumerem
bandwidth, as well as increasing the overheadem#tworks.

3.2 I nterception

Attackers might launch the interception attacks get an
unauthorized access to the routing messages thatahrsent to
them. These kinds of attack jeopardize the intggat the
packets because such packets might be modifiedrebdfeing
forwarded to the next hop. Besides, the intercegiadkets
might also be analyzed before passed to the déstinghus
violating the confidentiality. Examples of attacksat can be
classified under the interception attacks are walmlattacks
and black hole attacks

3.2.1 Wormhole Attacks

In the wormhole attacks, a compromised node inatiehoc
networks colludes with external attacker to creatghortcut in
the networks. By creating this shortcut, they cotridk the
source node to win in the route discovery process later
launch the interception attacks. Packets from thése
connections to create the fastest route from sotocehe
destination node. In addition, if the wormhole n@densistently
maintain the bogus routes, they could permanerglyydother
routes from being established. As a result, therinediate
nodes reside along that denied routes are unalgartizipate in
the network operations.

3.2.2 Black hole Attacks

a|n this attack, malicious nodes trick all their gi#horing nodes

to attract all the routing packets to them. Ashe twvormhole
attacks, malicious nodes could launch the black latlacks by
advertising themselves to the neighboring nodebaagng the
most optimal route to the requested destinationswever,
unlike in the wormhole attacks where multiple dters
colluded to attack one neighboring node, in theclblhole
attacks, only one attacker is involved and it tteesa all its
neighboring nodes.
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3.3 Fabrication

Instead of modifying or interrupting the existinguting packets
in the networks, malicious nodes also could fateicheir own
packets to cause confusion in the network operstidrhey
could launch the message fabrication attacks kBciimg huge
packets into the networks such as in the sleepivdgmn
attacks. However, message fabrication attacks ate only
launch by the malicious nodes. Such attacks alsgghtméome
from the internal misbehaving nodes such as in rhete
salvaging attacks.

3.3.1 Sleep Deprivation Attacks

This kind of attack is actually more specific t@ tmobile ad hoc
networks. The aim is to drain off limited resouraeshe mobile
ad hoc nodes (e.g. the battery powers), by corgtambhkes
them busy processing unnecessary packets. Iniagquibtocol,
sleep deprivation attacks might be launched by dilog the
targeted node with unnecessary routing packets.ifance,
attackers could flood any node in the networks egding a
huge number of route request (RREQ), route regREEP) or
route error (RERR) packets to the targeted node Fesult, that
particular node is unable to participate in the tirg
mechanisms and rendered unreachable by the othesrio the
networks.

3.3.2 Route Salvaging Attacks

Route salvaging attacks are launched by the greetynal
nodes in the networks. In a mobile ad hoc netwtir&re is no
guarantee that each transmitted packet will subdbsseach
the desired destination node . Packets might nathrethe
destination node because of the natural netwohlkrés or might
be under attacks by the adversaries. Thereforsaliage their
packets from such failures, misbehaving internaflesomight
duplicate and retransmit their packets althouglserding error
messages received. The effects of the route salyagfitacks
might be more severe if there are many greedy naudbe
networks. Besides draining off more resources terinediate
and destination nodes, this attack might also -catlse
consumption of unnecessary bandwidth.

3.4 Interruption

Interruption attacks are launched to deny routirggsages from
reaching the destination nodes. Adversaries couoldthis by

either attacking the routing messages or attackiireg mobile
nodes in the networks. Actually, most of the attalelunched in
the modification, interception, and fabricationaalts are aimed
to interrupt the normal operations of the ad hotwoeks. For
instance, adversaries aiming to interrupt the abdity service
in the networks might destroy all paths to a pat#c victim

node by using the message modification attacksa message
fabrication attack, adversaries could overload rieewvorks by
injecting huge unnecessary packets. Examples aflsttthat
could be classified under the interruption attacksegory are

packet dropping attacks, and laok

cooperation attacks.

flooding attacks,

3.4.1 Flooding Attacks

Adversaries also might interrupt the normal operetiin the
packet forwarding process by flooding the targededtination
nodes with huge unnecessary packets. Nodes uneldlotding
attacks are unable to receive or forward any pattket all the
packets directed to them will be discarded fronwoek.

3.4.2 Lack of Cooperation Attacks

Lack of cooperation from the internal nodes toipgrate in the
network operations can also be seen as an attenptumch a
refusal of service attack. In such attacks, intemades are
discouraged to cooperate in the network operatibasdid not
benefit them because participating in such operatigill drain
off their resources. Misbehaving internal nodes hnigise
different strategies to save their limited resosrcEhey might
refuse to forward the other node’s packets, notl deeck the
route error report to the sender when failing tavérd packets,
or might turn off their devices when not sendiny aacket in
the networks.

CONCLUSIONS

In this paper, one can see that there are sevdtatka
characteristics that must be considered in desigaity security
measure for the ad hoc network. By investigating th
characteristics and variations of the attacks,aamemake a long
list of attacks that could be launch against thénacl networks.
However, since this study is focusing on the vwdbdities of
the ad hoc networks routing protocols, only somthefcommon
attacks that could be launched against the ad hetewonk
routing protocols have been investigated. Fromirthestigation,
we identified that most of the common attacks agjaime ad hoc
networks routing protocols are actually launchedebploiting
the routing messages. From there, we further ¢lasdtacks
against the routing protocols based upon the teclesi that
could be used by the attacker to exploit routingssages. In a
future work, several security solutions that haeerbproposed
to secure routing protocols will be investigated athassified
based on this classification. The investigation| wilclude
various techniques that might be employed in ptotge
detecting, and responding to the attacks against riuting
message.
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