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Abstract
Data security and Access control is a challengiegearch work in Cloud Computing. Cloud service sisgrioad there private and
confidential data over the cloud. As the data @sferred among the server and client, the data ise protected from unauthorized
entries into the server, by authenticating the lssand provide high secure priority to the data. tBe Experts always recommend
using different passwords for different logins. Axoymal person cannot possibly follow that advioe amemorize all their usernames
and passwords. That is where password managers aoniéhe purpose of this paper is to secure datenfrunauthorized person

using Security blanket algorithm.
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1. INTRODUCTION

Cloud computing is a paradigm of computing, a neay \of
thinking about IT industry but not any specific ieology. It
is a paradigm shift whereby details are abstraftech the
users who no longer need knowledge of, expertiseoin
control over the technology infrastructure "in ttleud" that
supports them.

The main concept of cloud computing services ig thase
services are carried out on behalf of users hétliware that
the customers do not own or operate. The user sngaita to
the cloud, the data are processed by the cloudcsepvovider
according to the instructions of the user, and dhéut is
delivered back to the user.

1.1 Service Models

The cloud computing service models are Software &srvice
(SaaS), Platform as a Service (PaaS) and Infrastei@s a
Service (laaS). In Software as a Service modelreanmade
application, along with any required software, @pieg
system, hardware, and network are provided. In PaaS
operating system, hardware, and network are prdyiaied the
customer installs or develops its own software and
applications. The laaS model provides just the Wward and
network; the customer installs or develops its aperating
systems, software and applications.

1.2 Cloud Services

Cloud services are typically made available via ravgpe
cloud, community cloud, public cloud or hybrid ctbu
Generally speaking, services provided by a publud are
offered over the Internet and are owned and operhtea

cloud provider. Some examples include services @iatethe
general public, such as online photo storage sesyie-mail
services, or social networking sites. However, ises/ for
enterprises can also be offered in a public cloud.lprivate
cloud, the cloud infrastructure is operated sofetya specific
organization, and is managed by the organizatioma ohird
party. In a community cloud, the service is shdrgdeveral
organizations and made available only to those ggoiThe
infrastructure may be owned and operated by the
organizations or by a cloud service provider. Arigylzloud is
a combination of different methods of resource maplfor
example, combining public and community clouds).
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1.3 Security

Security refers to confidentiality, integrity andadability,
which pose major issues for cloud vendors. Confidéty
refers to who stores the encryption keys - datenfoompany

A, stored in an encrypted format at company B nieskept
secure from employees of B; thus, the client compmould
own the encryption keys. From the perspective ofada
security, which has always been an important asgfegptiality

of service, Cloud Computing inevitably poses newaliemging
security threats for number of reasons. Traditional
cryptographic primitives for the purpose of datacusiy
protection cannot be directly adopted due to thersidoss
control of data under Cloud Computing. Therefore,
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verification of correct data storage in the cloudisinbe
conducted without explicit knowledge of the whobdal

Recently, the importance of ensuring the remota ddegrity
has been highlighted by the following research wdid—[2].
These techniques, while can be useful to ensurestitrage
correctness without having users possessing daanot
address all the security threats in cloud datagmrsince they
are all focusing on single server scenario and rmbgtem do
not consider dynamic data operations.

2. LITERATURE REVIEW

While coming with this paper we had visited manya#racale
industries and companies those are recently usingdc
services for outsourcing there confidential datarahe cloud
and are suffering with some problems while exchagdieys
and accessing the services. They are also worledtahe
recent security techniques, which are currentlyilabvke. For
this paper we have refer the technical paper omurgebata
Access over Cloud Computing and Secure Data Acoess
Cloud Computing.

Data outsourcing in Cloud Computing is fast becamin
economically viable for large enterprises. In fiuis, data
outsourcing is ultimately retrieving user’'s contosler its own
data and does not provide any assurance on dagritgtand
availability. On behalf of cloud user, a third pasuditor
(TPA) who has resources and experience that adosss not
have can be emplaced to audit the integrity of dadata
storage. But user data privacy is still exposed TdPA, which

is required to be secured against unauthorizechtgak

Wang and Sherman et al. [3] have proposed a pabhliiting
system of data storage security by developing &apyi
preserving auditing protocol. By which auditor candit
without having knowledge of user’'s data contentang/and
Sherman also proposed a batch auditing protocolravhe
multiple auditing tasks from different users canpeeformed
simultaneously by a TPA. A public auditing schermasisting
four algorithms (KeyGen, SigGen, GenProof, Verifysf)
has been used. KeyGen is run by the user to stiteugcheme.
SigGen is used to generate verification metadagmP®oof is
executed by Cloud Server to provide a proof of ddtaiage
correctness. VerifyProof is run by TPA to audit greof from
Cloud Server.

“Enabling Public Vefiraibility and Data Dynamicsrf§torage
Security in Cloud Computing (2009)” describes thatoud
Computing has been envisioned as the next generatio
architecture of IT Enterprise. It moves the appi@asoftware
and databases to the centralized large data centbese the
management of the data and services may not bg full
trustworthy. This unique paradigm brings about mawey
security challenges, which have not been well ustded.
This work studies the problem of ensuring the iritggf data

storage in Cloud Computing. We first identify thiéidulties
and potential security problems of direct extensiafith fully
dynamic data updates from prior works and then show to
construct an elegant verification scheme for sessnle
integration of these two salient features in oatqeol design.

Achieving Secure, Scalable, and Fine-grained Dataess
Control in Cloud Computing

This paper proposed some services for data secarity
access control when users outsource sensitivefalasharing
on cloud servers. This paper addresses this clgatigropen
issue by, on one hand, defining and enforcing acpeticies
based on data attributes, and on the other haondiatj the
data owner to delegate most of the computatiorstaslolved
in fine grained data access control to untrusteddlservers
without disclosing the underlying data contentsisTdtheme
enables the data owner to delegate tasks of dktardi
encryption and user secret key update to cloudesemwithout
disclosing data contents or user access privilag@mation.
This goal can be achieved by exploiting and uniguel
combining techniques of attribute-based encrypt(8BE),
proxy re-encryption, and lazy re-encryption [4].

3. PROBLEM STATEMENT

Authentication is the process of determining whemeone
or something is, in fact, who or what it is decthte be. In
private and public computer networks (including thiernet),
authentication is commonly done through the usdogbn
passwords. Knowledge of the password is assumed to
guarantee that the user is authentic. Each usesteey
initially (or is registered by someone else), usamgassigned
or self-declared password. On each subsequentthesajser
must know and use the previously declared passwiind.
weakness in this system for transactions that Eyeificant
(such as the exchange of money) is that passwamioften
be stolen, accidentally revealed, or forgotten.

3.1 User:

User, who have data to be stored in the cloud elydaon the
cloud for data computation, consists of both indiisl
consumer and organization and want access to slewetr for
doing job with effect of Security blanket algorithm

3.2 Cloud service provider (CSP):

Cloud service providers offer cloud solutions, lidoogle
Apps, that are delivered electronically over theerinet.
Unlike a managed service provider, cloud serviewigiers do
not sell or install hardware — everything they offe stored
online and accessible securely from anywhere. Taerenany
advantages to working with a cloud service provitike
Cloud Sherpas when switching from your old email an
collaboration software.
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3.3 Authentication Service AS:

An authentication service that knows the passwoéwalaisers
and stores these in a centralized database ini@ddibhe AS
shares a unique secret key with each server.
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Figure 1. Authentication using Security blanket algorithm

4. PROPOSED METHOD

Security blanket algorithm is a new password manalget
can best be described as a mix of Roboform andPiast
With Security blanket algorithm users have the igbito
securely store their logins. These logins can thenkept
locally on your computer only or synced with yousc8rity
blanket algorithm account and accessible on anypcoen or
device that you install Security blanket algorithon.
Currently Windows, Mac OS X, Android, and iOS are
supported by Security blanket algorithm so with #hec
feature you could potentially have your logins owery
computer or device you use.
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Figure 2: Security blanket algorithm Server-AWS

All communications between the Security blanketoatgm
application and the Security blanket algorithm sesvare
secured with HTTPS. HTTPS connections on the clgdé
are performed using OpenSSL.

The HTTPS communications between Security blanket
algorithm application and Security blanket algarith servers
are using SSLv3, TLS_RSA_WITH_AES_256_CBC_SHA
connections.

SSL protocol main steps are as follows:

» The client and the server negotiate to choose ¢lsé b
cipher and hash algorithm available on both sides.

» The server sends his digital certificate.

e The client verifies the certificate by contacting a
Certificate Authority.

 The client encrypts a random number with the
server’s public key, and sends it to the server.

* The server decrypts this number, and both sides use
this number to generate a symmetric key, used to
encrypt and decrypt data.

Finally, communication between the Security blanket
algorithm Browser Plug-in and the Security blan&igiorithm
Application is secured using with AES 256 with BpenSSL
library:

* A 32 bytes salt is generated using the OpenSSL
RAND_bytes function (ciphering) or reading it from
the inter process message (deciphering) The Sgcurit
blanket algorithm Private Key is used, with thé,sa
to generate the AES 256 bit key that will be usad f
(de)ciphering. This generation is performed ushmey t
OpenSSL EVP_BytesToKey, using SHAL, with 5
iterations.

 The 32 bytes initialization vector is generatedhwit
the OpenSSL EVP_BytesToKey function, using
SHA1 .

* Then, the data is (de)ciphered using CBC mode.

* When ciphering, the salt is written on inter praces
message.

5. IMPLEMENTATION

» Allows users to store unlimited logins (usernames
and passwords).

 Logins can be sorted into specific categories, e.g.
email or social media.

« Has excellent browser integration — supports
Firefox, Chrome, and Internet Explorer.

* In addition to logins, users can store credit card
numbers, bank accounts, contacts, social security
numbers, tax ids, and more.

« UPDATE: It looks like notes are only available in
Premium (paid version) now.
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* Has an optional built-in receipt tracker to helpuyo
keep track of your purchases, online or offline.

» Has a built-in tool that tells you how strong your
passwords are.

e Can generate random passwords.

* Secures data with AES 256 encryption.

Has the ability to sync data across Security blaakgorithm
on all computers and devices — Windows, Mac OS X,
Android, and iOS
* Sync is optional — users can opt to keep data dtore
locally only.
« Has the ability to import data from LastPass,
Roboform, KeePass, Password Wallet, 1Password,
Chrome, Firefox, and Internet Explorer.

Has a web version for access to your logins whera at
computer which doesn’t have Security blanket atbami
installed.

6. RESULT AND EVOLUTION

The initial registration for a user follows thelalescribed

Client . :
Client generates Reg|strat|on

new User Device
Key.

It is stored
locally,
encrypted with a
key which
derives from the
User Master

¥
Password
v
?

Storage of:

- User Device
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v

Authentication

Authentication
based on User
Device Key

v v

Figure 3. Authentication flow during registration.

As can be seen in Figure 3, the User Master Padsworever
user to perform Server Authentication, and the okéys
stored on our servers are the User Device keys.

Client ]
Second Device

New device
authentication
HTTPS

User Master Password
Send
Server

by e-mail or SMS generates new

one-time

/ password

new unigue fé One-Time Pwd  + |; User Device
device key Storage of:

Client generates

locally -Hash of new

user device key
User can decrypt

Reenn Response with ciphered user data J

master
password

Figure 4. Two-Factor authentication

When adding a second device, the important pointha
Security blanket algorithm  needs to make sure uber
adding the additional device is indeed the legiterawner of
the account. This is to gain additional protectiorihe event

the user Master Password has been compromised mnd a

attacker who does not have access to his alreadilesh
device is trying to access the account from analkeice.

As shown on Figure 4, when a user is attemptingptnect to
a Security blanket algorithm account on a devieg has not
yet been authorized for this account, Security Kkéan
algorithm generates a One-Time Password (a Totlket)is

being sent to the user either to the email addresd to create
the Security blanket algorithm account initialby, by text

message to the user's mobile phone if the userchasen to
provide his mobile phone number.

In order to enable the new device, the user hamnter both
his User Master Password and the Token. Only #fterTwo-

Factor authentication has been performed will Sgchlanket

algorithm servers start synchronizing the usea datthe new
device. All communication is handled with HTTPS aihe

user data only travels in AES-256 encrypted forfeage note
again that the user Master Password never traositshe

Internet.
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‘ Registration

User choose a login and a strong password

“ User authenticated

Authentication

User enter his login and password

J User authenticated

Even though what goes on in the background duhiegrtitial
registration steps is complex (See Figure 3) agtlhisecure,
the perception by the user could not be simplelrhalhas to

do is to pick a (strong) User Master Password.tiéd other
keys are generated by the application without user
intervention.

Second Device

User enter his login and password

e Q User Master Password

Q) User enter the One-time password

( 3) ¢ User authenticated

When adding an additional device, the process isalgg
simple, while remaining highly secure through thee wf
Two-Factor authentication described in Figure 4.

CONCLUSIONS

Sensitive data storage on cloud platform is chgilem while
adopting cloud services for data storage. Cryptugakeys
are sensitive data and required on cloud platformdifferent
cases but cannot store directly on cloud. This pdEeuses
Security blanket algorithm key management on clbaded
environment. Security blanket algorithm is a reamvice that
does that, audits those passwords for strengtlessgur form
information for quick entry on new web sites, avére keeps
track of the purchases you make with that infororaso you
can see it all in one view—one that's only avaéal you, not
even Security blanket algorithm employees.
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