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Abstract

In modern day vehicles, vehicle anti-theft system is of prime importance. The vehicle anti-theft system presented here consists of
multiple layers of protection with one complementing the other, rather than the conventional anti-theft system where a particular
system is only being used. The first layer of protection in the system is a Fingerprint recognition, based on which the doors are
opened. The Fingerprint matching is done by utiliziing the Minutiae based Fingerprint recognition scheme. Also to prevent thieves
from breaking the glass and getting inside the vehicle, vibration sensors are used in all the windows with a threshold level to prevent
false alarms. Once inside, the vehicle is turned on only with the mechanical keys along with correct key number entry on the
combination keypad present, failing to do so for three successive times will result in vehicle getting immobilized by cutting the fuel
supply and an alert message is sent to the mobile number of the owner. Further to prevent the seizure of the vehicle, Tyre pressure
sensor is also being used which also alerts the owner through a mobile message. The seized vehicle can be tracked using a GPS
tracker which is also being attached. The different layers of protection defined are controlled by an ARM 7 based controller acting as
the central node. The whole system was tested using a test set up by mimicking the vehicle door, vehicle immobilizer etc. with
equivalent motors whereas Fingerprint data was received from Matlab based GUI application. The experimental results proved the
functionality of the anti-theft systemin working environment.

Index Terms. Vehicle anti-theft, Fingerprint recognition, ARM 7, Immobilizer
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1. INTRODUCTION

The rapid rate at which vehicle thefts has beemeam®ing
across the world has called for increasing thmighe field of
vehicle anti-theft systems. This particularly aseam
significance for expensive vehicles and those whdehind
even more expensive cosmetic modifications. Theicleh
anti-theft system typically performs two functiongl)
detecting vehicle theft and preventing false ala@)salerting
the owner.

The main focus while developing the vehicle anéftlsystem
was to integrate the above features equally. Thestmo
important feature is the vehicle security from theid it has
been ensured by providing three layers of antitthedtection.
First the entry to the vehicle is restricted omthie authorized
persons with the help of a Fingerprint RecogniZ€he
Fingerprint of the owner and other authorized pessare
stored into the database beforehand and at thedfiraetry to
the vehicle, scanned fingerprints are being craasdadd with
the database [9]. The biometric scheme is usetleaprimary
layer of protection since the chances of it beinglidated are
very minimal. Also an additional Vibration Senserattached
to all windows to prevent the intruder from breakithe
vehicle glass and accessing the vehicle.

The next layer of protection is provided by mechahkeys of
the car and a combination keypad which immobilities
engine in case of three wrong entries. The imnmuodili
vehicle can be restarted then only with the helptahdard
immobilization unlock techniques such as manufactur
transponder systems. The third layer of protecisoprovided
to prevent the vehicle from being seized and isedeith the
help of Tyre Pressure sensor and a GPS Tracker.

The paper has been organised as follows:
Introduction. Section 2: Related Works. SectionDg&sign
Approach. Section 4: Implementation. Section 5: tihgs
Section 6: Conclusion.

2. RELATED WORKS

The Vehicle Anti-theft Systems has been alreadgudised a
lot in the past. A lot of work has been focussing the
recovering the work vehicle once it is being stomnin [1]
where the GSM messages from the owner can be adednt
off the vehicle as well as find the current locataf the stolen
vehicle by triangulating from the nearest basei®tatThese
are generally referred to as Vehicle Tracking Systend are
useful in controlling and tracking the current lboa of a
stolen vehicle. Similarly in [3] a Vehicle Trackir@gystem is
defined which allows the owner to stop the car framemote

Volume: 02 Issue: 09 | Sep-2013, Available @ http://www.ijret.org 581

Section 1:



IJRET: International Journal of Research in Engineering and Technology

el SSN: 2319-1163 | pl SSN: 2321-7308

location. Also an auto tamper detection technoligyalso
introduced which disables the vehicle in case ofp@ring in
the car security network. The vehicle immobilizatischeme
is the next biggest security feature that has laskted in the
recent years.

In [2] the authors implemented a security systesetdaon the
car mechanical keys and which immobilizes the Jehin
case of a wrong combination key input inside thieicle. The
authors in [4] define a security system with Fagedgnition
technology which also helps in recognizing the ftiwbereas
the vehicle security system based on inter vehicle
communication is presented in [5]. Also a numberafent
anti-theft security systems has been based on R&#S as
explained in [6] where RFID tags are used to cdntre entry
into the vehicle and GSM technology is used totalemer in
case of forceful entry. Also a combination of RREYs with
modern techniques such as Immobilizer as presentg]. A
system based Smart Card to control the entry imovehicle
based on a PIC microcontroller has been presenyethd
authors in [7].

The analysis of the related works shows that thmurity
systems presented in the recent years has beessioguon
improving the remote control feature of the velsgclalso the
RFID based security systems also found wide acoeptin
recent years. However the Vehicle Anti-theft sysimoposed
in this paper differentiates itself from otherstirat the both
vehicle tracking function as well the Anti-theftrfttion has
been dealt with in this system. Also Fingerprintagnition
scheme is used to control entry to the vehiclehia paper,
instead of other biometric techniques such as Face
Recognition, since it is both cost effective anficefnt.

3. DESIGN APPROACH

The design of the Anti-theft system has been doitk the
aim of making efficient use of all the sensors tagt being
employed. Also care has been taken to make sutetliba
functioning of one sensor doesn’t affect the penance of
another. The design of the system can be vieweshasn in
Fig 1 where all the individual modules are connécte a
central node and the central node decides on theedial
action to be taken based on different situatiorsth® sensors
and end devices of the anti-theft system are iatedrtogether
and connected to a microcontroller, which perforthe
function of the central node. The microcontrolletested for
this application is the LPC 2468 with an ARM 7 cofais is
done taking into account the number of peripheesliacks to
be monitored. A separate TMS320 series DSP Procésso
used for Fingerprint Recognition and is interfatedhe LPC
2468. A separate DSP Processor is preferred tonglesi
processor because the Fingerprint Recognition isigaly
resource consuming. On the other hand, the cenwdke
should be always ready and should not miss anyhef t
interrupts coming from any of the sensors, indigatia

security breach. The design of the anti-theft systes
explained in detail in the following section.
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Fig-1: Vehicle Anti-Theft system

3.1 Multilayered Protection

The protection of the vehicle has been ensured téthelp of
a multi-layered architecture. The multi layeredhétexture is
being schematically represented in Fig 2 where daghr is
represented in separate blocks. As said earlierfitht layer
of protection is offered by the Fingerprint recdgm
technique. The Fingerprint recognizer is desigeolet ideally
placed on the door handle of the vehicle and candes to
access the vehicle by the owner. Also a supervistoge is
provided where the Fingerprint of the owner as vedlall
authorised persons can be stored into the databdse.
supervisory mode can be accessed only after a valid
fingerprint is recognized by the device. The Fimpgert
recognizer extracts the minute features of each and then it
is compared with those of the database. The detdilthe
fingerprint recognition scheme employed are exgditater
on in the paper. Also to make this layer of pratectfool-
proof, vibration sensors are attached to all windglasses,
which detects if the intruder from getting insidg fireaking
the window glass and alerts the vehicle owner thinoan
attached GSM modem. Thus if the vibration sensteate a
vibration levels greater than the preset threskinid, alarms
are activated and the owner is alerted with theo toél the
mobile message.

The second layer of protection is being employeth e
help of the conventional mechanical key of the gehalong
with the combination key sequence. For that a coathmn
keypad is used which can be ideally placed on tshidoard
of the vehicle or any other place which is easdgessible to
the driver. Also it is programmed in such a wayt iha wrong
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key sequence is detected successively for more thiae
times, the vehicle will be immobilized. Once immiatgd, the
immobilization can be restarted only with the help the
vehicle manufacturer. The manufacturer uses trardgroor
other valid Radio Frequency tags to
immobilization. Also a GSM modem is attached to ¢katral
node which detects the vehicle immobilization atefts the
driver through a mobile message.

Fingerprint

Recoghnition,
Vibration Sensor

Fig-2: Multilayered Protection

The final protection is provided to prevent the ieth from
being seized by the thief. When the vehicle is edrk
somewhere there are chances that the vehicle caaibad by
the thief in even bigger vehicles such as truc&ghat he can
dismantle the vehicle and sell the spare partsprégent this
Tyre Pressure Sensor is attached to all wheelghagoif the
thief tries to lift the vehicle and escape, thedardchange in
Tyre pressure will be detected by the sensor andilart
message will be sent to the owner of the vehicllsoAhe
audible alarms will be activated. Now the vehiciener can
track the current position of his vehicle using @RS device
attached. The GPS provides accurate positions with
precision of few metres and hence the police othBer can
find the current location of his vehicle with ease.

3.2 Minutiae Based Fingerprint Recognition

Fingerprint recognition as explained earlier iscuge control
entry into the vehicle and has been done by empdpyi
Minutiae based Fingerprint recognition scheme whglone
of the most accurate Fingerprint recognition sclerff.
Human fingerprints are rich in details called miaat as
shown in Fig 3, where a sample Fingerprint is shannthe
left side and Minutiae that is extracted from themgple
Fingerprint is shown on the right hand side. Miautfers to
the various terminations and bifurcations on themao
Fingerprint pattern, locations of which are unidoeeach and
every individual. To achieve good minutiae extrawctiin
fingerprints with varying quality, pre-processingf ohe
Fingerprint in form of image enhancement and birsion is
done on Fingerprints before they are evaluated.
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Fig -3: Fingerprint Minutiae

Minutia-marking with false minutia removal methaate used
to ensure uniqueness. An alignment-based elastiching
algorithm is used for minutia matching. This tecu@ helps
in finding the correspondences between input ménpéttern
and the stored template minutia pattern withoubntésy to an
exhaustive search.

4. IMPLEMENTATION

The implementation of the Anti-theft system is dobg
following the design approach as discussed earlidre
Fingerprint recognition algorithm based on the Miae based
Fingerprint recognition technique is loaded int@® tBSP
Processor. The TMS320x series processor is usedtrend
Matlab code written can be ported on to the pramessing
Code Composer Studio. The Fingerprint recognizeduteis
connected onto the TMS320 kit, to deliver the segnn
Fingerprints and the Fingerprint Recognizer thugetiped is
interfaced into the ARM 7. The function of the TMXE8
processor is to compare the current Fingerprinh whibse in
the database and thus to confirm the authentiéitiie@person
trying to access the vehicle to the ARM 7 microcolter.
Thus the microcontroller opens the car lock whenabd
Fingerprint pattern is recognized by the Fingeiprétognizer
kit.

The combination keypad with 10 digit numeric keys
interfaced with LPC 2468 kit and the vehicle imniiaaition

scheme is implemented by accessing the motor wdtokrols
the fuel pump in the vehicle. This is achieved biting the
power relays to the fuel pump, thus preventing é¢ngine
from getting enough fuel for its functioning. Alslbe GSM
module is interfaced through the UART port with thefault
target mobile Sim number of the vehicle owner prease
which the alert messages will be sent. The Vibratsensor
and the Tyre Pressure Sensors are digital and lare
interfaced directly to the ARM 7 microcontrollerhd GPS
module is also interfaced as defined before. Iretrent of the
vehicle getting lifted up, the Tyre Pressure Semwtects this
and the Microcontroller alerts the vehicle ownerotlgh a

—
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mobile message. Further the GPS tracker is turmed/iich

helps the owner to keep track of the stolen vehlal@ddition

to all these features, an audible alarm is alserfated to the
microcontroller which is triggered by in all sedyribreach
situations.

5. TESTING

Once the implementation of the anti-theft systens wiane
using the various sensors and the LPC 2468 bdaedesting
of the module was done. The testing of the Antfttegstem
was done using a specially made test set up. TingeRirint
Recognizer was tested with the help of a Matlab .GAJI
database of Fingerprints was made available. Onehef
Fingerprints from the database was selected randand was
assigned as the Fingerprint of the owner and waedtin the
LPC 2468 memory. For that, the Fingerprint recdgnit
Algorithm was coded in Matlab initially. Now usinthe
algorithm, the minutiae features of the Fingerprinas
extracted. For that the pre-processing was doméaithab and
later the minutiae of the fingerprint were extractAfter that,
the matching was done, for that the position amnehtetion of
the newly extracted features were matched agdiediettures
of the impressions of the vehicle owner. If thetlieas were
matching, the LPC 2468 microcontroller opened thehivle
lock, which indicated the correct functioning oktlprimary
layer of anti-theft system. This can be done inehisle by
accessing the motor which controls the car lockr fme
purpose of testing, the lock arrangement was sebrughe
LPC 2468 development board. The lock was simulatid
the help of a DC stepper motor with its idle pasitdefined as
the locked state. Now if the correct Fingerprint swa
recognised, the motor will rotate for a predefiredount to
time, indicating door unlocking. The test set upealeped is
shown in Fig 4.

Fig-4: Test Set up

Now the immobilizer can also be implemented usingaor
arrangement which was used for testing the previayesr. In
an immobilizer, if immobilized the vehicle will nstart even
if the mechanical keys are inserted and used Thermall be
turned on only upon pressing a button switch. Heawehe
button switch will be activated only if correct kegmbination
is entered on the keypad provided. The button $wigcused
to perform the function of the mechanical keys itypical
vehicle. So in this way we can make sure that #ivendll be
turned on only if correct key combination is entk@n the
keypad along with the mechanical keys. Also the ohitizer
section will be turned off if the right matchingkées place
again. The sensors used in the design were simulgith a
set of potentiometers. The GSM module was inteddoethe
LPC 2468 and was configured using the AT commaitis.
normal GSM Sim was inserted inside the module drel t
mobile number to which the alert message is todn¢ is also
configured using the AT commands. The alert message
specific for the kind of alert that is required.eTalert message
in case of a variation in Tyre Pressure will befedtégnt from
the alert message in case of car immobilization.

The test sequence followed is explained here.alhjtithe
Fingerprint of the owner is loaded into the datab&sow the
correct sequence is tested, that is the corregemints are
entered and checked whether the algorithm is detgect
correctly. After which correct key number is enterand
engine turned on by pressing the push button oh {2468
kit. The motor turned indicating the correct fuoaility of
the Anti-theft system. Now wrong inputs were given
specifically for each and every step. For each gremntry, the
GSM module generated alert messages to the vetwaheer
mobile indicating correct functionality. Thus allest
conditions were verified.

CONCLUSIONS

The Vehicle Anti-theft system has been successfiglsigned
and implemented in an embedded system. The desam w
experimented in a Test set up where the primary and
secondary layers of protection were subjected twsa tests.
The LPC 2468 platform based on an ARM 7 Core hanbe
found to working well and the Minutiae based Finpgart
recognition scheme was found to be found to bel ifteahe
designed application. The Tyre Pressure Sensor taed
Vehicle window Vibration Sensors has to be fineeitefore
practical use, to prevent any false alarms.
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