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Abstract
Cryptography is an art and science of converting original message into non readable form. There are two techniques for converting
data into no readable form: 1) Transposition technique 2)Substitution technique. Caesar cipher is an example of substitution method.
As Caesar cipher has various limitations so this talk will present a perspective on combination of techniques substitution and
transposition. In this paper | have focused on the well known classical techniques the aim was to induce some strength to these
classical encryption for that purpose | blended classical encryption with the some mor e techniques. my proposed method showed that
it is better in terms of providing more security to any given text message. In our experiments | took Caesaer Ciphers as
representatives of Classical Techniques. To make it more secure | have used some techniques like | have used multiple level Row

Transposition Ciphers, encryption with same key at each level and encryption with different key at each level.
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1. INTRODUCTION

In today’s information age, it is impossible to igivee without
internet. This modern era is dominated by papertéfses-
mail messages-cash transactions and virtual depatéin
stores. Due to this there is a great need of ihterging of
data through internet. Various sensitive informatitke
banking transactions, credit information, confidaintiata is
transferred over internet. To protect this typelafa there is a
great need of security. We convert our data in aeaalable
form at sender side and convert that data in rdadfam
again at receiver end. The art and science of ingeato
readable data or cipher so that only intended peismnly
able to read the data is called Cryptography [BEcrption is
a process by which we convert our data in no rdadfaiom.
Decryption is reverse of encryption process [3]Ré&xt is the
intended original message. Cipher text is the cadedsage.
There are two techniques of encryption: Substitutio
Technique and Transposition Technique [4].

In substitution technique, the letters of plainttare replaced
by other letters or any number or by symbols. EXengfaesar
cipher, hill cipher, monoalphabetic cipher etc[4].

In transposition technique, some sort of permutatie
performed on plaintext.Example:rail fence methaglymnar
method etc[4].

2.BACKGROUND

In the field of cryptography there exist severahtgiques for
encryption/decryption these techniques can be géyper
classified in to two major groups Conventional &ublic key

Cryptography, Conventional encryption is markedtbysage
of single key for both the process of encryptiod dacryption
whereas in public key cryptography separate kegsused.
Further on conventional techniques are further &nokn to
Classical and Modern techniques. Ciphers are iriated a
comprehensive hierarchal diagram can be seen bé&ablic

key cryptography is also an option when it comes to

encryption but it require excessive communicationd a
processing resources [10]. In next sections we didcuss
some of the conventional methodologies after whighwill
come to our proposed technique and finally we wdiinpare
our proposal with some standard conventional enicnyp
models and display the results.

2.1CLASSICAL ENCRYPTION:

Several encryption algorithms are available andduge
information security [6, 7, 8] There are severgoaithms that
can be categorized as classical but out of marlgisnsection
we will be shedding some light on 3 such techniques

i) Caesar Cipher:

i) Vigenere Cipher

iii) Playfair Cipher

2.1.1 Caesar Cipher:

It is a classical substitution cipher, and one e simplest
example of substitution cipher [9], which replates letter of
alphabet with a letter that is 3 paces ahead df]it for

example “ZULU” will be converted in to “CXOX” as encan
see that such a IJCSNS International Journal of pen
Science and Network Security, VOL.10 No.5, May 2@B1

cipher may be difficult to break if you are tryitmsolve it on
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paper and have no clue of the key, but it has awodstg these
days in the age of computers and technology andudgfir
brute force attack it can be easily broken becangbe end
there are only 25 possible options of key available

2.1.2 Vigenere Cipher:

This cipher when compared with Caesar gives sowe laf
security with the introduction of a keyword; thisykword is
repeated to cover the length of the plain text ikato be
encrypted example is Shown below:

KEY:fauzanfauzan
PT:cryptography
Cipher HRSOTBLRUOHL

As we can see from above example that “fauzan” us o
keyword and plain text is “cryptography” which was
encrypted in to “HRSOTBLRUOHL” this was done using
Vigenere table which contains alphabets in formavfs and
columns left most column indicates keywords and rtopst
row indicates plaintext and at the junction of telphabetic
letters resides our replacement and after indiVigua
transforming every letter we get an encrypted nggssa

2.1.3 Playfair Cipher:

Another example of classical cipher is Playfairh@pthat has
a square of matrix of 5X5 alphabetic letters areghgn an

appropriate manner [2]. We can select a key anckptan the

matrix the remaining letters of English alphabet #Hren one
by one placed in the matrix of Playfair cipher, thain text is

broken in to pairs and if a pair has same alphtitmst they are
separated by introducing a filler letter like “0ther wise if

the pair are different alphabetic letters and eesidthe same
row of matrix then each letter is replaced by #téer ahead of
it. If the pair of letters are in same column oftrixathen each
letter is replaced by the letter below it, and wiiea pair of
letters are neither in same column nor in same tieam are
they replaced by the letter in their row that resicht the
intersection of paired letters. Reverse methodpiglied to

yield the result.

3. PURPOSE

The purpose of this document is to present differeethods
that enhances the security of transposition ciphethis paper
I have focused on the well known classical techegjiine aim
was to induce some strength to these classicayetan for
that purpose | blended classical encryption wite #ome
more techniques. my proposed method showed tiabétter
in terms of providing more security to any giverttmessage.
In our experiments | took Caesaer Ciphers as reptatves
of Classical Techniques. To make it more securavehused
some techniques like | have used multiple level Row
Transposition Ciphers , encryption with same kegaath level
and encryption with different key at each level.

4. CAESAR CIPHER AND ITSCRYPTANALYSIS

Caesar cipher is one of the simplest type of subisn

method. In this letters of alphabets are replagel@tbers three
places further down the alphabet. But in genehi, ghift may
be of any places[4]. Using the Caesar cipher, tlssage
“RETURN TO ROME” is encrypted as “UHWXUA WR
URPH”. So attacker is not able to read the message

intercepts the message [3].

If in case it is known that a given ciphertext igeSar cipher,
then brute force cryptanalysis is easily performed: all the
25 keys. There are some weak points about Caepherci
which enables us to use brute force attack [4].

1. The encryption and decryption algorithm is known

2. Only 25 keys are to try.

3. The language of the plaintext is known and gasil
recognizable.

5. PROPOSED TECHNIQUE

This problem can be sloved using multi level Row
Transposition cipher. it can used with either s&eneat each
level or different key at each level . both metlsodcessfully
resolve the problem of security and the cipher fEwiduced
by these methods will be more secure it woulddifficult to
perform brute force cryptanalysis.

5.1SIMPLE ROW TRANSPOSITION CIPHERS

»  Write the plaintext in a rectangle, row by row

« If there is any blank place fill it with the random
alphabet of symbols.

* Reorder the columns according to the key before

reading off.
» Read the message off column by column top to

bottom.

Key: 4312567

Column Out:
4 3 1 2 5 6 7

Plaintext:

text a t t A c k P
o s t P o] n E
d u n T i I T
W o a M X y z

Cipher text:

TTNAAPTMTSUOAODWCOIXKNLYPETZ

We can significantly more secure by performing mtvan
one stage transposition.
The result will be more complex permutation thanat
easily reconstructed.
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To do so we will re-encrypt the cipher text (obtarafter

applying the above algorithm) using the same atlgori In above example we have used the same key atldathof
Now | am going to discuss two more algorithms which encryption but if we use different keys at eactelehen we
generate more complex permutation can get more secure and complex permutation.
That cannot be easily reconstructed and much more
difficult to cryptanalysis It will be cleared from following example.
52MULTI LEVEL ROW TRANSPOSITION 15" LEVEL ENCRYPTION
CIPHERS Plaintext: Attack postponed until two am
Key: 4312567
Method -1 CoumnoOut 4 3 1 2 56 7
Encryption algorithm- Plaintext:
» ) Plaintext: At t A ¢ k P
*  Apply row Transposition Cipher Os t P n E
»  Write the cipher text in a rectangle, row by row.
» Reorder the columns according to the key before D u n T i T
reading off. Wo a M X y Z

* Using the key of first level encryption , Read the
message as follows )
*  First column top to bottom. Ciphertext:
. Then next Co|umn bottom to tOp TTNAAPTMTSUOAODWCO'XKNLYPETZ

*+ Andsoon ND
2" LEVEL ENCRYPTION

EéAM PES--- Plaintext:

1> LEVEL ENCRYPTION TTNAAPTMTSUOAODWCOIXKNLYPETZ
Key: 5146327

Plaintext: Attack postponed until two am
Postp ColumnOut 5 1 4 6 3 Y4

Key: 4312567

CoumnoOut 4 3 1 2 56 7 Plaintext:
Plaintext: text T t n A a p T
Plaintext: A tt A C k P M t s U o a O
O st P O n E Dbwe O i x K
b _ LT NI yv P E t Z
W oa M X 'y [Z Ciphertext:
TTWLTXAPAOIEYCSNTMDNPOUATOKZ
Cipher text:
TTNAAPTMTSUOAODWCOIXKNLYPETZ Decryption
2\° LEVEL ENCRYPTION Decryption Algorithm-
Plaintext: TTNAAPTMTSUOAODWCOIXKNLYPETZ *  Using the key Write the cipher text as follows.
Key: 4312567 »  First column bottom to top.
Column Out 4 3 1 25 6 7 *  Next column top to bottom. And so on.
Plaintext: * Read the message row by row.
» First level of decryption is complete now we withg
text Tt n A A p T next level of decryption
m t s U @] a O * Write the message using same decryption key (used a
D w ¢ o | x K first Idevhel) column by coltt:mn.
N | y P E {7 ¢ Read the message row by row.
Cipher text:
NSCYPOUATTWLNDMTAOIETXAPTOKZ
The generated ciphertext is more secure, cannoéasdy Decryption Examplewith Different Keys

reconstructed and much more difficult to cryptamaly
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15" LEVEL DECRYPTION

Ciphertext:

TTWLTXAPAOIEYCSNTMDNPOUATOKZ

Key: 5146327

Column Out 5 1 5 6 3 2 7

Plaintext:

P t T n a A p T

m T S u (@] a O
d W ¢ | x K
n L vy p E t VA

Plaintext:

TTNAAPTMTSUOAODWCOIXKNLYPETZ

2"° LEVEL DECRYPTION

Ciphertext:
TTNAAPTMTSUOAODWCOIXKNLYPETZ
Key: 4312567
ColumnOut 4 3 1 2 56 7
Ciphertext:
a T T a cC K P
o S T ON E
d U N t I L 7T
w O A m XY z

Plaintext: ATTACK POSTPONED UNTI TWO AM.

Decryption Examplewith Same K eys
15" LEVEL DECRYPTION

Ciphertext: NSCYPOUATTWLNDMTAOIETXAPTOKZ
Key: 4312567

Column Out 4 3 1 2 56 7
Plaintext:

text T t n A A p T
Mt S u O a (e}
D w ¢ (@] | X K
N y P E t Z

Plaintext:

TTNAAPTMTSUOAODWCOIXKNLYPETZ

2"° LEVEL DECRYPTION

Ciphertext:

TTNAAPTMTSUOAODWCOIXKNLYPETZ

Key: 4312567

Column Out 4 3 1 2 56 7

a t t A C
o s t p O
d u n t |

Plaintext: P

E

I T
W o0 a m X vy Z

Plaintext: ATTACK POSTPONED UNTI TWO AM.

M ethod-2

Encryption Algorithm-

. Write the plaintext in a rectangle, row by row.

. Reorder the columns according to the key before
reading off.

. Read the message off column by column to bottom.

. At the next level of encryption use following key t

cipher the encrypted text.
Key=> N« (N+2)

. Exchange the letter of Nth position with latterMfls
position from left to right.

. Write the respective alphabetic number for eactedat
in cipher text

Decryptjon Algorithm

. At fthe first level of decryption to decrypt ciphtext
thg key will be same but it will be apply from ofjite
direction
Key 2 N (N+2)

. In cipher text stream Exchange the letter of Nth
position with latter of N+1s position from right keft.

. First level of decryption is complete now we witag
next level of decryption

. Write the plaintext in a rectangle, column by colum
using the key of first level encryption.

. Reorder the columns according to the key before
reading off.

Read the message off Row by Row top to bottom.

EXAMPLE

15T LEVEL ENCRYPTION

Key: 4312567

ColumnOut 4 3 1 2 5 6 7

Plaintext:
a t t a c P
o s t p o n E
d u n t i I T
w o a m x vy Z

Cipher text:

TTNAAPTMTSUOAODWCOIXKNLYPETZ
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2"° LEVEL ENCRYPTION
Plaintext: TTNAAPTMTSUOAODWCOIXKNLYPETZ
At the second level of encryption we will use theyk

(Exchange the element of nth position with the @eptmof
n+2s position)

TTNAAPTMTSUOAODWO OIXKNLYPET?Z
NTTAAPTMTSUOAODWO®OIXKNLYPET?Z
NATTAPTMTSUOAODWOIXKNLYPET?Z
NAATTPTMTSUOAODWCOXKNLYPET?Z
NAAPTTTMTSUOAODWCOXKNLYPET?Z
NAAPTTTMTSUOAODWCOIXNLYPET?Z
NAAPTMTTTSUOAODWCOIXKMNMNYPET?Z
NAAPTMTTTSUOAODWCOIXKNYPET?Z
NAAPTMTSTTUOAODWCOIXKNLPET?Z
NAAPTMTSU TOAODWCOIXKNLYET?Z
NAAPTMTSUO TAODWCOIXKNLYH®RET?Z
NAAPTMTSUOA TODWCOIXKNLYZPEH?Z
NAAPTMTSUOAOTDWCOIXKNLYPETZ
NAAPTMTSUOAODTWCOIXKNLYPET?Z
NAAPTMTSUOAOWTT COIXKNLYPET?Z
NAAPTMTSUOAOMWCT TOIXKNLYPET?Z
NAAPTMTSUOAODWCOT TI X KNLYPET?Z
NAAPTMTSUOAOWCO ITTX KNLYPET?Z
NAAPTMTSUOAODWCO I XTTKNLYPETZ
NAAPTMTSUOAODWCO I XKTTNLYPETZ
NAAPTMTSUOAODWCO I XKNTTLYPET?Z
NAAPTMTSUOAODWCO I XKNLTTYPET?Z
NAAPTMTSUOAODWCO I XKNLY TPETZ
NAAPTMTSUOAODWCO I XKNLYPTTET Z
NAAPTMTSUOAODWCO I XKNLYPE TT Z
WAAPTMTSUOAODVCO I XKNLYPET TZ
NAAPTMTSUOAODWCO I XKNLYPETZT

Cipher text:
NAAPTMTSUOAODWCOIXKNLYPETZTT

15" LEVEL DECRYPTION

At the first level of decryption exchange elemerit nth
location with the element of n+2th location
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Now the first level of decryption is over and welwiove to
second level of decryption

2"°P LEVEL DECRYPTION

Ciphertext: TTNAAPTMTSUOAODWCOIXKNLYPETZ
Key: 4312567

ColumnOut 4 3 1 2 5 6 7

Plaintext:
a t T a ¢ k P
o s T p o n E
d UNTt i | T
w O A m x vy Z

Plaintext: attack postponed until two am.

6. APPLICATION

This Caesar cipher which is secured by “MultileRew
Transposition with same and different keys” hasorer
advantages over simple Caesar cipher.

* In this double transposition method is applied Whic

provide much less structured permutation.

* Itis more difficult to crypt analyze.

e The result is not easily reconstructed.

» Brute force attack is not possible.

* Overcome all the limitations of Caesar cipher.

CONCLUSIONS

Caesar cipher is simplest type of cipher and mostgd.
Transposition method is mostly combined with other
techniques. Both substitution method and transiposit
method encryption are easily performed with the @owf
computers. The combination of these two classibrtiegies
provides more secure and strong cipher. The fiipdler text

is so strong that is very difficult to break. Sutston method
only replace the letter with any other letter arehsposition
method only change position of characters. The abov
described second method(algorithm) is the comhbnatf
both the transposition and substitution method tvipiovides
much more secure cipher.
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