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Abstract

In the current era, Grid computing and cloud compgitare the main fields in the research work. Tihiesis define which are the
main security issues to be considered in cloud edimg and grid computing, and how some of theser#igcssues are solved.
Comparative study shows the grid security is tightten the cloud. It also shows cloud computintess secure and faced security
problems. This research work is based on main sgcproblems in cloud computing such as authenticatauthorization, access
control and security infrastructure (SLA). Cloudrastructure is based on service level agreementply cloud providers provide
different services to cloud’s users and organizaiavith an agreement known SLA. So the securitypamdcy of user’s data is the
main problem, because unauthorized person can¢sethe data of cloud user. Hacking and data lealkag the common threats in
cloud computing. As the security due to hackersease over internet and the cloud computing islptan internet. At this time,
cloud computing demand the tight password proteciiod strong authentication and authorization praes. For an increased level
of security, privacy and password protection, wevisle a new strong authentication model named “Taabor authentications using
graphical password with pass point scheme”. Thithantication model includes the login procedure;ess control that is based on
service level agreement (SLA) in cloud computing

Index Terms: Cloud computingAuthentication, login, Recognition, Recall, Pastpaecurity, Cloud Provider, Service

level Agreement, Two Factor Authentication

*kk_

2).Geographical distribution: Grid’s resources may be
located at geographically.

3).Heterogeneity: Grid belongs to different type of data like
scientific instruments, display devices, personainputers,
super-computers and networks.

1. INTRODUCTION

This section briefly describes the Grid and clowthputing
paradigm, and a comparison between Cloud and Grid
Computing security solutions. It presents secuigks to the
cloud user .Here we have proposed a new graphisivord 4) Resource sharing: Grid belongs to many different
based system “Two factor authentications using lycap organizations which allow other organizations toesms them.
password with pass point scheme” in cloud computing 5). Multiple administrations: Each organization may
establish different security and administrativeiges under

1.1 What is Grid Computing? which the resources owned by can be accessed add us

Grid Computing defined combination of computer teses
from multiple administrative domains, connection of
potentially unlimited number of machines to reacmmon

1.2 What is Cloud Computing?

Cloud computing is current buzzword in the marketoud

goal and tackle a same problem such as in sciamdastrial
research, engineering, and commerce. It also pesvtghly
scalable, highly secure, and extremely high peréore
mechanisms for discovering to remote computinguesss.
Mary R. Thomson: “A Computational Grid is a coliect of
heterogeneous computers and
multiple administrative domains with the intendpsbviding
users easy access to these resources.” [1]

Main characteristics of Grid computing are:-
1).Large scale A grid deals with a number of resources
ranging from just a few to millions of resources.

resources spread across

computing is a technology that uses the internet gantral
remote servers to maintain data and applicationsudZ
computing allows consumers and businesses to use
applications without installation and access thgérsonal
files at any computer with internet access. Thizhtelogy
allows for much more efficient computing by centzialg
storage, memory, processing and bandwidth. [2]

Cloud computing is basically cost effective and demand
service offered to the clients. The resources endloud are
rented according to the needs and budget of teatclAs the
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cloud has involvement of many parties and resouites Cloud computing is a developing area and its ultimate

security remains a major issue. [3] strengths and weaknesses have not been fully oksshyet.
Grid computing is a much more mature technology than

1.2.1 Cloud Service Models: Cloud computing and grid security is better thaa thoud

security. Many facts could be given which showd thetter
security of grid computing and the cloud computifage
same problemsloanRaicu and Shiyong Lu [7] said that
“The cloud computing security model seems to batiretly

Cloud computing have three services models likesSBaas,
and laas etc. Spinola (2009) explains the thredcgemodels
of cloud namely:-

+ Cloud Software as a Service (SaaS)where simpler and less secure than the security modgbtadoby
software hosted by the cloud vendors are rented t0  yids. * The strict security approach given by Grainputing
the end users; _ adds security, helping to prevent unauthorized ss;cehile

e Cloud Platform as a Service (Paa$) where Cloud computing does not. Grid computing needs dgeh

infrastructure and programming tools supplied By th  mytiple IDs, while Cloud computing only needs of@.The
vendors are rented to the customers. It allows the pyblic-key based GSI (Grid Security Infrastructupeytocols
customers to create their own applications; [ 4] are used for authentication, communication provegtiand

+ Cloud based Infrastructure as a Service (laa$) authorization. Furthermore, CAS (Community Authatian
where storage, networking and other fundamental Service) is designed for advanced resource autitiiz
computing resources for all purposes, are rented to within and across communities. Cloud infrastrucgire
the end users. Consumers can get services from the typically rely on Web forms to create and manageoant
perfect computer infrastructure through the Interne  information for end-users, and allows users to trekeir
(5] passwords and receive new passwords via Emails imsafe

and unencrypted communication.
1.2.2 Cloud Deployment Model

Cloud provides the three types of deployment models

* Public: Services and resources are reachable to the
public by using the internet. The main concerrhis t
type of cloud environment is the security; sincis th
environment is accessible to the public and ustx da
in one stage is hosted by a third party. [6]Thaudlo
infrastructure is available to the general puljbg.

« Private: Services and resources are reachable within
a private institute. Security is not a main issue
compared to the public cloud as the services are
reachable only through private and internal

In grid computing, accounts and passwords requires also a
person to person conversation to verify the perpamhaps
verification from a sponsoring person who alrea@dgs tan
account. The Grid approach to security might beartone
consuming, but it adds an extra level of securidyhelp
prevent unauthorized access. [8] Security is ornthefargest
concept which is adopted from the grid Computint ithe
cloud computing.

Grid is based on proper key management. Grid usslyto

Public Key Infrastructure (PKI) in mostly methodd o

; ) authentication such as SSL authentication, PKlenttbation,
networks. [6]. The type qf th_e cloud, that is avaiia and Mutual authenticationCloud used simple ID and
solely for a single organization .[5] password techniques which is less secure. Mostlynigues

* Hybrid: This type combines the methods from the o (joud authentication are under proposed workou€l
private gnd pu_bllc clouds_, where resources can be computing is mostly using OTP (One Time Password)
used either in a public or a private cloud  5ythentication; Two factor authentication, multitac

en_vironment. The _advantages and the concerns are a g thentication Many cryptography techniques areptetb
mixture of the earlier type.[6] from the Grid computing.

1.2 A COMPARISON BETWEEN GRID AND Gruber (A Grid Resource Usage SLA Broker) is anngpla
CLOUD COMPUTING SECURITY SOLUTIONS that has distribute.d.policy enforcement pointsnﬁaa;e both
local usage policies and global SLAs (Service Level
Our main objective is to know the difference betw&doud Agreement) which allows resources at individua¢sito be
and Grid computing and compare them from the pafinview efficiently shared in multi-site. When grid one aommicates
of security. We will see which security provide thetter to grid two then they used trust base relationship.
security. The main scope of my thesis is authetibica
authorization and security infrastructure. We pnésthe SLA is actually a service contract between customued
security difference from the analysis of the pregioesearch service provider where service’s level is formatlgfined.
papers. Here we have a list of differences betw@ed and Currently, the security model for Clouds (SLA) seeto be
Cloud in order to clarify what are the main diffeces relatively simpler and less secure than the sgcumibdel
between Cloud and Grid computing:- adopted by Grids. Broker (Gruber) works as a TP Ayiiid
computing.
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The Grid Security Infrastructure (GSI) is totallgwéloped,
which provide tight security for grid infrastruceur
Nowadays, and knowing that Grid Computing is a monciie
mature technology than Cloud computing is, we agratthe
security is better in Grid than in Cloud Computirithis
thought is shared by lan Foster, Yong Zhao, loaciRaind
Shiyong Lu. [7]

Here we show the comparison of security at diffetevel in
tabular form.

Table 1: Security comparison at different level

Level of security | Grid Cloud
computing computing

Authentication Full Half

Authorization Full Half
Trust Base| Service

Infrastructure Relationship | Level
/Service Level| Agreement
Agreement (SLA)
(SLA)

1.3 SECURITY RISKS TO CLOUD USER

In this research paper we outline some risks trefaced by
a Cloud user:

1) Privileged user access:Data is accessible for only
privileged users. Enterprise companies need toapyivand
secure data. [9]

2) Insufficient authentication and authorization: Cloud
providers should think beyond the customary segurit
practices like restricted user access, passwortbgiion etc.
Restricted user can access from simple user ngassivord
protection. [10] Unauthorized parties access teisgr data.
Examples: Insufficient authentication, authorizatend audit
(AAA) controls Steve Mansfield mainly points outathwe
need to have a great deal of trust in the desigystem with
good authentication and authorization capabilifie$]

3) User interface attacks: A Web browser is used for
accessing Web applications. Thus, browser's udgerfaice
becomes an important security factor. Example:aftacker
tries to fool the user into thinking that she isitimg a real
website instead of a forgery. Techniques used heglede
fake HTTPS lock icons. [12]

4) Data leakage and HackingThere are issues from hackers
or attackers where they might get access to the bgstem
and data in cloud. As the security due to hackereiase over
internet and the cloud computing is totally on intg. [13]
Here we find out the main risks in cloud environmeérhis
thesis research is focused on identity-securitytgmis for
cloud environments.

To overcome the previous Papers problems then d nee
design the protocol that will cover all the probkenfor

solving the main risks in cloud, proposed a nevorsr
authentication model namediwo factor authentications

using graphical password with pass point scheme'This

authentication model includes the login procedwaecess
control (authentication, authorization) that isdmh®n service
level agreement infrastructure (SLA) in cloud cottimogt

1.4 TWO FACTOR AUTHENTICATION USING
GRAPHICAL PASSWOED WITH PASS POINT
SCHEME

Passwords provide security mechanism for authdidicand
protection services against unwanted access tanmesn |
have proposed a new graphical password based scfievoe
factor authentications using graphical passwordh witss
point scheme” in the cloud computing. This schembadsed
on recognition technigue and pure recall basednigqolk and
that offers many advantages over the existing systand
may be more convenient for the user. Our scherpmisosed
for smart devices (like smart phones i.e. PDAsdiRphones,
laptops and desktop computer systems etc) whichusirey
the cloud services. [14]Three main things in our
authentication model have been introduced:-

What type of authentication is used in this proce@u

Which types of techniques are used?

Which types of schemes are used under these temsHq

Our authentication model is used two factor auilatibn
type. It is a combination of two techniques such as
recognition technique and pure recall based tecienighen it
uses the Pass Point Scheme, which comes underecthé r
based technique.

1.4.1 Two-Factor Authentication

Two factor authentications enable users to sedwie kbgins
and transactions. The two-factor system of authatitin
provides a much greater security shield againsthpfg and
identifies theft. There are many two-factor autfeation
solutions on the market today. [15]

How it Works

First, users type in their usernames and passvawdsual. If
primary authentication succeeds, then you entes¢lcendary
authentication they are offered a choice of authation
method. It allowing users to authenticate with velat
method is best for them such as use pin code, 0 aad
smart card etc. Then user login securflg]
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First Factor Second Factor
Enter username and Choose how to ‘
. i ‘
o password as usual 9 authenticate, ) 0 sggedi
joe_smith g H o
tHNN p— e |

Fig- 1: working with two factor Authentication
Here we present image based and graphical passwibrthe
help of pass point scheme in the second factqroltides the
more tight security to user.

1.4.2 Recognition Technique and Recall Technique

In graphical password based system, we use the two

techniques named recognition technique and reeettinique.

We combine the both techniques and that offers many
advantages over the existing systems and may be mor

convenient for the user. In recognition techniqueed of
images is presented to a user from the cloud peo\add the
user is recognized and identified the images hects=d
during the registration stage. In recall basedniplre a user
is to reproduce something that he created or ssleearlier
during the registration stage. In this procedureused the
pass point scheme, which is under the recall teckni
According to this scheme user select a specifiation on the
image. [17]

1.4.3 “Pass Point” Scheme

| used the recall based technique. In this tecleigser is
asked to reproduce something that he created ectedl
earlier during the registration stage. This techaigrovides
many types of authentication schemes such as Dr&edet

(DAS) Scheme, Pass Point Scheme and Grid Selection

Scheme etc. | pick up the pass point scheme far ou
authentication procedure, which is used with twatda
authentication. In pass point scheme user cliclaoy place

on an image to create a password. A tolerancendreach
chosen pixel is calculated. In order to be autltaitid, user
must click within the tolerances in correct seq@efit7]

Select part of picture

L]

Message

D) Sttt s

oK

Fig-2: using pass point scheme

Pass point is based on the number of pixels orlestalnits
of a picture. In this technique the numbers of Igsixare
calculated as the password. It is hard to remetfigespecific
location of the picture that provides the stroncusity.

2. OVERVIEW OF PROPOSED GRAPHICAL
PASSWORD AUTHENTICATION SCHEME

The proposed procedure “Two factor authenticatiosimg
graphical password with pass point scheme” is basefLA
(Service Level Agreement) that is an agreement é®tw
cloud user and cloud provider. First here we dexigthe
TPA (Cloud provider) who provides the authenticatio
services to cloud user from its database storaggdphical
password authentication model.

-

=— | Database
Cloud previder ‘ (Storage)

Database
(Storage)

Client
Computer

Control
Node
o

J

Fig- 3: Graphical password authentication model with SLA
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Entire services provided by the Cloud Provider sasiPaas, Authentication Pliage
Saas, laaS etc. Cloud service provider will berésponsible
for maintenance and deliveries the software, itfuature

and storage over the internet.
» Enter Username [Password

2.1 Three-Level Defence System Structure

The proposed graphical password authentication masks

three-level defence system structure:-primary passw
authentication, graphical authentication and autbation essge Ot
with pass point technique. Show figure 3:

Tseruemelpasword

veld vemmamefpassward eita DB

Phase 1
Login with primary authentication
User name/Password
Dl e password seeen
Phase 2
Login with secondary authentication Select correct image password
Graphical password into mulfiple images Fater image password
Phase 3
Authentication with pass point Select particular place on an
scheme image T false
after o fries /" Tnage mateh
Uit ——— ‘;gd .
Tou by e tre il e
Fig- 4: Proposed Graphical password authentication model i
cloud computing
The first phase: Primary authentication is achieved by using Y
user name and password. pdy I megt
The second phaseln graphical authentication we can say it
secondary authentication, multiple images showdecBea (e on spectle bovaton o g
correct image, which is selected by you as a passwo a3 passwrd
The third phase: It includes the pass point scheme
authentication. If you select correct image asssyard, then
click on particular place into that image which ysur heged
password. ‘
If you select the correct location you login suctety. nah D3
3. DESIGN AND IMPLEMENTATION
We present design security system architectureafatoud T hutied
environment, which aims to deliver two identity \sees,
such as authentication and authorization in a seand
interoperable manner, which is called “Two factor Fig- 5: Flow chart of Graphical password authentication
authentications using graphical password with ppsit scheme

scheme”. The following flow chart describes theqaaure of
Graphical password authentication with pass pahéeme:-
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4. SIMULATION RESULTS OF GRAPHICAL
PASSWORD AUTHENTICATION SCHEME IN
CLOUD ENVIONMENT

In this section, we describe the simulation reswitsthe
proposed authentication model.The cloud user seteopany
for cloud using which company provides better fde# to
the users. [18]

In the starting, user opens the cloud, and theditgapage is
showed for opening the cloud environment.

B Opening Cloud

Fig- 6: starting the cloud environment

4.1 Registration phase

The first phase is the registration phase.The clowyider
displays login screen, which welcomes you in cloud.

Bios FEX
Welcome In Cloud

User Log In

uuuuu

Adminstrator Login

A ame

& & -

Fig- 7: user login page

Then user create an account, user click on createaccount
button in login page. Display the registration fotmter your
basic information in the registration form.

some basics to get you started

M | |

Choos id ,7
Password ,7
- ]

Select v

Gander

Fig- 8: user registration form

Cloud provider upload user information in DB in wib
storage. Cloud Provider confirms user with hisroame and
password. Then cloud user registers his picturesvpasl
from the multiple pictures. Then display the fulictpre,
which selected by user as a password.

User registers his/her particular place on theupécpassword.
Cloud provider uploads user’s information into theud
database storage, and goes to the page.

4.2 Authentication Phase

When a cloud user requests his/her data, cloudigeov
provides him login page. User authenticates witle th
graphical password authentication scheme. Here egerithe
the authentication steps:-

In first phase, Authentication: -This is password based or
primary authentication. When a cloud user requbger
data, cloud provider provides login padeloud user login
with username and password. Cloud provider checlalisl
username and password by searching in DB in cltordge.

If user information not valid display error messagge show
figure
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Welcome In Cloud

Wiong User Name or Password
User Log In
User Name:

Password

Forget Your Password 7
LogIn
Create Now Account
or
Adminstrator Login
Admin Name

Fig- 9: user login page with error message
Else display second phase of authentication.
In second phase authentication stepsthen user enters the

graphical password authentication. Cloud providepldys
graphical login screen, which contain multiple piets.

Select one picture

Fig- 10: select picture password

The cloud user selects his/her picture password the
multiple pictures. Cloud provider check is validaghical
picture by searching in DB in cloud storage. Ifruseage is
not valid display error message else display thiepiature,
with the message

“Select particular part of the picture”. Show figutO.

Select part of picture

Fig-11: Select picture part password with message select
particular part of picture

Then user clicks on the specific place (locatiam}tee image.
Cloud provider check is valid graphical image |dmat
password by searching in DB in cloud storage.

If user password is not valid exit the system. @tlige you
will successfully authenticate with cloud serveseg to cloud
home page.

4.3 Change Password

If user wants to change the password, then he/sldye
changes their password after authentication praeedin

cloud home page, click on change password optiod,tlaen

it provide a dropdown menu list. Change main pasdvemd

change picture password. Show figure 11.

CEX

CONNECTED

Fig- 12: Change password

If user want to change main password click on chamgin
password option. It also provide the confirm passiaption.
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| 2.} Change the password E]@[E
Cloud !

Change your password

old d ek |

Confirm d | """ |

Fig- 13: change the password

First fill old password and new password .It alsovide the
confirm password option, then click on next buttdirgomes
back to home page. Your password is changed. Tienan
change picture password. Provider display multglgures
screen to change the password.

You can select any picture as password and clicknext
button. Display the change location password oftupéc
screen. This screen displays the red labels asvpeds. You
can select any red part of picture as passwordr Yaiure
part is also changed.

4.4 Forget Password

If you forget your password, TPA provide you optifamget
password. In the login page, a link is provided yBorget
your password?” click on this link, cloud provid#isplay the
recover the password window.

Cloud !

Enter the user name

[harmi112

[ tes ]

Fig- 14: recover the password

If you enter the right username, then it displage next
question screens. Show figurel4.

Recover The Pass Word

Cloud !

Which is vour favorite car ?

Fig-15: recover the password with question screen

Then some questions will ask to user, which welecsed by
user at the time of registration phase. If useegjithe right
answers to those questions, then he/she recoveatsavord.

User also chooses the new password as the maiwqass
picture password and picture part password.

4.5 Administration Login

In admin login cloud provider checks the informatiand
record of the users. It is only use for cloud pdevi For
admin login cloud provider use the Administratorito
option. Cloud provider login with username and passl. It
provides the detail of the users, which are coretetd the
cloud provider. After login display the admin hoipage. All
user which are connected to the provider, showhenright
hand side.

Enter User ID

Detod

Fig- 16: admin home page
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When you double click on any user ID in the righdes it
provides the all detail of the users.

User detail information

EEX

Detail information of user

First name gurjiinder

i ast name singh

User id

FPassword carr
iGender Male
uestion1

|
Answer 1 zen

L
Question2
Answer2 tor

Previous MNext

Update Delete

Home

Fig- 17: user information detail

You can view the previous and next user ID with phevious
and next buttons. You can update the user recardiplate
button. You can delete the user record the delatter Click

on home button and come back on the admin home page

In this research paper, we successfully implemented
authentication procedure, which is based on thegarizase
processing.

CONCLUSIONS AND FUTURE WORK

In this research paper, for solving cloud autheditin risks,
we proposed a new strong authentication model naied
factor authentications using graphical password witiss
point scheme”. This is image-based authenticatiocerure.
This procedure provides more protection for cloud
environment. This authentication model includes tbgn
procedure, access control that is based on senecel
agreement (SLA) in cloud computing.

We implement the graphical password authentication
procedure for cloud computing.People is better etnorizing
graphical passwords than text-based passwords ihdre
difficult to break graphical passwords using thaditional
attack methods. Graphical password used the moragst
location instead of textual password. In future gma
compression technique also applied this procedtioe. can
decrease the storage space for compression teehaial it
provides the more powerful protection for graphical
password.
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