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Abstract
Payment card fraud is causing billions of dollansiosses for the card payment industry. Besidesctiosses, the brand name can be
affected by loss of consumer confidence due tdréuel. As a result of these growing losses, finalnicistitutions and card issuers
are continually seeking new techniques and innowatn payment card fraud detection and preventiGredit card fraud falls
broadly into two categories: behavioral fraud angptication fraud. Credit card transactions continteegrow in number, taking an
ever-larger share of the US payment system andrigad a higher rate of stolen account numbers anbdsequent losses by banks.
Improved fraud detection thus has become essdntialaintain the viability of the US payment systemreasingly, the card not
present scenario, such as shopping on the intgrases a greater threat as the merchant (the wel) sitno longer protected with
advantages of physical verification such as sigrettheck, photo identification, etc. In fact, itaknost impossible to perform any of
the ‘physical world’ checks necessary to detect ighat the other end of the transaction. This makesnternet extremely attractive
to fraud perpetrators. According to a recent survie rate at which internet fraud occurs is 205d#nes higher than ‘physical
world’ fraud. However, recent technical developnsearte showing some promise to check fraud in the wat present scenario. This
paper provides an overview of payment card fraud laegins with payment card statistics and the dafimof payment card fraud. It
also describes various methods used by identigwés to obtain personal and financial information the purpose of payment card
fraud. In addition, relationship between paymentdcfraud detection is provided. Finally, some smns$ for detecting payment card
fraud are also given.

Index Terms: Online Frauds, Fraudsters, card fraugGNP, CVV, AVS
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1. INTRODUCTION

In the modern world, plastic cards are becomingptimary
payment method for in person and online purchaBes. to

the popularity of payment cards, the market forditrand
debit cards is continuously growing. According te tU.S.
Census Bureau, the number of U.S. credit and aelods is
expected to reach 585 and 1,278 million respegtie2011.
However, as the use of payment cards has become mor
widespread, so has the amount of fraud relateddset cards?
Fraudsters are becoming more organized and areg usin
increasingly sophisticated methods to obtain andus
consumer personal and financial information. Paynemd

offering more convenient payment methods. Consumevs

use electronic payment methods more extensively thahe

past. A recent Federal Reserve payments study fthatdin

2009 electronic payments exceeded three-quartersallof
noncash payments, with sixty percent attributeghdgments
made with payment cards, such as debit, creditmegdaid

cards.

Source: Federal Reserve Payments Study [1]

Exhibit 1: Number of Noncash Payments

2006 2009 CAGR'

fraud is causing billions of dollars in losses fibre card Total (billions) 95.2 100,0 4.6%
payment industry. Besides direct losses, the braarde can
be affected by loss of consumer confidence dudeocfrtaud. Checks (paid) 305 24,5 T7.1%
As a result of these growing losses, financialitagbns and ACH 14.6 19.1 9.4%
card issuers are continually seeking new techniqaed Credit card 21,7 216 0.29%
innovation in payment card fraud detection and @n¢ion. Debit card 250 7.9 14.8%

Prepaid card 3.3 6.0 21.5%
2. PAYMENT CARDS FRAUD: OVERVIEW

Figures may not add due to rounding.
Technological and financial innovations in the paym *GAGR is compound annual growth rate.
industry affect consumers’ choice of payment vedsicby
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As consumer spending patterns are changing, tHealgtard
market has expanded rapidly in recent years. Carglsiseful
and convenient for consumers, widely accepted bhaats,
and one of the most efficient ways of payments.yThave
replaced cash and checks to a great extent. #timated that
there are 10,000 payment card transactions madg seeond
around the world. [2] According to data from theSUCensus
Bureau, there were 176 million credit card holdensl 181
million debit card holders in the United State2008. These
numbers are projected to grow to 183 and 188 millio
respectively in 2011[3]. The number of U.S. creatitd debit
cards continues to grow and is expected to reach &8i
1,278 million respectively in 2011[4]. On the onand,
innovation in payments has resulted in greater woes
convenience and efficiency. On the other hand, vations
and new technologies also created more complexity a
introduced new risks factors presented by new prsdunew
providers, and new technologies. Unfortunatelycasls have
become the primary payment vehicle in retail tratieas,
they have also become an enticing target for caisin
Payment card fraud existed since the introductioracds into
the payment system. As the card market has expanaqgédly
in recent years, the fraud level associated witynmaant cards
has increased as well. Each year, card fraud tifitsns of
dollars, and figures continue to rise. Accordingataeport
released in January 2010 by Aite Group LLC, “caraué
costs the U.S. card payments industry about $8liérbiper
year. Although just 0.4% of the $2.1 trillion in &J. card
volume per year, this number remains a troublirepdor the
industry due to the volatile nature of fraud”[5h &ddition to
actual financial losses, payment card fraud affecissumer
confidence in electronic payments systems and isargrs’
reputations. For example, Visa stated in its annual
performance report (10K) “an increase in frauduksmd other
illegal activity involving our cards could lead teputational
damage to our brands and reduce the use and accepmé
our cards”[6]. In the U.S., credit and debit cardufl is the
number one fear. Concerns about fraud are grdaerthat of
terrorism, computer and health viruses and perssafaty. [7]
Payment card fraud is related to identity fraud atl
definition can be derived from the identity fravefidition. As
defined in the Javelin identity fraud survey red8it identity
theft occurs when someone’s personal informaticaken by
another individual without explicit permission. rdity fraud
is the actual misuse of information for financiadirg and
occurs when illegally obtained personal informati®mised to
make payments, create new accounts and attempbténo
services such as employment or health care. Threrefo
payment card fraud can be defined as a misusersbipally
identifiable information obtained by another indival
without explicit permission for financial gain. Mexh
fraudsters are organized professionals using isérgly
sophisticated methods to capture cardholder account
information. Criminals continue to develop new citta
methods, using all kinds of sophisticated techrsq9g

3. METHODS OF IDENTITY FRAUD FOR THE
PURPOSE OF PAYMENT CARD FRAUD

As defined earlier, payment card fraud is a misafe
personally identifiable information obtained by Hrer
individual without explicit permission for finandiagain.
There are numerous methods of identity theft comeahifor
the purpose of payment card fraud. Here are somtboaie
commonly used by the criminals to obtain personal
information:

3.1. Lost or Stolen Wallet

Most people carry bank cards and personal ideatiio cards
in their wallets. This information can be used tammit a
fraud or it can be sold to criminals. As illustréte Exhibit 2,
payment card fraud is most often a result of a trsstolen
wallet or purse.

3.2. “Shoulder Surfing”

Identity thieves can simply use observation teches) such
as looking over someone's shoulder to obtain pafson
information when an unsuspecting individual fillst@a form

or uses a PIN number. Shoulder surfing is partitpla
effective in crowded places because it makes iieea®s
observe someone.

3.3. “Dumpster Diving”

Dumpster diving is one of the very popular methaded for
identity theft. Thieves dig through trashcans orbgge
dumpsters searching for pieces of personal infaomauch
as discarded trash for credit card offers, banlestants,
medical statements and other papers that contaisome
information. The average American uses 650 poufig&per
a year. Americans receive almost 4 million tonguok mail
every year [10] most of which goes to the landiilopened.
Carelessly thrown away documents, bills, creditdcand
banking statements, and other personal papers cke @&
public dumpster or a personal trash a goldminefafrimation
for the identity thief. Besides consumers, busiegsand
organizations such as hospitals, accounting firmsd a
profitable corporations discard millions of pounaf paper
containing personal information. Not always aresoeeble
steps taken to destroy personal financial inforamatand
personal identification numbers issued by goverrtreetities.
As a result, personal information ends up in thedsaof
criminals. The simple solution to the problem isuse a
shredder to destroy documents and papers contgieirspnal
information that might be used by the fraudsters.
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How Fraudulenty Used Cansumer Information is Obtained

Primarlly Consumes Confrolled
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Phishing, 3%
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st orsie/mal feleoh qualnfancss, rlofives,
smployess, 15%

Lostorstolen wolk, checkbook, or credlf cord, 1%

'

Stolen frorm @ company
{hat handles a comumer's
finacial derla, 6%

Note: The sample size was 187 respondents. The base was those who knew how their information was

obtained.

Figl: Javelin Strategy & Research

3.4. Mail Theft

Fraudsters intercept mail to steal newly issuedlitie debit
cards, bank statements, credit offers, new chedidaad tax
forms. The theft of mail from businesses is alsowgng.
Incoming and outgoing mail can contain checks, new
checkbooks, financial records from the firm's CBAnk cards
and bank statements, employee payroll records dhdr o
important information.

3.5. Imposters

Thieves can pose as someone else to commit idéiméitly For
example, in a number of raids in California, diskest postal
employee uniforms were found amongst bags of stoiai,
suggesting that impersonating mail carriers is #ective
tactic for thieves. Another example is “pretestinghen
criminals call a bank posing as a customer in otoldind out
personal information.

3.6. Home or Workplace

Unfortunately, family members, friends, co-workensd in-

home employees can steal personal information inrhomes
and workplaces. As illustrated in Exhibit 3, Janeditrategy &
Research data indicates that quite often fraud invct
personally knew the perpetrator, who was eitheriend,

relative, or in-home employee. This is especialigtfor fraud

victims with less than $50,000 in annual househntmbme.

Such occurrences highlight the need for consuneemdtect
information not only at the point of transactiont lalso in the
home.

Percentage of Fraud Perpetrated
by People Close to the Victim

(By income)

Percentage of viclims who
were close to the perpetrator

76%

i

7%
. T 1%

477,
5% 25% 24%

—s18%

Under  §I5000- 325.000- $3S000- SSO00- §75000- §IDL000- §180,000
$I5000 SMSF JMTE SOEF SAIE 0SH SUEHIE and over

Victims' total annual househeld income

Note: The sample size was 182 respondents

Fig2: Javelin Strategy & Research

3.7. Inside Sources

As shown in Fig2, 15% of personal information ob¢al by
identity thieves is received through corrupt andhdnest
business employees with access to sensitive dath as
personal records, payroll information, insurandesfi account
numbers, sales records, etc. Reports have showvinotiea
80% of financial institutions in the U.S. have bedfected by
employee fraud, and 65% recognize that the thresat i
becoming more serious.

3.8. Data Breaches

New technologies and the Internet have createdmeans for
criminals to gain access to consumers’ personairimétion.
One of the "high-tech" methods of identity thefthiacking.
Some criminals have the ability to break into cotepu
databases at e-commerce merchants, credit cardgsars, or
payment gateway service providers to gain largéesgecess
to customer personal information that can be usecbhmmit
payment card fraud. Databases at financial ingiitst
hospitals, retailers, government agencies, schdifisaries
have all been breached, leaving millions of America
potentially exposed to fraud involving compromisddta.
Several data breaches have been discussed in tlia mehe
last few years. For example, in January 2007, tlle Maxx
Company reported that 45.7 million credit and detatrd
numbers were compromised, along with 455,000 mediba
return records containing customers' driver's keenumbers.
In March 2007, nearly 8.6 million records of custsm
information were stolen from Dai Nippon printingnspany,
including names, addresses, and credit card numbers
January 2008, GE Money, which handles credit card
operations for J.C. Penney and many other retaitisslosed
the loss of computer data backup tape containin@,0D®
social security numbers and in-store credit cafdrination
from 650,000 retail customers. Heartland Paymerstedys,
one of the largest payment processors in the @fipunced
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that its processing systems were breached in 2Q08eb-
taught computer hacker, Albert Gonzalez.
impacted an estimated 130 million credit/debit sardthe
largest such incident ever reported. The most tecessive
data breach was experienced by Sony Corporatio2Oitl.
The breach resulted in the theft of personal datarfore than
100 million online accounts. Data breaches areahotys a
result of computer hacking. A significant number ddita
losses happen due to logistical difficulties in dlarg
consumer information. For example, data can be ladsp by
employees, exposed through an error, or lost inspart.
Therefore, attention should be paid to how datated,
transported and handled.

3.9. Skimming

The most commonly known type of payment card fraud

involves skimming card details. Skimming is copythg data
held in the magnetic strip on the back of the payeard.
This data is then used to make purchases whereatietself
is not present or to replicate the card. This tgperime is
hard to detect, as victims may not be aware ofduéant
payments until their next statement arrives. Skingncan
occur both at the point-of-sale (especially in aasants, bars
and gas stations where the card is often out ofaingéholder’s
control for some time) as well as at ATM machinés.
corrupted employee would use your card with an thized
device that records the data contained on the ntiagsteip.
Alternatively, the skimming device might be fittadound the
card entry slot of a cash machine so that the catdfa is
copied when it is inserted into the ATM machinepidhole
camera is placed above the PIN pad, so that theis?Eso
recorded for use in a fraudulent transaction. Skéurdata is
often collected from hundreds of cards and soldrtminal
organizations who then manufacture the cloned cémd2010,
a skimming ring was broken up in Boston, Massadisise
Five men were accused of skimming bank cards frohMA
machines and then withdrawing money. The men allgge
withdrew approximately $146,000 from customers tiiz€ns
Bank, Wells Fargo Bank and BNY Mellon Bank, accogdto
court papers. A T.G.l Friday's restaurant waiter Qoon
Rapids, West St. Paul, Minnesota was arrestedkionrsing
customers’ payment cards. His skimming scam afttete
least 15 victims with losses totaling in exces$30,000

3.10. Phishing

More sophisticated criminals are “fishing” for pensl and
financial information through phishing schemes haligh the
loss from phishing is relatively low, it is one tife fastest
growing crimes on the Internet. Phishing involvesating
authentic-looking emails that appear to be fromitiegte
businesses, such as an Internet service provi@),(lbank,
online payment service, or even a government ageriogse
e-mails might include official-looking logos and rketing
slogans and other identifying information takeredity from
legitimate websites. They also might include conirg

The breach

details about your personal history that criminfdand on
your social networking page. The e-mail often dibes a
situation that requires immediate attention anduihes threat
of account closure unless the recipients “verifitipdate”,
“validate,” or “confirm” their account information
immediately by clicking on a provided web link. Goimers
then are re-directed to a bogus website, wherémasctre
persuaded into providing sensitive information, liidking
account information, usernames or passwords, S8eialrity
numbers, credit/debit card number, CVV code, ATMdca

PIN, place of birth, mother's maiden name and other

identifiable information. There are some new varsicof

phishing such as “smishing” and “vishing”. A smispiscam

involves SMS text messages instead of e-mail. As
traditional phishing, the victim is told that angent matter
needs to be discussed. The text redirects thenvitti a

legitimate looking website that asks you to "camfiryour

personal or financial information, or instructs ttegipient to

call a toll-free number for confirmation. A phonaimber

normally directs victims to a legitimate soundingtamated

voice response system, similar to the voice respaystems
used by many financial institutions, which will askr the

same personal and financial information. Vishingaisther

form of phishing and uses a combination of e-maitl a
telephone, or just telephone. Just like with onlpteshing

attacks, which direct consumers to phony web sitEgpients

of the scam e-mails or recorded phone messageassanected

to call a toll-free number where victims are lutedprovide

personal and financial information. Because mosipfee are

more apt to trust text messages and phone messages
suspicious-looking emails, smishing and vishing vige

fraudsters another area for attack.

3.11. Social Networking

Social networking websites such as Face book, @&witt
MySpace, LinkedIn and Flicker are growing in popitja As
of November 2009, more than half of all U.S. consetsn
indicated they have used or are using social n&ingrsites.
Social networking brings millions of people togetmound
the world; however, it also creates new opportasitfor
cyber-crime. Banking and payments activity on tloeia
networking web sites has attracted the attentiorrhinal
hackers, fraudsters, spammers and scammers. Tieergaay
dangers in social networking. One of them is thatspnal
pages can expose sensitive, personally identifialitemation
that can be used by fraudsters to commit idertig§tt Identity
thieves are spending a lot of resources and timehese
networks and, because of this, the danger of soetaborking
has taken a sharp increase in the last few yeansth&r
danger is that most people use the same passwayel tioto
work computers, email accounts, online bank acsurace
book and other social networking web accounts. 6&so
understand that most users use the same password
everything,"” says Tom Clare, head of product mamgeat
Blue Coat, an Internet security company that domsual

fo
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reports on web threats. "If they can get your usedentials
for your Face book account, there is a good chémaethey
have the password for your bank account." Peopie te trust
social networking sites more than in any otherranhctivities
because these sites are built for helping peopheaie friends
and to communicate. However, privacy and secuidtytrols
are weak on these websites. Therefore, identityves will
continue to target social networking sites to getspnal
information. Phishing scams are quite common ore Faok.
They appear as Face book games and quizzes.

4. CATEGORIES OF PAYMENT CARD FRAUD

Payment card fraud comes in a variety of forms. Tiwst

commonly known type involves skimming card details.

However, as payment systems have experienced aerushb
changes and the use of credit and debit cards ikes, r
payment card fraud has become more sophisticatedramne
widespread. According to the Aite Group report andcdata
security "the greatest threats to the card industeymalware,
counterfeit card fraud and CNP (card-not-presenaud".
Commonly known types of payment card fraud are:

4.1. Credit Card Application Fraud

Credit card application fraud is a form of identftgud and
occurs when a criminal uses victim’s personal imfation to
obtain a credit card in the name of a legitimater @d upon
receiving the card uses it without the victim’s itedge. This

may occur if a criminal can obtain enough personal

information about the victim to completely fill othe credit
card application, or is able to create convincigirderfeit
documents. This form of fraud is difficult to detemd often
results in large fraud amounts and serious diffiesl|for re-
establishing the victim's credit history. Consumecan
prevent this type of fraud by regularly monitoritigeir credit
reports for activity or accounts that are not imatay
recognized.

4.2. Account Takeover

Account takeover happens when fraudsters try te taler an
existing account, first by obtaining personal infi@tion about
the victim, and then contacting their card issuehilev
impersonating the legitimate cardholder to notifyagldress
change and asking for mail to be redirected tova agdress.
The criminal then reports the card lost and asks do
replacement to be sent. Bank statements also wilkdnt to
this new address, making victims unaware of thedra

4.3. Lost or Stolen Cards

This type of fraud is the oldest form of paymentdc&aud
used by criminals. When criminals obtain cardshegit
because they were lost or because they were stibley,can
impersonate the victim in order to buy goods andises,
whether in person or online. As shown in Exhibitle most

common methods of fraud used by criminals are tjnou
making inJstore and online purchases.

Identity Fraud Survey Report: Consumer Version.

Make purchasesin person 42%

Make purchasesonline 42%

Make purchasesoverthe phone or
through the mail

Withdraw cash froman ATM 10%

21%

Write checks 10%

Buy prepaid cards or gift cards 6%

Make/attempto make purchases 5%
(unspecified) o

Bil payments 4%

Obtained a new credit card/accountin
myname

Obtained health care 3%

Cashwithdrawal | 2%

T T —
0% 10% 20% 30% 40% 50%

Movember 2008, n = 649
Base: All fraud vieims.

Fig3: Common Methods of Payment Card Fraud

4.4. Card-not-Received Fraud

Card-not-Received fraud occurs when legitimate saade
intercepted while in transit between manufacturerd a
cardholder. Losses attributable to card-not-reckfveud have
declined as a result of card activation programs$ere
cardholders must contact their financial institatio confirm
their identity. The bank runs a series of secugtestions
before the card is activated. These security qoestaim to
confirm certain details of the individual, suchdege of birth,
address, mother's maiden name and other persotadlsdbat
the issuer may have on file regarding the accoatuén.

4.5 Counterfeit Cards

A counterfeit, cloned or skimmed card is one thas bheen

printed, embossed or encoded with genuine cardisle@ard

details are obtained from data breaches, card skigynor

purchased from other criminals. As described eaarlie
skimming is a process where card data on the agsestp is

copied electronically onto another card. Organizgdhinals

are now using the latest computer devices (embssser
encoders, and decoders often supported by compiensad,
modify, and clone magnetic strip information on ctaufeit
payment cards. Counterfeit cards can be used amgwem
ATM cash withdrawals to in-person transactions poit-of-
sale. In 2009, eight foreigners were indicted omarghs of
card fraud. Thieves hacked into computer systenRBE
World Pay Inc., the U.S. payment processing divisif
Royal Bank of Scotland Group PLC, and stole accand
PIN numbers for 44 prepaid payroll accounts, whiobre
used by companies to distribute salaries to debilsc Then
they cloned prepaid ATM cards, which thieves theeduto

Volume: 02 Issue: 08 | Aug-2013, Available @_httgwww.ijret.org 219




IJRET: International Journal of Research in Engineaing and Technology elSSN: 2319-1163 | pISSN: 2321-7308

withdraw $9.4 million cash from 2,100 ATMs in 28@ies
around the world, including in the U.S. The unposrged
coordinated operation took no more than 12 hours.

4.6. ATM Fraud

According to Javelin Strategy & Research, in 2008% of
fraud victims in the U.S. were victims of frauduleATM
withdrawals (Exhibit 4). This usually involves skimng
devices being installed in the ATM machines. Besid
skimming and using cloned cards at the ATM, theeeather
forms of card fraud that occur at ATM machines. @hthem
is called “Lebanese loop”. Lebanese loop is a ddszpactic
where the criminal inserts a device made of bentaime
plastic, or videotape sleeve into the ATM machiraving
only a tiny flap sticking out. When the victim usése
machine, the card becomes trapped when insertee.
criminal then tricks victim into entering the PIM itheir
presence, while they 'help’ to fix the machine. Wtiee victim
leaves to report the broken ATM machine, the crahmeturns
to the ATM, disables the device, removes the candl using
the PIN, withdraws funds. Another ATM fraud invodve
'shoulder-surfing'. A criminal will watch a victimnter a PIN
number at the machine by looking over the victist®ulder,
then steal the card by distracting the victim arkgbocketing
and withdraw money from the victim's account. Thsdes
from these low-tech methods are usually limited daily
withdrawal amounts.

4.7. Card-not-Present Transaction

Card-not-present transaction (CNP) is a transactiwade
using a payment card that is not physically pressnthe
point-of-purchase. It could be a mail order/telaphoorder
(MOTO) or an online sale. As these types of tratisas are
becoming more popular with customers, they are alsating
many opportunities for credit card fraud. In CN&nsactions,
perpetrators do not need a physical card to maerehase.
In transactions made in-person, customers usingditccard
may authenticate themselves by providing a sigeatuat also
authorizes the transaction. Customers using a aait can
authenticate themselves and authorize the transadby
providing a personal identification number (PIN) by
providing a signature. In card-not-present trarisastthere is
no opportunity to physically check the card to deiee its
authenticity or the identity of the cardholder,réfere there is
always some risk of payment fraud. Fraud committ@tout
the actual use of a card accounts for more than é6Dffaud
cases according to Javelin Strategy & Researchilfixt). To
confirm the consumer’s identity in the CNP transact the
merchant can require the customer to provide inébion
such as name of card holder, billing address, atcoumber,
expiration date, and the card security code/vetifien value
(CVV) that is imprinted on the card. In fraud contel in
connection with card-not-present transactions, iod@s are
often using stolen account information resultingnirsecurity
breaches of systems that store cardholder or atodeta,

e

Th

including systems operated by merchants, finaregitutions
and other third-party data processors. Undergrquengment
card shops and illegal websites are set up by cakito sell
compromised payment card data. These shops aretiadde
in fraudsters’ forums and accessible to registevseérs.
Initially, these shops were offering information taibed
through data breaches or skimming devices. Howeasr,
“demands” grew, other information, such as full ntites
including SSN, addresses, account information, B&-ma
accounts, commonly used passwords, and mother'slemai
names became available. According to Symante@rstoiedit
card information is available at a cost as low a8ts when
they are purchased in bulk. Bank account credentig¢ sold

at a cost of $10 to $1000 per account number. ¥ladi
Horohorin, arrested in 2009, was managing such ngnoend
websites for hackers. He used criminal forums sash
“CarderPlanet” and “carder.su” to advertise stotkria and
directed buyers in the buying process. "The netwwdated
by the founders of CarderPlanet, including Vladisla
Horohorin, remains one of the most sophisticated
organizations of online financial criminals in theorld,"
Michael Merritt, assistant director for investigats at the
Secret Service, said in a statement, "This netwmak been
repeatedly linked to nearly every major intrusidrfinancial
information reported to the international law ewcfEment
community.”

5. DETECTION AND PREVENTION
5.1. Impact of Payment Card Fraud

Interestingly enough, cardholders are the leasictdtl party
in the card fraud. This is due to the fact thatdbatder
liability is limited. However, there are some diffaces in the
liability amounts for credit and debit cards. Caoldler's
maximum liability under federal law for unauthorizese of
their credit card is $50. The liability under fedetaw for
unauthorized use of the ATM or debit card depemishow
quickly the cardholder reports the loss. If a siftest card
was reported before it is misused, the card issaenot hold
the cardholder responsible for any unauthorizedsfess. If
unauthorized use occurs before a stolen/lost casireported,
the liability under federal law depends on how §lyi¢che loss
is reported. For instance, if the loss is repométhin two
business days after the card went missing, thehotddr will
not be responsible for more than $50 for unautledrimse.
However, if the loss is not reported within two imess days
after the loss was discovered, the liability canupeto $500
because of an unauthorized transfer. There is la ofs
unlimited loss in case a cardholder fails to repart
unauthorized transfer within 60 days after the bstatement
containing unauthorized use is mailed to him/heecdise
debit cards, like checks, access checking accoumtshis
unfortunate case, a cardholder can lose all theemnam the
checking account. However, for unauthorized tramssfe
involving only debit card number (not the lossfud tard), the
liability occurs only for transfers that take plaafiter 60 days
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following the mailing of the bank statement coniagnthe
unauthorized use and before the loss was repdvtecthants
are the most impacted party in payment card frasgecially
in CNP transactions where merchants cannot ing@ads for
authenticity or confirm that a customer has possessf the
card. According to a 2009 LexisNexis Risk Solutioaport,
U.S. merchants are incurring $100 billion in frdodses due
to unauthorized transactions and fees associatdd ciarge
backs, nearly 10 times the identity fraud cost inedi by
financial institutions. Payment card issuer lossemain
relatively well-contained despite the continuingolenion of
card fraud. Loss of consumer confidence can be siiatnag.
As fraud continues to grow, issuers are forcechtodase their
investments in new technology to better protectregdraud.

5.2. Fraud Prevention and Detection

Preventing fraud can be achieved by using a nurabanti-
fraud techniques and practices, such as card #Hotiyacard
verification codes, consumer education, addresdicagion
services, and real-time POS authorization, to nhotea few.
In card-present transactions, the merchant canfyvehie
validity of the payment information provided be ttestomer
by verifying both the cardholder’s identity and tlkard’s
authenticity. Payment card fraud becomes morecditfiwhen
point-of-sale (POS) is chip-enabled. The Chip ani P
verification should help to reduce card fraud. Thé on the
card verifies the authenticity of the card and FilN verifies
the cardholder. Use of PIN number is more secuae tlsing a
signature. While solutions such as the EMV cardhdiad or
PIN technology have been introduced in most Eunopea
countries, as well as in Canada and Mexico, it @& n
commonplace in the U.S. Chip and PIN cards haven bee
proven to be successful in reducing certain tygdsaod such
as lost/stolen card and use of counterfeit cardsveéver, in
card-not-present transactions, they are not uséfulCNP
transactions, there can be signs that indicate fifzatd is
involved such as first time shopper; unusual qtiastiof
order, items with high resale value, multiple tet®ns on
one card over a very short period of time, etc.Mants
should train their personnel to recognize fraudicatbrs.
Being able to recognize suspicious orders may Ioécpkarly
important for merchants involved in telephone salesrefore,
employees should be given clear instructions onstegs to
verify these transactions.

New techniques developed to reduce fraud in CNP
transactions include Card Verification (CVV2/CvVCa)d the
Address Verification Service (AVS). Address Verdimn
Service (AVS) verifies the cardholder’s billing aglsk on file
with the card issuer. However, if a fraudster knothe
victim’'s address, the address verification fails goevent
fraud. Card Verification Value/Code compares theadca
security value/code, the 3- or 4-digit numeric caufe the
payment card, with the issuer's value on file. Tinédps to

verify that the customer is in physical possessibra valid
card during a card-not-present transaction.

Visa and MasterCard offer 3D authentication such as
“Verified by Visa” and “Secure Code”. MasterCardcBe
Code and Verified by Visa enable cardholders tddestd
themselves to their card issuers through the uspetdonal
passwords they create when they register theirscaith the
programs. To address issue of data breaches ansl dats
compromise, the Payment Card Industry Security datals
(PCI DSS) have been developed. All organizationat th
transmit, store or process credit card data mustooepliant
with the requirements of the PCI standard, whidh #ee rules
for data security management, policies, proceduresyork
architecture, software design and other protectieasures.

5.3 Technology Solutions

Detecting fraud is essential once prevention meshasihave
failed. There are a number of algorithmic solutidms fraud

detection. These include data mining techniquesh sas
decision trees, clustering techniques, and arifineural and
Bayesian networks. For example, consider a decisiee-

based classification approach. The goal is to teathecision
tree to detect various types of fraud. In the sengdhse, the
decision tree would learn to detect whether théepat are a
fraudulent activity or not. That is, the decisiageet will be

trained to recognize one of two classes: Yes tontleat it is a
fraudulent activity and No to mean it is a benigtivaty. Then

the decision tree is tested with the test dataimdl detect

whether the activity is fraudulent or not. More biggicated

decision trees can be built to detect multiples#as That is, in
the case of fraudulent activity, the tree wouldedethe type
of fraud, such as credit card fraud or bank acctrand.

One issue with data mining solutions is the existeof false
positives and negatives. Due to fact that the amofidata to
be processed is often very large, the techniques traextract
only the useful features and carry out the trainifigis will
likely result in false positives and false negadivEherefore, a
major goal of the data mining researchers and dpees is to
reduce the number of false positives and negatives.

CONCLUSIONS

This paper first provided an overview of paymentdciaud
which began with payment card statistics and tHimitien of
payment card fraud. It then described various nusthmsed by
identity thieves to obtain personal and financigbimation
for the purpose of payment card fraud. Next an \aeer of
fraud types was given. This was followed by a déistan of
payment card fraud as a type of terrorist financiRgally,
prevention and detection techniques including dafaing
solutions were discussed. As more and more of ittendial
and other data are digitized, the opportunities gayment
card fraud will continue to increase exponentially.
Furthermore, the thieves are also getting more amle
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sophisticated and learning new fraudulent techriqUeey
are also trained to thwart the defensive mechanismpsesed.
That is, the adversary will learn the patternsiaegd by the
solutions and attempt to develop methods to thwhe
solutions. Therefore, in addition to the technotagsolutions,
we also need to learn the behavior of the adversary
Appropriate game theoretic strategies have to bestigated
so that we can win the games against the thieviéisnately,
we need to develop and integrate solutions thdtusi data
mining, risk analysis, game theory and adverséegining so
that we can be one step ahead of the thieves, isaakd the
terrorists.
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